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1 Introduction
Considering the integrity protection has significant benefits for protecting user data transmission in air interface, SA3 has agreed to introduce AS UP integrity protection for DRBs in 5GS, and specified 5GS security mechanism including an on-demand AS UP integrity mechanism in TS33.501 [1]. 
As part of NG-RAN, E-UTRA connected to 5GC applies the 5GS security mechanism, however, RAN2 has agreed that in R15 E-UTR/5GC does not support UP integrity protection. In this paper, we discuss in R16 how we handle E-UTRA AS UP Integrity support, and what the impact on 36 series specifications is.
2 Discussion
2.1 Background
At RAN2 #100 meeting, RAN2 has discussed how E-UTRA/5GC handles AS UP integrity support, and sent a LS to SA3 to ask whether it should be an optional feature for network and UE [2]. And the SA3’s answer is as following [3]:
	Question 7: Can SA3 confirm that RAN 2 can adopt Integrity Protection for User Plane as an optional feature for both eNB connected to 5GC and UE?

SA3 is not planning to update the LTE protocols to support negotiation and use of integrity protection for user plane. However, if RAN2 adopts corresponding NR protocols to LTE eNB, the feature can be optionally activated based on the UE capabilities in the same way as NR.


At RAN2 #101 meeting, based on SA3’s response, and considering AS UP integrity support by E-UTRA/5GC may bring addition work in standards, RAN2 has made agreement that Data integrity protection will not be supported for E-UTRA connected to 5GC in rel-15. 
However, the spec impact for E-UTRA/5GC to support AS UP integrity is not fully discussed. Next, we will give a briefly analyse.
2.2 Spec impact for AS UP integrity support in E-UTRA/5GC

In SA3 TS 33.501 [1], a UP security mechanism for 5GS is given. And based on the principle and framework specified by SA3, RAN3 has defined the UP integrity protection negotiation procedure on NG interface, that is 5GC can request NG-RAN node to activate/deactivate the AS UP integrity protection for a PDU session when the PDU session is to be setup. Then in case of the NG-RAN node is a gNB, it can configure the UE to activate/deactivate the AS UP integrity protection per DRB via PDCP-config.
Then main RAN2 spec impact to support AS UP integrity in NR mainly reflects in the following aspects:

· Including a general UP security mechanisms description in stage 2 specification.

· Enabling RRC configuration to activate/deactivate the AS UP integrity protection.

· Adding a DRB integrity protection function in PDCP.
Based on NR work, there is little extra spec impact to support AS UP integrity in E-UTRA/5GC. Since the stage 2 security description of E-UTRA/5GC can refer to that of NR, and E-UTRA/5GC is supposed to configure NR PDCP for DRBs and SRBs except message 5 transmission in some cases, meanwhile the NR PDCP configuration is via PDCP-config (specified in NR RRC) contained in LTE RRC connection reconfiguration message.
Observation: There is little spec impact to support AS UP integrity in E-UTRA/5GC.
Therefore, we think the agreement that E-UTRAN/5GC do not support AS UP integrity was not under careful consideration and fully discussion, since the integrity protection is an effective method to solve the safety problems in the air interface such as user data protected against tampering, and there is not so much spec impact for E-UTRA/5GC to support AS UP integrity. But considering the time limitation in R15, we do not intend to reverse the agreement made by RAN2, but to propose that in R16 the AS UP integrity protection should be supported by E-UTRA/5GC.
Propose 1: In R16, the AS UP integrity protection should be supported by E-UTRA/5GC.
We should also consider to support AS UP integrity protection in E-UTRA/EPC to enhance the safety of Uu data transmission in R16. If following a similar AS UP integrity mechanism with that in 5GS, the RAN2 spec impact will be: 
· To specify the configuration of AS UP integrity protection in E-TURA RRC spec.

· Adding a DRB integrity protection function in E-UTRA PDCP.
Considering the spec impact is not so much, and compared with the benefit, we think in R16, the AS UP integrity protection should be supported by E-UTRA/EPC.
Propose 2: In R16, the AS UP integrity protection should be supported by E-UTRA/EPC.
In addition to the spec impact listed above, from UE side, performing UP integrity protection for DRB needs more processing time, which may decrease the data rate. Therefore, a limitation on the maximum data rate for DRB configured with AS UP integrity protection should be specified. RAN2 had previously agreed that the maximum supported data rate per UE for integrity protection for the DRBs will be signalled as a UE capability [4]. And RAN2 has agreed to signal two values so far: 64Kb/s and the “full data rate” of the UE (additional values are expected to be agreed later). Our understanding is that the value 64Kb/s may be too low for some UE with better processing capability. Therefore, considering different UE capability, more values should be specified, e.g. at least one value between 64Kb/s and the “full data rate”, the detailed value should be further discussed.

Proposal 3: Regarding the maximum data rate for DRB configured with integrity protection, at least one value higher than 64Kb/s should be specified. 
3 Conclusion

In this paper, we discuss the AS UP integrity protection in LTE, and give the following observation and proposals.
Observation: there is little spec impact to support AS UP integrity in E-UTRA/5GC.
Propose 1: In R16, the AS UP integrity protection should be supported by E-UTRA/5GC.
Propose 2: In R16, the AS UP integrity protection should be supported by E-UTRA/EPC.
Proposal 3: Regarding the maximum data rate for DRB configured with integrity protection, at least one value higher than 64Kb/s should be specified.
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