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Introduction
This contribution addresses the UE identity used for the paging occasion calculation in NR and proposes to use 5G-S-TMSI instead of IMSI.
Note: This contribution is a re-submission of R2-1809621 which was discussed at RAN2#1807. The  discussion resulted in the LS [6] being sent to SA3 and asks SA3 to answer if they see any privacy concerns with using IMSI as UE identity. SA3 is expected to respond to the LS in SA3#92 which occurs at the same time as RAN2#103 [7].
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UEs in idle mode monitor the PDCCH channel for P-RNTI used for paging to receive paging message from gNB. The UE needs to monitor the PDCCH only at certain UE specific paging occasion, i.e. only at specific time instants in specific radio frame. At other times, the UE may go to sleep mode to save battery power. The paging occasion is determined based on the UE identity which in turn is derived from IMSI.
UE_ID = IMSI mod 1024
(The number 1024 in the above formula is due to the maximum DRX cycle which is 1024 radio frames long).
Using IMSI as UE identity is a potential privacy risk since a passive attacker on the air interface can determine 10 bits of IMSI from observing the paging occasion used by a UE. 
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It can be argued that the risk is low since only 10 bits are revealed and thus the attacker will anyway not be able to determine the full IMSI. However, based on experience from LTE where the paging occasion is determined in a similar way, it is likely that additional IMSI bits will be required in the future. For example, in LTE the UE identity was extended to 12 bits for Rel-13 eMTC and 14 bits in Rel-14 NB-IoT in order to be able to distribute the paging occasion not only in the time domain but also in the frequency domain (across different paging narrowbands/carriers). Another example is Rel-14 eDRX where RAN2 were initially considering using additional IMSI bits to calculate the paging hyper frame [3]. However, due to concerns from SA3 regarding the privacy of IMSI [4], RAN2 was forced to re-evaluate this decision and in the end chose to calculate the paging hyper frame based on S-TMSI instead. 
It is recommended that RAN2 adopt any solution to base the paging time window without using the extra bits of IMSI, such as use a temporary ID or a bilaterally agreed nonce, etc. [4]
IMSI privacy is one of the main security requirements in 5GS and SA3 has made additional efforts to ensure that IMSI is not exposed on the air interface. Unlike in EPS where IMSI is sent in cleartext in the initial network registration, IMSI is sent encrypted in 5GS using the public key of the HPLMN. If parts of the IMSI is exposed via the paging occasion, then this effort would be partly in vain.
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Thus, to avoid any privacy risk and to ensure future-proofness, it is preferred if the UE identity is based on 5G-S-TMSI instead of IMSI. In LTE this was not possible due to the need to support IMSI based paging[footnoteRef:1], however, since SA2 has agreed that IMSI based paging is not supported in 5GS [2], there is no longer any reason for not using 5G-S-TMSI to calculate the paging occasion. [1:  In EPS, IMSI based paging can be used to reach the UE when the UE context is lost due to e.g. an MME restart without having to wait until the periodic TAU timer expires. In 5GS, however, IMSI based paging is not considered needed since the UE context is assumed to be stored in secure storage.] 
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The 5G-S-TMSI is assigned to the UE at network registration. This is also true for UE is limited service state which are also required to register to the network before they can access emergency services. Prior to the 5G-S-TMSI is assigned however, there are some special cases when the UE still need to monitor the paging channel:
· To be able to receive SI update notification
· To be able to receive PWS notifications (i.e. ETWS, CMAS)
To handle these cases, we can set the UE identity to the default value 0, i.e., in the same way as is currently done in TS 36.304 and TS 38.304 when the UE lacks IMSI. Alternatively, we could leave it up to UE implementation which paging occasions to monitor when no 5G-S-TMSI is available.
If the UE has no IMSI, for instance when making an emergency call without USIM, the UE shall use as default identity UE_ID = 0 in the PF and i_s formulas above. [1]
Based on the above discussion we propose:
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Conclusion
In this contribution we discussed the UE identity used for calculating the paging occasions in NR. In section 2 we made the following observations:
Observation 1	Using IMSI as UE identity to calculate the paging occasion poses a potential privacy risk.
Observation 2	IMSI privacy is one of the main security requirements in 5GS and SA3 has made additional efforts to ensure IMSI is not exposed on the air interface.
Observation 3	Unlike in EPS, IMSI based paging is not supported in 5GS which means it is possible to use 5G-S-TMSI instead of IMSI as UE identity to calculate the paging occasion.

Based on the discussion in section 2 we propose the following:
Proposal 1	5G-S-TMSI is used as UE identity for calculating the paging occasion.

A CR for TS 38.304 implementing the above proposal is provided in [5].
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