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[bookmark: _Ref504493148]Introduction
The early data transmission (EDT) has been adopted in Rel-15 with solutions for mobile-originated (MO) calls. In UP EDT solution, one of the key changes to enable the early data transmission in Msg3 is to provide the UE with the NCC in suspend procedure. This enables the UE to early activate AS security, i.e., before Msg3 transmission so that UL data multiplexed in Msg3 can already be protected. Below is the relevant agreement:
· NCC is optionally provided in RRCConnectionRelease message with suspend when the UE is using EDT or the UE is in RRC_CONNECTED.
· NCC in RRCConnectionResume message is ignored if the RRCConnectionResume message was received in response to RRCConnectionResumeRequest message for EDT.

It is our understanding that the eNB can send NCC in the RRCConnectionRelease message to an EDT capable UE or any Rel-15 UEs in RRC_CONNECTED mode. However, a UE with such an NCC provided during suspend may or may not initiate EDT procedure when resuming a suspended connection. This contribution discusses the benefits of having NCC provided in suspend procedure and how to enhance the resume procedure.
[bookmark: _Ref178064866]Discussion
Early security
As discussed earlier, UE with an NCC from suspend need not initiate EDT. This can be the case of non-EDT Rel-15 UE, or the EDT UE that does not fulfil the conditions for initiating EDT procedure, e.g., due to large amount of UL data [1].
[bookmark: _Toc521636215]The UE with NCC provided during suspend need not initiate EDT procedure.
The UE can perform a legacy Rel-13 resume procedure. But it is beneficial if the UE behaves as if there is early UL data in Msg3, i.e., early activating AS security and resuming radio bearers before transmission of the RRCConnectionResumeRequest in Msg3. This way, the RRC message in Msg4 can be integrity protected in addition to being ciphered and thus AS security for the connection is further enhanced. The ciphering of the RRC signaling is particularly important for the case of mobile-terminated (MT) EDT where the RRC connection may be suspended upon receiving Msg4. In this case, Msg4 may include the RRCConnectionRelease with suspend indication and the resumeIdentity that needs to be ciphered. 
In addition, in order to avoid fragmentation of different solutions for resumption of a connection, it would be beneficial for all Rel-15 UEs to always use the NCC (when provided) for enhanced security, especially given that the behaviour is already expected for not only EDT capable UEs but also LTE UEs connected to 5G Core. This procedure is referred to as early security in this contribution. We also note that there is no additional complexity required for the UE to perform such actions in early security with respect to when the UE performs MO EDT procedure or RRC_INACTIVE procedure in LTE connectivity to 5G core [3].
[bookmark: _Toc521636216]Early security is already supported in case of LTE UE connected to 5GC.
[bookmark: _Toc521636217]A UP EDT capable UE is also capable of early security.
In addition, it is observed that with early security activation, even when the UE does not send early data in Msg3, it is ready to receive Msg4 with DL data ciphered using new ciphering key KUPenc (i.e., associated with the NCC from suspend [2]). This is a straightforward way of having early data in Msg4, i.e., MT EDT without the need of any further change. In other words, the early security facilitates MT EDT.
[bookmark: _Toc521636218]With early security, mobile-terminated EDT is possible without any further changes.
It is therefore natural and beneficial to have possibility for early security specified for Rel-15.
[bookmark: _Toc521636219]The UE with NCC provided during suspend always performs early security, i.e., re-activates AS security using the NCC, resumes radio bearers, and restores AS states before Msg3 transmission.
Similar to the agreement in EDT above, since the security has been re-activated before Msg3, if the UE receives a RRCConnectionResume message in response to the RRCConnectionResumeRequest with early security, the NCC therein should be ignored.
[bookmark: _Toc521636220]The UE ignores NCC value received in the RRCConnectionResume message in response to the RRCConnectionResumeRequest message with early security.
To make the eNB aware of this early security capability of the UE, it is proposed to introduce 1-bit capability for this early security as a separate UE capability. In addition, the eNB should also inform UEs whether early security can be used in a cell, preferably via system information.
[bookmark: _Toc521636221]Introduce early security as a separate UE capability.
[bookmark: _Toc521636222]The indication of early security can be used in a cell is signalled in SIB2 (SIB2-NB).
Msg3 security 
[bookmark: _GoBack]Replay attacks on the RRCConnectionResumeRequest in Msg3, e.g., when the resume request is rejected is another security aspect for resume procedure. A replayed Msg3 cannot be detected by the eNB resulting in reassignment of new resumeID to an attacker and a right UE cannot resume its suspended connection as a consequnce. To further improve security for resume procedure, it is proposed to reduce exposure to replay attacks by including freshness parameter(s) in the calculation of the shortResumeMAC-I (see also [2]).
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In section 2 we made the following observations:
Observation 1	The UE with NCC provided during suspend need not initiate EDT procedure.
Observation 2	Early security is already supported in case of LTE UE connected to 5GC.
Observation 3	A UP EDT capable UE is also capable of early security.
Observation 4	With early security, mobile-terminated EDT is possible without any further changes.

Based on the discussion in section 2 we propose the following:
Proposal 1	The UE with NCC provided during suspend always performs early security, i.e., re-activates AS security using the NCC, resumes radio bearers, and restores AS states before Msg3 transmission.
Proposal 2	The UE ignores NCC value received in the RRCConnectionResume message in response to the RRCConnectionResumeRequest message with early security.
Proposal 3	Introduce early security as a separate UE capability.
Proposal 4	The indication of early security can be used in a cell is signalled in SIB2 (SIB2-NB).
Proposal 5	Include freshness parameter(s) in the calculation of shortResumeMAC-I to enhance authenticity of the resume request.
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