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[bookmark: _Ref504493148]Introduction
In recent RAN2 meetings, significant progress has been made for early data transmission (EDT). There are some security-related FFSs in the latest RRC CR after RAN2#102 [1]. We discuss those in another contribution [2] and propose respective changes in [3]. 
In this contribution, we reconsider security aspects for data transmission in Msg3 by revisiting the recent agreements. It was assumed that same security issues exist in legacy RRC resume procedure. The scenario is, however, not the same with Rel-15 EDT, and differences between legacy resume and Rel-15 EDT in terms of security have not been sufficiently considered. This contribution aims to show that the scenario in Rel-15 EDT is different and solutions for improving security for EDT to be on par with legacy are justified.
Some recent relevant agreements about security aspects in EDT are below:
	Agreements (from RAN2#101bis and RAN2#102):
· Send an LS to SA3 (cc:RAN3) to check whether there are any concerns if old or new keys are used and what their suggestion would be, and whether any additional parameters need to be included in the calculation of shortResumeMAC-I for Msg3 in EDT considering that security issues such as replay attack and MiM attack exist in legacy RRC resume procedure.
· No additional parameters are included in the calculation of shortResumeMAC-I for Msg3 in EDT considering that the issue, i.e. replay attack and MiM attack, exists today in legacy resume procedure.
· 16-bit version of shortResumeMAC-I, i.e. same in legacy, is used in Msg3 for EDT.



Related RIL is E126. 
[bookmark: _Ref178064866]Discussion
In the legacy resume procedure, data transmissions only take place after the eNB has successfully authenticated the UE by means of the full 32-bit PDCP MAC-I in the RRCConnectionResumeComplete. This is not the case in EDT, where user data is sent together with a RRCConnectionResumeRequest in Msg3 by a sender who is authenticated with only 16-bit shortResumeMAC-I also included in the RRCConnectionResumeRequest itself. Because of this, consequences from various types of attacks, e.g., MiM and replay become pronounced compared to legacy. To make the EDT security on par with legacy, we discuss different solutions in this section.
[bookmark: _Ref521618885][bookmark: _GoBack]Protection of UL data in Msg3
In RAN2#102, it was discussed and agreed that:
· Old integrity key (used in the last RRC connection as in legacy) is used to generate shortResumeMAC-I.
· No additional parameters are included in the calculation of shortResumeMAC-I for Msg3 in EDT considering that the issue, i.e. replay attack and MiM attack, exists today in legacy resume procedure.
· 16-bit version of shortResumeMAC-I, i.e. same in legacy, is used in Msg3 for EDT.
As detailed above, the authenticity of sender of Msg3 is only based on the 16-bit shortResumeMAC-I (sRMAC-I), which allows us to conclude that EDT data is not as secure as in the legacy resume procedure. For example, attackers may modify user data in Msg3, i.e., perform Man-in-the-middle (MiM) attacks by flipping data bits and forwarding the data to original recipient. We note that the MiM attack on EDT Msg3 is different from that on data transmissions in legacy LTE, which only takes place after the eNB has verified that the UE is legitimate one. As a result, the eNB may forward the faked data to S-GW.
[bookmark: _Toc521640672]In UP-EDT, forwarding of user data in RAN is not as secure as in legacy resume.
To have the protection of UL data on par with security for legacy resume, integrity protection can be provided by including UL data in the calculation of sRMAC-I. In addition, given that old integrity key is used for calculation and verification of sRMAC-I, context fetch between source and target eNBs is needed when the UE resumes to a new eNB. However, transferring actual data via X2 interface would incur significant overhead. Considering also variable size of X2 message and enhanced integrity of transmitted data, we think it is more beneficial to include a hash value/code of UL data in the calculation of sRMAC-I.
[bookmark: _Toc506521196][bookmark: _Ref510017496][bookmark: _Toc513462773][bookmark: _Toc505093042][bookmark: _Toc505093102][bookmark: _Toc505245907][bookmark: _Toc505255390][bookmark: _Toc505255809][bookmark: _Toc521640673]To keep EDT security on par with legacy, include UL data or its hash code in the calculation of shortResumeMAC-I. Using hash of UL data is preferred.
Mitigation of replay attacks
The sRMAC-I is currently calculated based on a set of input parameters including cell identity of the target eNB, physical cell ID of the source eNB, and the C-RNTI when the UE was with the source eNB (TS 36.331). By verifying this authentication code, the eNB can determine if the code was produced by a legitimate UE but this does not allow the eNB to know if it was sent by a legitimate UE or not. 
A replay attack can be made e.g., when the resume request is rejected with suspend indication. As the eNB reassigns a new resumeID in Msg4 in response to the replayed Msg3, the legitimate UE cannot resume its connection since the corresponding context no longer exists on the network side. In the case of EDT, an attacker may replay the resume request and send faked user data in Msg3. The eNB would forward the bad data to S-GW, without being able to detect the replay attack. It is worth noting that data transport in CP CIoT EPS optimization is protected against replay attacks at NAS layer. It is desired to have support for replay protection also for UP CIoT EPS optimization at AS layer, especially with the introduction of EDT. 
To mitigate possibility for replay attacks and thus further enhance EDT security, in addition to existing input parameters, the sRMAC-I can be associated with a freshness parameter such as the Temporary C-RNTI assigned to the UE in Msg2 and/or frame number. Since the Temporary C-RNTI is updated every access attempt, when a replay attack of the resume request is with an obsolete Temporary C-RNTI, it can be detected by the eNB.
[bookmark: _Toc498360640][bookmark: _Toc498557270][bookmark: _Toc498642259][bookmark: _Toc498642272][bookmark: _Toc498639172][bookmark: _Toc498650984][bookmark: _Toc498650999][bookmark: _Toc498648638][bookmark: _Toc498654169][bookmark: _Toc498654187][bookmark: _Toc498661842][bookmark: _Toc505093041][bookmark: _Toc505093101][bookmark: _Toc506521195][bookmark: _Ref510017484][bookmark: _Toc505245906][bookmark: _Ref505254400][bookmark: _Toc505255389][bookmark: _Toc505255808][bookmark: _Toc513462770][bookmark: _Toc521640674]Include Temporary C-RNTI and frame number as freshness parameter in the calculation of shortResumeMAC-I to enhance authenticity of the resume request.
Length of shortResumeMAC-I
As discussed above, the legacy resume has 32-bit protection, whereas without Msg5, the EDT only has 16-bit protection. In the LS to RAN2 during SA3#89 [7], SA3 provided the reply to RAN2 questions about possible security issues and highlighted that:
“…SA3 recommends using 32-bit shortResumeMAC-I, if that is possible”. 
Although RAN2 assumed that 16-bit shortResumeMAC-I is fine and hence the agreement, we believe that SA3 clearly recommended to extend to 32-bit length of sRMAC-I if possible. It is possible since we have a larger UL grant for user data in Msg3 that should be able to accommodate additional 16 bits for security purpose. Moreover, we understand that such an extension of the authentication code in the RRCConnectionResumeRequest to 32-bit length does not require definition of a new message nor critical extension of the message. We can use the spare bit of the message for the extension.
[bookmark: _Toc521640675][bookmark: _Toc505093040][bookmark: _Toc505093100][bookmark: _Toc505245905][bookmark: _Toc505255388][bookmark: _Toc505255807][bookmark: _Toc506521194][bookmark: _Toc513462769][bookmark: _Toc513792311]Extend to use 32-bit ResumeMAC-I in RRCConnectionResumeRequest message for EDT.

[bookmark: _Toc513462598][bookmark: _Toc513462730][bookmark: _Toc513462743][bookmark: _Toc513462775][bookmark: _Toc513462891][bookmark: _Toc513462979][bookmark: _Toc513463011][bookmark: _Toc513463043][bookmark: _Toc513463136][bookmark: _Toc513463180][bookmark: _Toc513463740][bookmark: _Toc513463753][bookmark: _Toc513462599][bookmark: _Toc513462731][bookmark: _Toc513462744][bookmark: _Toc513462776][bookmark: _Toc513462892][bookmark: _Toc513462980][bookmark: _Toc513463012][bookmark: _Toc513463044][bookmark: _Toc513463137][bookmark: _Toc513463181][bookmark: _Toc513463741][bookmark: _Toc513463754]Conclusion
In section 2 we made the following observations:
Observation 1	In UP-EDT, forwarding of user data in RAN is not as secure as in legacy resume.

Based on the discussion in section 2 we propose the following:
Proposal 1	To keep EDT security on par with legacy, include UL data or its hash code in the calculation of shortResumeMAC-I. Using hash of UL data is preferred.
Proposal 2	Include Temporary C-RNTI and frame number as freshness parameter in the calculation of shortResumeMAC-I to enhance authenticity of the resume request.
Proposal 3	Extend to use 32-bit ResumeMAC-I in RRCConnectionResumeRequest message for EDT.
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