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[bookmark: _Ref504493148]Introduction
In recent RAN2 meetings, significant progress has been made for early data transmission (EDT). However, there are remaining FFSs in the CR 36.331 [1], mainly about security aspects and fallback handling that need further clarifications. This contribution discusses those FFS. 
[bookmark: _Ref178064866]Discussion
AS security context 	Comment by Se. Dung Pham Van: This is to clarify our understanding that there is one stored context and a current security context. There was a confusion about this during the email discussion for 36.331 CR, e.g., in response to comment from HW before that 33.401 states that there is ONLY one security context at a time.	Comment by Se. Dung Pham Van: Magnus suggested to update this section: Name it AS security context, skip the SA3 reference and text to avoid further confusion, then go directly to the current and stored AS context.
In the legacy, as in section 5.3.3.4a TS36.331, upon reception of the RRCConnectionResume, the UE’s RRC layer performs following steps:	Comment by Andreas Höglund: Good to clarify with “in the UE” perhaps.(?)
· update the KeNB using the received NCC value in the message 
· derive AS keys (KRRCint, KRRCenc and KUPenc)
· configure lower layers to apply the derived AS keys immediately, i.e., to all subsequent messages 
Until the suspension of the connection, the current security context is stored, as explicitly specified in section 5.3.12 TS36.331:
1>	if leaving RRC_CONNECTED was triggered by suspension of the RRC:
2>	re-establish RLC entities for all SRBs and DRBs, including RBs configured with NR PDCP;
2>	store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;	Comment by Se. Dung Pham Van: MS: This is to keep a copy of AS context to (in addition to what is required for implementations), we do not use this ‘store’ word for e.g., state variables

It is better to propose to define stored UE AS context as the context which is stored upon reception of the RRCConnectionRelease with release cause ‘RRC suspension’ distinguish with the current context.

It is our understanding that the newly derived AS keys are part of the current AS security context and these only become part of the ‘stored AS security context’ upon suspension of the connection. This principle should apply also to the case of EDT, i.e., although the UE derives the AS keys before transmission of Msg3, the ’stored AS security context’ is not updated to contain the newly derived AS keys until the connection is suspended again.
[bookmark: _Toc521073986][bookmark: _Toc521070331][bookmark: _Toc521627700]In EDT, newly derived AS keys at transmission of RRCConnectionResumeRequest only become part of the stored AS security context upon suspension of the connection.	Comment by Se. Dung Pham Van: I am not sure if I got this. Here we just want to say that new AS keys are actually not part of the stored context until the suspension and this is also true in case of EDT.	Comment by Tuomas Tirronen: I think Andreas means the indentation for the “Onservation” style in Word is off a bit – the starting location for text in first and second row if not aligned	Comment by Se. Dung Pham Van: Ah, I see. Correction made.
We think it is important to clarify this difference in TS36.331. This can be done by defining the term ‘stored UE AS context’ to distinguish with the current UE AS context, as further detailed in next section and proposed changes [2] (see also RIL E108).
[bookmark: _Toc521073977][bookmark: _Toc521070335][bookmark: _Toc521627702]Define ‘stored UE AS context’ as the context stored upon reception of the RRCConnectionRelease with release cause ‘RRC suspension’.
Remaining FFSs about clarification of security keys 
In section 5.3.3.3a of the RRC CR [1], there is an FFS as follows:
………………..
1>	set the shortResumeMAC-I to the 16 least significant bits of the MAC-I calculated:
2>	over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortResumeMAC-Input (or VarShortResumeMAC-Input-NB in NB-IoT);
2>	with the KRRCint key and the previously configured integrity protection algorithm; and
Editor’s Note: FFS how to clarify KRRCint key here is “old” key for EDT.
As explained earlier, there are two integrity keys, the current one (derived at the transmission of RRCConnectionResumeRequest), and the ‘stored’ one (used in the previous connection and put into the stored UE AS context at the suspension).
There is a remark in case the UE resumes attempt after being rejected. After the reject, the new resume attempt should be integrity protected with the same KRRCint key as used for the rejected resume request, as already agreed in RAN2#102:
- If RRCConnectionReject message with suspend indication is received in response to RRCConnectionResumeRequest message for EDT same key, used for the calculation of shortResumeMAC-I for the connection attempt that was rejected, is used for the calculation of shortResumeMAC-I in the next resume procedure.
[bookmark: _Toc521073987][bookmark: _Toc521070332][bookmark: _Toc521627701]In case of a resume after reject, the UE uses the KRRCint key used before the rejected resume for calculation of shortResumeMAC-I.
Thus, as in the Editor’ note, there is a need to clarify here that the KRRCint key is from the ‘stored UE AS context’ rather than the current KRRCint key. In addition, we observe that the integrity protection algorithm should also be the one from the ‘stored UE AS context’. Please see the respective CR [2] for the proposed changes (see also RIL E110).
[bookmark: _Ref520994092][bookmark: _Toc521073978][bookmark: _Toc521070336][bookmark: _Toc521627703]Clarify that the KRRCint key and integrity protection algorithm used for calculation of shortResumeMAC-I are from the ‘stored UE AS context’.	Comment by Se. Dung Pham Van: I think this should be clarified in the CR text. Maybe we can delete this proposal, it seems not needed!	Comment by Emre A. Yavuz: It is a clarification, but not something we prefer to clarify. It is something that has been captured in Editor’s note to be clarified. We can reformulate the proposal to address that, e.g. “clarify in bla bla that … “ The intention should be to emphasize that KRRCint key is from the “stored UE context”. We should also refer to the RIL number in the endorsed CR. There is no need to submit a separate draft CR as requested by the RAN2 chair. 	Comment by Se. Dung Pham Van: I reformulate the proposal as suggested, does it look OK now?	Comment by Tuomas Tirronen: But this is the behaviour everybody has agreed to already, or? What we need to fix is how to refer to the “old” key in the specification text per the FFS. Problem here is that the text is legacy text, thus we probably need to expand the clause a bit. 	Comment by Se. Dung Pham Van: Do you mean we should not change existing text? If that is the case, how about adding a clarifying Note in TS instead? Or any other alternative way for the clarification?	Comment by Emre A. Yavuz: Tuomas, IIRC the intention is not to change the behaviour. This has already been agreed in RAN2. The problem was how to capture it clearly though. This is what we have been trying to achieve here. Dung has checked 33.401 and came up with a similar approach which makes sense to me. We can of course think about a better wording, but let’s try to avoid adding a Note since this is normative text.	Comment by Se. Dung Pham Van: How about the rewording?	Comment by Tuomas Tirronen: Yes – this is what I meant, reworded version looks better  We are not changing behaviour but the previous version of the proposal just stated the obvious. 

In section 5.3.3.3a [1], there is another FFS:
………………..
2>	derive the KeNB key based on the KASME key to which the current KeNB is associated, using the stored value of nextHopChainingCount, as specified in TS 33.401 [32];
2>	derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];
2>	derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];
Editor’s note: FFS how to distinguish the “new” KRRCint, KRRCenc and KUPenc, i.e., whether they are stored as a “new” security context.
As explained above, the derived AS keys are part of current AS security context, that will be stored in the ‘stored UE AS security context’ upon suspension of connection. We do not think this FFS is needed (see also RIL E111).
[bookmark: _Toc521073979][bookmark: _Toc521070337][bookmark: _Toc521627704]Remove the FFS about how to distinguish “new” AS keys in section 5.3.3.3a.
Reception of the RRCConnectionReject with suspend indication 
In addition, in section 5.3.3.8 [1], there is another relevant FFS:
……………..

2>	else:
3>	if the RRCConnectionReject is received in response to an RRCConnectionResumeRequest for EDT:
4> delete the keys in “new” security context derived as specified in 5.3.3.3a.
4>	perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC suspension', upon which the procedure ends;
Editor’s note: FFS how to refer to “new” security context and better rewording. 
In the legacy, upon reception of the RRCConnectionReject in response to the RRCConnectionResumeRequest, the UE only suspends SRB1 and informs the upper layers the failure, as copied below:
1>	if the RRCConnectionReject is received in response to an RRCConnectionResumeRequest:
………….
2>	else (if the rrc-SuspendIndication is present):
3>	suspend SRB1;
3>	inform upper layers about the failure to resume the RRC connection with suspend indication and that access barring for mobile originating calls, mobile originating signalling, mobile terminating access and except for NB-IoT for mobile originating CS fallback is applicable, upon which the procedure ends;
In the case of EDT, as discussed earlier, at the transmission of the RRCConnectionResumeRequest, the current AS context has been updated with newly derived keys, but the ‘stored UE AS context’ has not. First, we think UE’s actions related to connection reject with suspend are different from those in case of connection release with suspend in nature. For example, upon connection release with suspend, the UE shall store current AS context, i.e., updating the ‘stored UE AS context’. However, this should not be done in case of connection reject. In addition, upon connection release, the UE shall store the resumeIdentity. This is also not true in the case of connection reject. That is, upon reception of the RRCConnectionReject in response to the RRCConnectionResumeRequest for EDT, the UE should not perform actions upon leaving RRC_CONNECTED as specified in 5.3.12. We also think that it is not needed to re-establish RLC entities for radio bearers in this reject case since up to this point there is only SRB0 in use which is associated with an TM RLC entity. The proposed changes are detailed in [2] (see also RILs E115-116).
[bookmark: _Toc521073980][bookmark: _Toc521070338][bookmark: _Toc521627705]UE actions upon reception of RRCConnectionReject with suspend indication:
· [bookmark: _Toc521073983][bookmark: _Toc521070341][bookmark: _Toc521627706]Suspend all radio bearers except SRB0
· [bookmark: _Toc521627707]Configure lower layers to suspend integrity and ciphering
· [bookmark: _Toc521073984][bookmark: _Toc521070342][bookmark: _Toc521627708]Inform upper layers about the failure to resume the RRC connection with suspend indication’
In addition, we think there is no need to delete the newly derived AS keys if the UE uses the ‘stored’ integrity key in the next resume attempt, as proposed in Proposal 2 (see also RIL E115).
[bookmark: _Toc521073985][bookmark: _Toc521070343][bookmark: _Toc521627709]Remove the FFS about how to refer to “new” security context in section 5.3.8.	Comment by Se. Dung Pham Van: We changed the order for Proposals 4 and 5. With the new order, there is no need to delete new keys, and thus we propose to remove FFS as well	Comment by Emre A. Yavuz: How about removing the rest of the text? i.e. “Remove the FFS about how to refer to “new” security context”.	Comment by Se. Dung Pham Van: Agree with Emre and updated the proposal accordingly.
Fallback handling 
There are two types of fallback in EDT. In the first fallback type (fallback before Msg1), once received a request for connection establishment/resumption for EDT, the MAC sub-layer further checks the conditions for EDT and indicates back to upper layers that EDT is cancelled. In the second fallback type (fallback after Msg2), the UE receives a Msg2 with UL grant not for EDT in response to Msg1 with EDT preamble. There are some relevant agreements from last RAN2 meeting:
· If the UE decides to fall back after EDT procedure has been initiated, but no RAR message has been received yet, i.e. UE uses non-EDT preamble for the next attempt, the UE reverts to legacy resume procedure.
· The UE shall continue using the activated AS security and ignore NCC in Msg4 in case of fall back before receiving Msg4, i.e. due to legacy grant received in Msg2, legacy RRC connection resume procedure.
In the fallback after Msg2, the UE shall continue using the activated AS security and thus no RRC involvement. However, we think it is necessary to revisit the fallback before Msg1 case. This case is captured in section 5.3.3.3c of the current RRC CR [1] as below: 
1>	else if the fallback is indicated by lower layers in response to the RRCConnectionResumeRequest for EDT and the fallback is not due to the UL grant provided in Random Access Response not being for EDT:
2> delete the keys in “new” security context derived as specified in 5.3.3.3a;
Editor’s note: FFS how to refer to “new” security context and better rewording. 
2>	re-establish RLC entities for all SRBs and DRBs;	Comment by Dung Pham Van: Since there is no UL grant yet, it seems not need to re-establish RLC entity for RBs. As in 36.322, re-establish RLC entity means the entity shall discard all RLC SDUs, reset all state variables to the initial values. Should we discuss this as well?

This comment applies to the case of reject discussed earlier.	Comment by Dung Pham Van: See also the change made in reject case
2> suspend all SRB(s) and DRB(s) except SRB0;
2>	configure lower layers to suspend integrity protection and ciphering;
2>	initiate transmission of the RRCConnectionResumeRequest message in accordance with 5.3.3.3a;
As discussed before, the newly derived keys in 5.3.3.3a will only become part of stored UE AS context at the suspension. Indeed, these keys are part of the current security context but not used at all. The RRC falls back to build another legacy RRCConnectionResumeRequest with the shortResumeMAC-I being calculated using the KRRCint from the stored AS context (as discussed earlier). Upon reception of the RRCConnectionResume in Msg4, the RRC sub-layer derives new AS keys based on the NNC value therein, i.e., current AS security context is updated. We note that in legacy at the suspension the current keys are stored but not deleted. Thus, there is no need for the action of deleting “new” keys. Similar to the case of reject with suspend indication, there is no need to re-establish RLC entities for radio bearers (see also RILs E113-114).
[bookmark: _Toc521627710]Remove the FFS about how to refer to “new” security context in section 5.3.3.3c.
[bookmark: _Toc521627711]UE actions upon receiving UP-EDT fallback indication not due to non-EDT grant:
· [bookmark: _Toc521627712]suspend all SRB(s) and DRB(s) except SRB0;
· [bookmark: _Toc521627713]configure lower layers to suspend integrity protection and ciphering;
· [bookmark: _Toc521627714]initiate transmission of the RRCConnectionResumeRequest message in accordance with 5.3.3.3a;
In addition, when the UE falls back in UP-EDT, at the transmission of the RRCConnectionResumeRequest, the conditions for EDT in 5.3.3.1b should not be evaluated again. In the current RRC CR, this is not true, for example, the UE after falling back may include full resumeID instead of truncatedResumeID if the conditions for EDT are fulfilled again after the fallback. It is therefore proposed to ensure that the UE does not check the EDT conditions in 5.3.3.1b again after fallback (see also RIL E109).
[bookmark: _Toc521627715]Ensure the UE does not check EDT conditions in 5.3.3.1b again after fallback.
[bookmark: _Toc513462598][bookmark: _Toc513462730][bookmark: _Toc513462743][bookmark: _Toc513462775][bookmark: _Toc513462891][bookmark: _Toc513462979][bookmark: _Toc513463011][bookmark: _Toc513463043][bookmark: _Toc513463136][bookmark: _Toc513463180][bookmark: _Toc513463740][bookmark: _Toc513463753][bookmark: _Toc513462599][bookmark: _Toc513462731][bookmark: _Toc513462744][bookmark: _Toc513462776][bookmark: _Toc513462892][bookmark: _Toc513462980][bookmark: _Toc513463012][bookmark: _Toc513463044][bookmark: _Toc513463137][bookmark: _Toc513463181][bookmark: _Toc513463741][bookmark: _Toc513463754]Conclusion
In section 2 we made the following observations:
Observation 1	In EDT, newly derived AS keys at transmission of RRCConnectionResumeRequest only become part of the stored AS security context upon suspension of the connection.
Observation 2	In case of a resume after reject, the UE uses the KRRCint key used before the rejected resume for calculation of shortResumeMAC-I.

Based on the discussion in section 2 we propose the following:
Proposal 1	Define ‘stored UE AS context’ as the context stored upon reception of the RRCConnectionRelease with release cause ‘RRC suspension’.
Proposal 2	Clarify that the KRRCint key and integrity protection algorithm used for calculation of shortResumeMAC-I are from the ‘stored UE AS context’.
Proposal 3	Remove the FFS about how to distinguish “new” AS keys in section 5.3.3.3a.
Proposal 4	UE actions upon reception of RRCConnectionReject with suspend indication:
	Suspend all radio bearers except SRB0
	Configure lower layers to suspend integrity and ciphering
	Inform upper layers about the failure to resume the RRC connection with suspend indication’
Proposal 5	Remove the FFS about how to refer to “new” security context in section 5.3.8.
Proposal 6	Remove the FFS about how to refer to “new” security context in section 5.3.3.3c.
Proposal 7	UE actions upon receiving UP-EDT fallback indication not due to non-EDT grant:
	suspend all SRB(s) and DRB(s) except SRB0;
	configure lower layers to suspend integrity protection and ciphering;
	initiate transmission of the RRCConnectionResumeRequest message in accordance with 5.3.3.3a;
Proposal 8	Ensure the UE does not check EDT conditions in 5.3.3.1b again after fallback.
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