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1.	Introduction
RAN2 has been discussing integrity protection for user plane for EN-DC and LTE-5GC (Option 5), and agreed not to support user plane integrity protection for EN-DC and LTE/5GC. 
In this contribution, we try to discuss some open issues related to user plane integrity protection for NE-DC and NG EN-DC.
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During the discussion of eLTE connected to 5GC, RAN2 has made the following agreement:
3	Data integrity protection will not be supported for E-UTRA connected to 5GC in rel-15.  

When under DC architecture, regarding to the PDCP location, we can extend this agreement to user plane integrity protection will not be supported for ‘ng-eNB terminated’ bearer for MR-DC. And therefore, user plane integrity protection should not be applied to MN terminated bearer for NG EN-DC, and SN terminated bearer for NE-DC.
Proposal 1:  User plane integrity protection will not be applied to MN terminated bearer for NG EN-DC, and SN terminated bearer for NE-DC.
Proposal 2:  User plane integrity protection will be applied to SN terminated bearer for NG EN-DC, and MN terminated bearer for NE-DC.
Even though RAN2 agreed user plane integrity protection can be configured on a per radio bearer basis, it is also agreed that if integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session.
Observation 1:  PDU session enable of user plane integrity protection should be mapped only to “gNB terminated” bearers.
Upon PUD session setup, the Integrity Protection Indication is transmitted to NG-RAN node which can be configured as “required”, “preferred” or “not needed”.
If the indication is set to “required”, user plane integrity protection shall be performed. In case of NE-DC, as MgNB can support user plane IP, whereas SeNB cannot support user plane IP, PDU session should be mapped only to MN terminated bearers. Similarly, In case of NG EN-DC, PDU session should be mapped to only SN terminated bearers. In both cases, MN determines where to build the PDU session, i.e. to establish MN terminated PDU sessions or offload the PDU sessions to SN accordingly.
If the indication is set to “not needed”, user plane integrity protection is not applied. In case of NE-DC, since both MN and SN support not to apply user plane integrity protection, the PDU session can be mapped to MN terminated, SN terminated or both MN and SN, i.e. split PDU session. In case of NG EN-DC, similarly, the PDU session mapping can be all kinds of possibilities. And since PDU session resource related information can be transfer between NG-RAN nodes [1], user integrity protection will not be activated by gNB.
If the indication is set to “preferred”, user plane integrity protection can be activated or deactivated by taking UE max data rate of DRB integrity protection and other factors into consideration. Before MR-DC configuration, all the information is available in MN. After MR-DC has configured, the SN information needed can be transferred to MN for making an overall decision. Therefore, it is straightforward for MN to determine whether to apply user plane integrity protection for the PDU session. And after the decision has been made, i.e. to apply integrity protection or not, the PDU session can be established accordingly which align with cases above. One thing to note is in case of NG EN-DC, as SN has no idea with the decision made by MN, indication on whether to apply user plane integrity protection or not should be provided to SN by MN.
Proposal 3: If the Integrity Protection Indication is set to “preferred”, MN determines whether to apply user plane integrity protection for the PDU session.
Proposal 4: If the Integrity Protection Indication is set to “preferred”, in case of NG EN-DC, MN should indicate SN whether to apply user plane integrity protection or not.
3.	Conclusion
In the contribution, we have the following observations and proposals:
Observation 1:  PDU session enable of user plane integrity protection should be mapped only to “gNB terminated” bearers.
Proposal 1:  User plane integrity protection will not be applied to MN terminated bearer for NG EN-DC, and SN terminated bearer for NE-DC.
Proposal 2:  User plane integrity protection will be applied to SN terminated bearer for NG EN-DC, and MN terminated bearer for NE-DC.
Proposal 3: If the Integrity Protection Indication is set to “preferred”, MN determines whether to apply user plane integrity protection for the PDU session.
Proposal 4: If the Integrity Protection Indication is set to “preferred”, in case of NG EN-DC, MN should indicate SN whether to apply user plane integrity protection or not.
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