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1. Introduction
In RAN2#101bis, the following agreements were reached:

1
In RRC signalling the encryption [On Off] should be added in the PDCP-config (i.e. per RB) (as for DRB IP)

2
The DRBs associated to a PDU session should be configured with encryption in a consistent way. SRBs should be configured with encryption in a consistent way.

3
The SRB security configuration (encryption) and DRB security configuration (IP and encryption) does not change in the lifetime of the RB (if there is a change needed then release and add of DRB is available)

And in eLTE connected to 5GC discussion the following agreement was reached:

- Data integrity protection will not be supported for E-UTRA connected to 5GC in rel-15.

Which means for NGEN-DC and NE-DC the UP integrity protection will not be enabled for the LTE Node, but still can be supported for the NR Node. However in case of split PDU session, in order to apply the UP security for all the DRBs of the split PDU session, there’s still left issue needed to be solved.

2. Discussion
In RAN2#101 the following agreements were reached:

- If integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session.

- If ciphering applies applies to a PDU session then it is applied to all DRBs of the PDU session.

In RAN2#101bis above issue was re-discussed due to the new UP security policy value ‘preferred’ being introduced by SA2 (S2-182990), and the agreement was updated as following:

-The DRBs associated to a PDU session should be configured with encryption in a consistent way. SRBs should be configured with encryption in a consistent way
It mostly keeps the same with previous agreements, but it didn’t clarify whether the DRBs associated to a PDU session should be configured with integrity protection in a consistent way. For simplicity it is suggested to keep the same principle with encryption.

Proposal 1: The previous agreement of UP security policy lack of the integrity protection related part, for simplicity it’s suggested to keep the same principle with UP encryption, i.e. the DRBs associated to a PDU session should be configured with integrity protection in a consistent way.

In current SN addition or SN modification procedure, the CN configured UP security policy of the steered PDU sessions will be delivered by MN to SN. SN shall apply the UP security to the associated DRBs accordingly in case the policy is ‘required or not needed’. SN can decide by itself whether or not to activate the UP security of the associated DRBs in case the policy is ‘preferred’. 

However in case of split PDU session, it cannot ensure all the DRBs of the split PDU session are applied with same UP security policy. For example in NGEN-DC, since MeNB doesn’t support UP integrity protection, if MeNB decide to configure a PDU session to be split whose integrity protection policy value is ‘preferred’, MeNB shall have a way to indicate the SN that the DRBs of this split PDU session shall not apply integrity protection, instead of let SN it self to decide it. Similarly, in NN-DC, this issue also exists, the MgNB should indicate its decision of UP security (include encryption and integrity protection) of split PDU session to the SgNB to ensure all the DRBs of the split PDU session applying same security configuration.

In NE-DC, since the SeNB doesn’t support UP integrity protection, MgNB shall always disable the integrity protection of  split PDU session. But MgNB still need to indicate its decision of the encryption of split PDU sessions to the SeNB.

Proposal 2:  In NGEN-DC, NE-DC and NN-DC, for split PDU session with security policy ‘preferred’, MN should decide the activation/deactivation of UP security and indicate the decision to the SgNB to ensure all the DRBs of the split PDU session applying same UP security configuration.

3. Conclusion
Proposal 1: The previous agreement of UP security policy lack of the integrity protection related part, for simplicity it’s suggested to keep the same principle with UP encryption, i.e. the DRBs associated to a PDU session should be configured with integrity protection in a consistent way.

Proposal 2:  In NGEN-DC, NE-DC and NN-DC, for split PDU session with security policy ‘preferred’, MN should decide the activation/deactivation of UP security and indicate the decision to the SgNB to ensure all the DRBs of the split PDU session applying same UP security configuration.
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