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1   Introduction
RAN Plenary #80 meeting [1] has agreed to introduce synchronous NR-NR DC in R15 late drop.

In this contribution, we will focus on the security related issues including the listed security aspects and the DRB integrity protection. At last, some proposals will be provided.
2   Discussion 
In EN-DC, the LTE MeNB performs encryption and integrity protection based on KeNB and NR SgNB performs encryption and RRC integrity protection based on the S-KgNB which is derived from KeNB. In NR-NR DC, the NR gNBs act as the master node (MN) and the secondary node (SN). Similar to LTE security architecture, NR gNB gets the security key KgNB form AMF and KgNB is used to derive the keys for UP traffic and RRC signalling by NR gNB. When NR-NR DC is configured, S-KgNB is required for security purpose in NR SgNB. In both LTE DC and EN-DC, the security keys in SN are all derived from KeNB, we can reuse this mechanism for NR-NR DC. As we known, the encryption and integrity protection is performed in PDCP entity. So the security action uses the KgNB for bearer terminated in the MN including the split MN bearers for DC and uses the S-KgNB for bearer terminated in the SN. The network configures the UE with different keys for different bearer types. 
Proposal 1: For NR-NR DC, reuse the same security key configuration mechanism as for EN-DC and LTE DC, i.e.:

· For bearers terminated in the MN the network configures the UE with KgNB; for bearers terminated in the SN the network configures the UE with S-KgNB.
· The S-KgNB is derived from the KgNB. 

In LTE, integrity verification is only performed in PDCP for PDCP entities associated with SRBs. NR supports the user plane integrity protection which is different from LTE. In NR, the integrity protection is always applied to both PDCP Data PDUs of SRBs and PDCP Data PDUs of DRBs for which integrity protection is configured. According to 38.413, the gNB shall perform user plane integrity protection for each PDU session which the Integrity Protection Indication IE of the PDU SESSION RESOURCE SETUP REQUEST message is set to “required”. If the NG-RAN node cannot perform the user plane integrity protection, it shall reject the setup of the PDU session resources. In NR-NR DC, the MN informs the SN of the Integrity Protection Indication IE. Also RAN2 has the following agreements:
Agreements for NG-EN-DC and NE-DC and NR SA in RAN2#99:
1 UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.
Agreements in RAN2#101:

1 If integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session.

Observation 1: For NR-NR DC, the SN is informed by MN the user plane integrity protection requirement for each PDU session.
Proposal 2: For NR-NR DC, the user plane integrity protection is supported in NR SgNB and it is configured on a per radio bearer basis.
These above proposals should be captured in 37.340 [2] & 38.331.
3   Conclusion

In this contribution, the security support for NR-DC was discussed and the following proposal was provided:
Proposal 1: For NR-NR DC, reuse the same security key configuration mechanism as for EN-DC and LTE DC, i.e.:

· For bearers terminated in the MN the network configures the UE with KgNB; for bearers terminated in the SN the network configures the UE with S-KgNB.
· The S-KgNB is derived from the KgNB.
Observation 1: For NR-NR DC, the SN is informed by MN the user plane integrity protection requirement for each PDU session.
Proposal 2: For NR-NR DC, the user plane integrity protection is supported in NR SgNB and it is configured on a per radio bearer basis.
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