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1. Introduction
The current frame work for reestablishment for NR as captured in 38.331 follows the well-established LTE baseline for reestablishment, with the only difference being that the reestablishment message is sent over SRB1 (without encryption). RAN2 also agreed that we will A couple of LSs were sent to SA3 about the security framework for inactive state [1][3]. We also agreed that if horizontal key derivation is feasible from security perspective, we can encrypt the reestablishment message. However, at RAN2#AH 1807, additional discussion on the reestablishment security took place and it was pointed out that if vertical key derivation is used at the source and horizontal key derivation is used at the UE then the reestablishment will not succeed and hence fallback procedure will need to be invoked. In this contribution we further analyse this issue and propose our views on how to proceed. 
2. Discussion
Firstly, it should be noted that the current reestablishment framework follows LTE baseline and hence there is no issue with this. However, there has been some interest in harmonizing the reestablishment security frame work with that of resume. With this in mind, it was agreed that we will aim to encrypt the Msg4 for reestablishment. However, it seems that this comes at a cost when there is an unused {NH, NCC} pair at the source. Firstly, if nothing is done for this case, reestablishment will fail and hence this is not an option. Secondly, it was proposed in [2] that fall back mechanism can be used instead. However, the fall back procedure comes with significant signaling overhead and this cannot be a good way forward to achieve harmonization. Figure 1 below shows the additional signaling incurred during the fallback procedure. 
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[bookmark: _Ref521416274]Figure 1: Additional signalling with fallback procedure if vertically derived key is passed to target node
Note that none of this exists with the current procedure for reestablishment. So, going for a solution which would result in additional signaling on Uu, just for the sake of harmonization doesn’t seem reasonable. 

Observation 1: if vertically derived key is passed to the target gNB, then either reestablishment will fail (if nothing is done) or it will result in additional signaling over air interface (if source indicates target that the key derviation is done using vertical key derivation method). Both these options are hence undesirable. 

Given the above, one option is to simply stick to the existing frame work for reestablishment, as captured in 38.331. However, if there is still significant interest in harmonization despite of the above disadvantages, then additional means should be investigated to mitigate the above penalty. One option could be that the source gNB passes both horizontal and vertically derived keys to the target gNB and the target then could use the horizontally derived key for encrypting the reestablishment message and include an incremented NCC value in the reestablishment message to synchronise the keys again. So, subsequent to the reestablishment message, both source and target will start using the vertically derived keys with this proposal. If this is adopted, the additional signaling resulting from fallback procedure will not occur. This depicted in Figure 2 below:
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[bookmark: _Ref521416770]Figure 2: Alternative approach for reestablishment to avoid fallback signalling
Based on the above, we propose the following: 

Proposal: RAN2 should agree to:
· 1a: stick with the current frame work for reestablishment as captured in 38.331 or
· 1b: use the alternative framework (i.e. for source gNB to send to the target gNB both horizontal and vertically derived keys in case unused {NH, NCC} pair exists at the source and reestablishment message is encrypted with the horizontally derived key whilst the vertically derived key is used for subsequent messages. 
3. Conclusion and proposals
This contribution discusses the framework for reestablishment. The following observations and proposals are made:

Observation 1: if vertically derived key is passed to the target gNB, then either reestablishment will fail (if nothing is done) or it will result in additional signaling over air interface (if source indicates target that the key derivation is done using vertical key derivation method). Both these options are hence undesirable. 

Proposal: RAN2 should agree to:
· 1a: stick with the current frame work for reestablishment as captured in 38.331 or
· 1b: use the alternative framework (i.e. for source gNB to send to the target gNB both horizontal and vertically derived keys in case unused {NH, NCC} pair exists at the source and reestablishment message is encrypted with the horizontally derived key whilst the vertically derived key is used for subsequent messages (changes required for this option are shown in the Annex).
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5. Annex – changes to implement option 1b
[bookmark: _Toc510531145]5.3.7.4	Actions related to transmission of RRCReestablishmentRequest message
The UE shall set the contents of RRCReestablishmentRequest message as follows:
1>	update the KgNB key based on the current KgNB, as specified in TS 33.501 [11];
[bookmark: _GoBack]1>	derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.501 [11];
1>	set the ue-Identity as follows:
2>	set the c-RNTI to the C-RNTI used in the source PCell (reconfiguration with sync or mobility from NR failure) or used in the PCell in which the trigger for the re-establishment occurred (other cases);
2>	set the physCellId to the physical cell identity of the source PCell (reconfiguration with sync or mobility from NR failure) or of the PCell in which the trigger for the re-establishment occurred (other cases);
2>	set the shortMAC-I to the X least significant bits of the MAC-I calculated:
3>	over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortMAC-Input;
3>	with the KRRCint key and integrity protection algorithm that was used in the source PCell (reconfiguration with sync or mobility from NR failure) or of the PCell in which the trigger for the re-establishment occurred (other cases); and
3>	with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
1>	set the reestablishmentCause as follows:
2>	 if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.8.2:
3>	set the reestablishmentCause to the value reconfigurationFailure;
2>	else if the re-establishment procedure was initiated due to reconfiguration with sync failure as specified in 5.3.5.8.3 (intra-NR handover failure) or 5.4.3.5 (inter-RAT mobility from NR failure):
3>	set the reestablishmentCause to the value handoverFailure;
2>	else:
3>	set the reestablishmentCause to the value otherFailure;
1> restore the RRC configuration and security context from the stored UE AS context;
1>	restore the PDCP state and re-establish PDCP for SRB1;
1>	re-establish RLC for SRB1;
1>	resume SRB1;
1>	The UE shall submit the RRCReestablishmentRequest message to lower layers for transmission.
5.3.7.5	Reception of the RRCReestablishment by the UE
The UE shall:
1>	stop timer T301;
1>	consider the current cell to be the PCell;1> perform the cell group configuration procedure in accordance with the received masterCellGroup and as specified in 5.3.5.5;
1>	perform the radio bearer configuration procedure in accordance with the received radioBearerConfig and as specified in 5.3.5.6;
Editor’s Note: FFS Which parts of the mastercellGroup and radioBearerConfig IEs are applicable to the re-establishment case
1>	store the nextHopChainingCount value indicated in the RRCReestablishment message;
1>	update the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];
1>	derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.501 [11];
1>	derive the KRRCint key and the KUPint key associated with the previously configured integrity protection algorithm, as specified in TS 33.501 [11];
1>	request lower layers to verify the integrity protection of the RRCReestablishment message, using the previously configured algorithm and the KRRCint key;
1>	if the integrity protection check of the RRCReestablishment message fails:
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'other', upon which the procedure ends;
1>	configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>	configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>	submit the RRCReestablishmentComplete message to lower layers for transmission;
1>	the procedure ends;
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