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Discussion and decision
1 Introduction

In RAN2#101, there was offline discussion on security framework for RRC_INACTIVE [1], and finally RAN2 agreed the working assumption for RRC_INACTIVE as:

Working assumption:

1
NCC provided when the connection is suspended
2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.
Neither RAN2 nor SA3 has confirmed the above working assumption. 

In RAN2#101bis, RAN2 further discussed the procedure and security framework for re-establishment, based on offline discussion in [2], RAN2 agreed the working assumption for Re-establishment as:
Working assumption:

1
MSG4 for re-establishment is not encrypted

2
Adopt solution 1 from the paper for re-establishing the bearers (based on SMC+reconfiguration)
In offline discussion [2], most companies preferred SMC + reconfiguration instead of resume like approach for reestablishment since SMC + reconfiguration approach is simpler. In addition there is not significant drawback for this approach compared with the working assumption for RRC_INACTIVE state where MSG4 is both integrity protected and ciphered. Further, there are concerns on the working assumption for RRC_INACTIVE related to new key used for shortMAC-I calculation. In our understanding this working assumption violates the SA3 security requirement that same key cannot be used in two different nodes.

Therefore, it is worth to reconsider whether we really want to have two different approaches for both RRC_INACTIVE and reestablishment, especially there is no significant benefit for current resume working assumption where MSG4 is both integrity protected and ciphered. 

2 Discussion
So far there are 4 scenarios for resume procedure [3]:
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Scenario 1 RRC connection resume, successful                                 Scenario 2 RRC connection resume fallback 
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	Scenario 3  RRC connection resume followed by release message with security for network release or suspend
	Scenario 4 network reject with wait timer without security, UE stays in INACTIVE


Based on the working assumption and agreements for reestablishment, there could be 2 scenarios as below (FFS on reject):
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Scenario 1: RRC connection re-establishment, successful                   Scenario 2: RRC re-establishment, fallback 

 Note that the names for RRC messages in above figures is not yet finalized but used for the sake of scoping the discussion.  The differences between reestablishment and resume based on current working assumptions are:
	
	Resume procedure 
	Re-establishment procedure 
	Remark

	To provide NCC in Release message
	Yes
	N/A
	

	Calculation of shortMAC-I/shortResumeMAC-I in MSG3
	Based on the “current” key.  The “current” becomes the new key which is derived based on NCC received in the  release message when the UE sent to INACTIVE;
	Based on current key, which is “old” key (Same as in LTE).
	Based on [1], the pros from companies who supported new key for MSG3 as:

1. Avoid two keys (old key for short MAC-I in MSG3 and new key for MSG4) in the same procedure (Two keys are used in reestablishment procedure)

2. It may be better for early data transmission.

Cons:

1. The key used by the source to verify the UE and the key used by the target to protect MSG4 is the same. This violates SA3 security requirement.

	Contents and security protection of MSG4 
(Scenario 1)
	- SRB1: Reconfiguration for SRBs and DRBs. It will be protected with a new key derived based on NCC provided in Release message which sent the UE to INACTIVE.  
	- SRB1: Re-establishment kind message provides NCC, algorithm; It will be integrity (no ciphering) protected with a new key derived based on NCC. 

- SRB1: SRB2/DRBs are recovered by reconfiguration message with integrity/encryption protection immediately after reestablishment kind message.
	Based on [2], reestablishment+reconfiguration based reestablishment procedure is simpler than resume and without significant drawback. 

For SA3 requirement, Security algorithms negotiation should be supported:

- for resume, this can only be based on fallback, UE context has to be discarded;

- for reestablishment+reconfiguration, can be done in reestablishment message without impact to the UE context;

Same new key is used to protect MSG4 which violates SA3 security requirement that same key cannot be used in two different nodes.

	Contents and security protection of MSG4 
(Scenario 3)
	-  SRB1: release the UE to IDLE or stay in INACTIVE which is protected with a new key derived based on NCC
	
	

	Contents and security protection of MSG4 
(Scenario 2/4)
	- SRB0: in case of fallback; without security protection; 

-  SRB0: in case of Reject, stay in INACTIVE; without security protection;
	SRB0: fallback; without security protection;

FFS on reject;
	


It is possible to use a combination of resume+reconfiguration approach for Resume procedure as with re-establishment procedure. Based on inputs from companies in offline discussion [1], [2] and email discussion [101bis#11][NR] Inactive security LS (Huawei), the benefits of resume+reconfiguration based approach are:
· Resume+reconfiguration based approach is simpler than current working assumption for RRC_INACTIVE without significant drawback;
· Security algorithms negotiation can be done in Resume+reconfiguration procedure without losing UE context and going through longer and more signalling Idle to Connected procedure;

· Common procedure can be used for both resume and re-establishment which can reduce additional efforts for both UE/gNB implementation and specifications;

· No need to introduce new messages for resume and re-establishment. The security mode command message can be re-used as MSG4 in response to request message (i.e. MSG3)

· Less duplication of procedural text as all the reconfiguration related procedure and signalling is only captured in one place – that is, with RRC Reconfiguration procedure.
· Providing the NCC in release message when the UE is sent to INACTIVE from CONNECTED does not really bring any benefit.
Therefore we would suggest to the working assumption of re-establishment is first confirmed since it meets all the security requirement of SA3. Further, the same procedure can also be used to Resume from RRC_INACTIVE.  The changes are shown in below table, highlighted in red:
	
	Original working assumption for Resume procedure 
	Updated resume procedure 
	Remarks

	To provide NCC in Release message
	Yes
	N/A. 
	No significant benefit identified in providing the NCC in advance.

	Calculation of shortMAC-I/shortResumeMAC-I in MSG3
	Based on new key which is derived based on NCC received in the previous release message before;
	Based on old key (Same as in LTE). 
	Meets the SA3 security requirement that different keys are used in source and target

	Contents and security protection of MSG4 
(Scenario 1)
	- SRB1: Reconfiguration for SRBs and DRBs. It will be protected with a new key derived based on NCC. 
	- SRB1: NCC, algorithm; It will be integrity protected (no ciphering) with a new key derived based on NCC. 

- SRB1: SRBs/DRBs are reconfigured and Resumed by the immediately following reconfiguration message with integrity/encryption protection.
	Protecting the MSG4 with the different key than the key used for shortMAC-I calculation meets the SA3 security requirement.

Reconfiguration message can be both integrity protected and ciphered with algorithm of the choice of the target

No need to introduce separate messages as MSG4. SMC message can be reused

	Contents and security protection of MSG4 
(Scenario 3)
	-  SRB1: release the UE to IDLE or stay in INACTIVE which is protected with a new key derived based on NCC.
	-  SRB1: NCC, algorithm; It will be integrity protected (no ciphering) with a new key derived based on NCC. 
- SRB1: Release message immediately following MSG4 to move the UE to IDLE or stay in INACTIVE with integrity/encryption protection.
	Common understanding is target gNB needs to anyway wait for path-switch to meet the 2-hop forward security requirement.

SMC + Release where release is both integrity protected and ciphered if release includes new parameters eg. new I-RNTI

	Contents and security protection of MSG4 
(Scenario 2/4)
	- SRB0: in case of fallback; without security protection; 

-  SRB0: in case of Reject, stay in INACTIVE; without security protection;
	No change
	


Proposal: Working assumption of reestablishment is confirmed.

Same procedure i.e. SMC+reconfiguration is also used for Resuming from RRC_INACTIVE to RRC_CONNECTED.
SMC+Release is used for sending the UE back to INACTIVE for RNA update. 

Further details as follows:

· Short MAC-I in MSG3 is protected based on old key;

· NCC/algorithms are provided in MSG4 instead of suspend message;

· MSG4 containing NCC/algorithm is only integrity protected;

· Reconfiguration message (with integrity/encryption protection) immediately following MSG4 (i.e. SMC message) and is used to reconfigure and Resume SRBs/DRBs;

· Release message (with integrity/encryption protection) immediately following MSG4 (i.e. SMC message) is used to move the UE to IDLE or stay in INACTIVE;

· No change on fallback/reject scenarios;
3 Conclusion

Based on the discussion, we have the following proposal:
Proposal: Working assumption of reestablishment is confirmed.

Same procedure i.e. SMC+reconfiguration is also used for Resuming from RRC_INACTIVE to RRC_CONNECTED.

SMC+Release is used for sending the UE back to INACTIVE for RNA update.  

Further details as follows:
· Short MAC-I in MSG3 is protected based on old key;

· NCC/algorithms are provided in MSG4 instead of suspend message;

· MSG4 containing NCC/algorithm is only integrity protected;

· Reconfiguration message (with integrity/encryption protection) immediately following MSG4 (i.e. SMC message) is used to reconfigure and Resume SRBs/DRBs;

· Release message (with integrity/encryption protection) immediately following MSG4 (i.e. SMC message) is used to move the UE to IDLE or stay in INACTIVE;

· No change on fallback/reject scenarios;
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5 Annex

Based on the proposal, the example on updated procedures for scenario 1 and 3 (Scenario 2 and 4 are not changed) are shown as below:


[image: image7.emf] 

RRC   Re connection  

                           RRC Resume Request  

UE   Network  

RRC   Reconfiguraiton    


Scenario 1 RRC connection resume, successful

Note 1: RRCReconfiguration may be sent together with “RRCReconnection”;
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Scenario 3  RRC connection resume followed by release message with security for network release or suspend

Note 2: RRCRelease may be sent together with “RRCReconnection”;
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