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1	Introduction
In configurations where an NR cell does not provide system information (e.g. an NR cell that is only supposed to be used as EN-DC PSCell without ANR), the UE should be able to discover already from the MIB of such a cell that it does not need to search for SIB1. To achieve this, RAN2 agreed earlier that one codepoint of the pdcch-ConfigSIB1 in the MIB should indicate to the UE that there is no CORESET and SearchSpace and hence no PDCCH scheduling SIB1. A corresponding LS was sent to RAN1. 
[bookmark: _GoBack]In the meantime RAN1 discussed the issue and confirmed that the UE should be made aware by MIB if there is no SIB1. However, instead of reserving a codepoint in the pdcch-ConfigSIB1 they reserved a codepoint in the field ssb-SubcarrierOffset and introduced additional rules. 
In this paper we describe why these additional rules bear a security risk. 
This paper had already been submitted to RAN2-101bis but it was noted assuming that RAN1 would discuss and resolve the problem. In fact, RAN1 did discuss the issue but did not agree whether or how to resolve it. Since we believe that it is vital to avoid such security threats and considering that RAN2 is responsible for system information as well as for intra- and inter-frequency mobility in IDLE and CONNECTED, we propose to discuss the matter again in RAN2.
[bookmark: _Ref178064866]2	Background
38.213 describes in section 4.1 how the UE performs cell search and how it discovers whether or not there is a ControlResourceSet and a SearchSpace for SIB1:
	



For initial cell selection, a UE may assume that half frames with SS/PBCH blocks occur with a periodicity of 2 frames. Upon detection of a SS/PBCH block, the UE determines that a control resource set for Type0-PDCCH common search space is present if  [4, TS 38.211] for FR1 and if  for FR2. The UE determines that a control resource set for Type0-PDCCH common search space is not present if  for FR1 and if  for FR2. 



The CR in R2-1805636, which was agreed at RAN2-101bis, explains that the parameter ssb-SubcarrierOffset in 38.331 may indicated that this SSB does not have a CORESET and SearchSpace. For further details it refers to 38.213. 
For this case, according to 38.213 section 13, the UE is supposed to distinguish two sub-cases:
	




[bookmark: _Hlk510732696]If a UE detects a first SS/PBCH block and determines that a control resource set for Type0-PDCCH common search space is not present, and for  for FR1 or for  for FR2, the UE determines the global synchronization channel number (GSCN) of a second SS/PBCH block having a control resource set for an associated Type0-PDCCH common search space as .  is the GSCN of the first SS/PBCH block and  is a GSCN offset provided by Table 13-16 for FR1 and Table 13-17 for FR2. 



In this first case the "out-of-range" value of k_SSB (ssb-SubcarrierOffset) in combination with the value of the "unused" RMSI-PDCCH-Config (pdcch-ConfigSIB1) provide the UE with the GSCN (frequency) where it will find an SSB with SIB1. In other words, the MIB on this frequency pushes the UE to another frequency where it is supposed to detect another SSB and acquire MIB and SIB1 there.
In the second case (below), the remaining code point of k_SSB informs the UE that there is neither a SIB1 associated with this SSB nor with any other SSB in a certain frequency range. That frequency range is provided as a positive and negative range around the GSCN of this SSB. The exact definition of those offsets isn't clear from 38.213 but it seems that the range can be up to plus/minus 16 GSCN step sizes above and below the current frequency. 
	




If a UE detects a SS/PBCH block and determines that a control resource set for Type0-PDCCH common search space is not present, and for  for FR1 or for  for FR2, the UE determines that there is no SS/PBCH block having an associated Type0-PDCCH common search space within a GSCN range . and  are respectively determined by the four most significant bits and the four least significant bits of RMSI-PDCCH-Config. 


 
3	Discussion
While RAN1's decision to use a spare code-point of the k_SSB (ssb-SubcarrierOffset) to indicate that this SSB does not have an associated CORESET/SearchSpace/SIB1 addresses RAN2's earlier request, we believe that the additional rules described in section 2, are a security threat rather than a desirable functionality. 
In particular the possibility to inform a UE that there is no SIB1 associated with this SSB nor with any SSB on neighbour frequencies can be abused: A malicious (fake) gNB that is able to send a relatively simple SSB, can prevent UEs from searching for other cells on this frequency and on any neighbour frequency in the addressable frequency range. If this malicious gNB transmits its fake SSB outside a regular NR carrier it may not even need a particularly strong signal due to the low interference in that range. Nevertheless, it can prevent UEs from even trying to access the actual NR carrier. Of course, such an attack will not always be successful as a UE that has already found its cell will usually not detect the fake SSB on a neighbour frequency. But if one places such a fake gNB into a coverage hole of a regular carrier or at a place where UEs are known to perform an initial cell search (airports, country borders, ...), it may have significant impact. 
Also the other signalling option has its risk: One SSB on a first frequency tells the UE to switch to a second frequency in order to find an SSB with SIB1 there. However, if that second SSB indicates also that it does not have an SSB and that the UE shall rather go to the first frequency to find an SSB with SIB1 there, it will result in ping-pong situation that drains a considerable amount of UE battery. In other words, a malicious gNB transmitting two fake SSBs on two frequencies that point to each other can also prevent the UE from finding a real cell and additionally drain the UE's battery quickly. To avoid that, as a bare minimum, the UE shall maintain a black list of the already visited GSCNs that did not offer SIB1 and rather pointed to another GSCN frequency. Alternatively, also this questionable functionality should better be removed. 
[bookmark: _Toc512417531]Inform RAN1 that the additional means for informing a UE that it may find SSBs with SIB1 on specific other frequencies or that there are no SSBs with SIB1 in a configurable frequency range bear a significant security risk. Suggest RAN1 to remove the latter and to consider at least additional safety mechanisms for the former. 
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	3/3	
Conclusion
Based on the discussion in the previous sections we propose the following:
Proposal 1	Inform RAN1 that the additional means for informing a UE that it may find SSBs with SIB1 on specific other frequencies or that there are no SSBs with SIB1 in a configurable frequency range bear a significant security risk. Suggest RAN1 to remove the latter and to consider at least additional safety mechanisms for the former.
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