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Introduction
During the email discussion [101bis#11][NR] Discussion of inactive security LS, aiming to discuss the SA3 LS S3-181450, some companies brought up some sort of new solution for support Resume to optimize the inter-gNB RNAU handling. The solution was referred to “SMC + Reconfiguration”. 
Although it is not completely clear what is proposed it seemed their idea was to revert the working assumptions and agreements taken so far for the Resume procedure, and instead do a two-message solution (instead of a single MSG.4) where the NCC and algorithms would be provided in an unencrypted SMC like message, and then the detailed RRC configuration is provided in an encrypted message.
In our view this proposal should not be accepted since it brings limited performance benefits to the inter-gNB RNAU and instead introduces severe performance disadvantages for normal resume and early data transmission. Additionally, the proposal would revert the working assumptions from two meetings ago, as well as some even older agreements related to content and function of MSG4, which would unnecessarily delay the completion of the standard. 
Summary of current working assumptions and agreements
So far in RAN2 a number of agreements and working assumptions has been taken regarding the state transition between RRC_INACTIVE and RRC_CONNECTED as well as regarding RRC reestablishment. These agreements have been incorporated in the latest drat CR to 38.331 on RRC connection control, progressed over email and online for the past two meetings (RAN2#101 and RAN#101bis).
Below are a summary of relevant agreements and working assumptions:
RAN2#101bis:
Agreements:
1	Add Suspend configuration into the Release message (1 message and 1 procedure description in RRC spec) 
2	…
3	Confirm that we keep the figure with the direct transition from RRC_INACTIVE to RRC_IDLE (supported via the Resume procedure with transition to IDLE, where UE actually does not enter RRC_CONNECTED). No need for a NOTE specifically addressing that aspect or FFS opening up a paging based transition (agreed not to be supported).
RAN2#101:
Working assumption:
1	NCC provided when the connection is suspended
2: 	New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.

Agreements
1	Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.
FFS Whether it may also be possible that the target gNB can verify the Msg3 in some cases.
=>	Include in previous offline whether Msg 3 is protected with old key or new.
2	Msg3 includes a MAC-I in the RRC message as in LTE
FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.
RAN2#99bis

Agreements
1	A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).
2	INACTIVE related parameters/configuration should not be updated by a MSG4 sent over SRB0 (as it is a non-protected message).
3	A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)
4	The MSG4 (i.e. not rejected) of agreement 3 can configure at least the same parameters as can be configured by the message that moves the UE to inactive (e.g. I-RNTI, RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information). (security framework are to be discussed independently)
5	A UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE.
5.1	This MSG4 (i.e. SRB1 release to IDLE) can carry same information as RRC Connection release kind of message (e.g. priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information).
6	UE in INACTIVE, trying to resume an RRC connection, cannot receive MSG4 sent over SRB0 (without Integrity protection) to move the UE into IDLE to stay in IDLE (i.e. not precluding use of fallback to RRC Connection Establishment).

In addition, RAN2#98 agreed to the following for MSG4 security:
In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1
RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1
FFS Whether there may be cases where message where the MSG4 cannot be ciphered.

Out of these agreements and working assumptions the following can be stated:
[bookmark: _Toc513709929]It is a working assumption that UE is provided with NCC in suspend message.
[bookmark: _Toc513709930]It has been agreed to be able to suspend a UE performing resume (e.g. at RNAI) with a single message (RRC release with suspend indication).
[bookmark: _Toc513709931]The single message needs to be encrypted since it is assigning I-RNTI.
Why it is not motivated to change working assumptions just to optimize the inter-gNB RNAU
Although it is not completely clear what is proposed it seems the idea is to change the working assumptions and agreements so far taken for MSG4 (Resume, Release, Reject) and instead do a two-message solution where the NCC and algorithms are provided in an unencrypted SMC like message, and then the detailed RRC configuration is provided in an encrypted message.
The motivation for this solution is that in this way the target gNB would not need to wait for the Path Switch Ack from the CN before resuspending a UE performing an RNA update. The target gNB would only need to wait for the context fetch from the source gNB. The target gNB would then store the {NCC, NH} it receives in the Path Switch Ack to be used at the next time the UE resumes. 
The problem with this optimization is the following:
· It would make the normal Resume procedure worse than the solution currently assumed since the UE need to receive two RRC messages to resume. Although this may not be significant impact for a single transition it is has quite a large impact overall since studies shows that the transition between IDLE and CONNECTED state in LTE is the most frequent signaling event in today’s networks (more frequent than X2 handover). This transition also impacts end user performance which is not the case for the inter-gNB RNAU which is performed in INACTIVE state. 
· The solution shares some similarities to the LTE Rel-13 solution, meaning it will not support Early Data. Currently the EDT work in LTE it has been agreed to provide the NCC in suspend aligning to the NR working assumption. It does not make sense to make the NR solution worse than LTE. 

· It would change not only the working assumption made 2 meetings ago, but also earlier agreements about content and handling of MSG4 (e.g. immediate suspend with MSG4, new I-RNTI). Doing this change at the last meeting would unnecessarily delay the standardization progress.

Furthermore, the change is not motivated by SA3 requirements since there has been a consensus among companies in the email discussion “[101bis#11][NR] Discussion of inactive security LS” that the current solution can address the SA3 requirements both on algorithm negotiation and on 2-hop forward security. 


Finally, if there is a strong desire in RAN2 to optimize the inter-gNB RNAU it seems most companies in previous meetings preferred to do this by avoiding relocation in the first place (e.g. the source gNB generate the RRC response message). In our view, the RNAU without relocation would not have the drawbacks above, e.g. RNAU without relocation would not make the normal resume worse, would not ruin the later support of early data, it would not mess up the progress in standard, etc.


[bookmark: _Toc512866075][bookmark: _Toc513116140][bookmark: _Toc513709932]Adopting the SMC + reconfiguration solution would make the normal transition from INACTIVE to CONNECTED worse, which is a very common event and will impact end user performance.
[bookmark: _Toc512866076][bookmark: _Toc513116141][bookmark: _Toc513709933]Adopting the SMC + reconfiguration solution will not support EDT and is not in line with the current LTE agreement to send NCC in suspend, making NR solution worse than LTE.
[bookmark: _Toc512866077][bookmark: _Toc513116142][bookmark: _Toc513709934]Adopting the SMC + reconfiguration solution would not only change the working assumption from 2 meetings ago but also revert some agreement on the functionality and content of MSG4. Overall this would delay standardization.
[bookmark: _Toc512866078][bookmark: _Toc513116143][bookmark: _Toc513709935]The current working assumptions support the SA3 requirements. 
[bookmark: _Toc512866079][bookmark: _Toc513116144][bookmark: _Toc513709936]RAN2 has already discussed optimization for the inter-gNB RNAU and concluded this is not critical for Rel-15 but could be considered for Rel-16. If this issue should be re-opened it is important all solutions are put on the table. 

[bookmark: _Toc512866080][bookmark: _Toc513116145][bookmark: _Toc513709976]Confirm the existing RAN2 working assumptions on inactive security.


Conclusion
In section 2 we made the following observations:
Observation 1	It is a working assumption that UE is provided with NCC in suspend message.
Observation 2	It has been agreed to be able to suspend a UE performing resume (e.g. at RNAI) with a single message (RRC release with suspend indication).
Observation 3	The single message need to be encrypted since it is assigning I-RNTI.
Observation 4	Adopting the SMC + reconfiguration solution would make the normal transition from INACTIVE to CONNECTED worse, which is a very common event and will impact end user performance.
Observation 5	Adopting the SMC + reconfiguration solution will not support EDT and is not in line with the current LTE agreement to send NCC in suspend, making NR solution worse than LTE.
Observation 6	Adopting the SMC + reconfiguration solution would not only change the working assumption from 2 meetings ago but also revert some agreement on the functionality and content of MSG4. Overall this would delay standardization.
Observation 7	The current working assumptions support the SA3 requirements.
Observation 8	RAN2 has already discussed optimization for the inter-gNB RNAU and concluded this is not critical for Rel-15 but could be considered for Rel-16. If this issue should be re-opened it is important all solutions are put on the table.

Based on the discussion in section 2 we propose the following:
Proposal 1	Confirm the existing RAN2 working assumptions on inactive security.

	
	5/5	
