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Introduction
It has been agreed that for NR, that an RRC Resume Request may be responded in 4 different ways:
a)	a message on SRB0 without I-RNTI or any configuration parameter telling the UE to wait (congestion case) while staying in RRC_INACTIVE;
b)	a message on SRB0 in order to proceed with RRC connection establishment as if the UE was in RRC_IDLE (fallback procedure);
c)	a message ciphered and integrity protected allocating a new I-RNTI and moving the UE to RRC_INACTIVE;
d)	a message ciphered and integrity protected triggering the UE move to RRC_CONNECTED.
[bookmark: _GoBack]This paper is focusing on how the UE AS security context should be handled in case a). That addresses the following FFS in the latest version of the TP on connection control [1], reviewed in discussed in email [101bis#16][NR] Connection control TP (Ericsson):
[bookmark: _Hlk512510609]Editor’s Note: FFS How to handle the case of Reject
A companion paper addresses the case c) [2]. For b) and d) we think the handling is already quite clear:
· For b) the UE will discard the AS context
· For d) the UE will start using the new AS context in the target cell
Discussion
In LTE, before the transmission of an RRC Resume Request, the UE is required to restore the security context to refresh the security keys and calculate a security token (short MAC-I) to be included in the message. These steps have also been agreed in NR when the UE is moving from RRC_INACTIVE to RRC_CONNECTED. In the latest version of the TP on connection control for NR, these two steps are shown as follows [1]: 
***************************************************************************************
1>	restore the RRC configuration and security context from the stored UE AS context:
1>	update the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];
1>	derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key;
1>	set the resumeMAC-I to the X least significant bits of the MAC-I calculated:
2>	over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;
2>	with the KRRCint key and the previously configured integrity protection algorithm; and
2>	with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
***************************************************************************************
In RAN2#101bis in Sanya, the following has been agreed: 
Agreements:
…
10	Input parameters for resumeMAC-I will be at least the same as in LTE apart from the resume discriminator. FFS whether the resume discriminator is needed and possibly new one(s) for replay attack. We will wait for SA3 progress on inputs to the resumeMAC-I
…

Hence, as in LTE, the UE needs to use the target cell identity of the cell the UE is trying to resume and the C-RNTI, PCI and cell identity of source cell (i.e. last cell the UE context was updated).

Subsequent Resume procedures after Reject
In case a subsequent Resume occurs after a transition from RRC_CONNECTED to RRC_INACTIVE, these actions are rather clear in the latest version of the TP on connection control [1]. To initiate resume the UE restores the previous security context, update the KgNB key based on the current KgNB or the NH, using the stored NCC value, derive the keys (KRRCenc, KRRCint, KUPint and KUPenc) and calculate the resume MAC-I (based on target cell identifier and parameters from last cell the UE was in RRC_CONNECTED e.g. source C-RNTI, cell identifiers, etc.). Notice that the restored context and new keys continues to be used when the UE is in RRC_CONNECTED. This is summarized in the figure below.
[image: ]

However, in case the UE receive a Reject message on SRB0, this may mean that the target gNB are congested and had not fetched or in any way updated the UE AS security context. From this point of view, it is safest to adopt a solution where the UE discards any security context (e.g. keys) it has derived in the target cell and revert back to the stored security context associated with the source cell. This means that for subsequent resumes the UE shall:
· Base the KgNB* derivation on the NCC provided in the source cell. In case horizontal key derivation is performed (NCC as last time key derivation was performed) the UE should derive the key from the KgNB used in the cell it was last connected in.
· The UE should use the C-RNTI and PCI associated with the cell it was last connected in in the calculation of the shortResumeMAC-I
[bookmark: _Toc513638047][bookmark: _Toc513638250]In case UE receive a Reject message it should revert back to the security context it had prior to the Resume attempt. 
[image: ]

Upon the reception of the Reject, the UE starts the wait timer T302 and, upon expiry the UE is allowed to resume again in the same cell. Security wise this means that if UE returns to the same target cell it will derive the same KgNB* again and the same resumeMAC-I, unless some dynamic parameter such as temporary C-RNTI is introduced in the calculation of the resumeMAC-I. 
[bookmark: _Toc513638205]In case UE performs a new Resume in the same cell the UE will derive the same KgNB* again and the same resumeMAC-I, unless some dynamic parameter such as temporary C-RNTI is introduced in the calculation of the resumeMAC-I. 
[bookmark: _Toc513638048][bookmark: _Toc513638251]For RAN2 to consider introducing a dynamic parameter in resumeMAC-I calculation to prevent replay attacks. 
If cell reselection occurs while the wait time is running the UE will calculate a new KgNB* using target cell input (e.g. PCI, ARFCN) ensuring the that it is not possible to perform replay attacks in different cells. 
[bookmark: _Toc513638206]In case UE performs a new Resume in a different cell the UE will derive a different KgNB* and different shortResumeMAC-I. 
Conclusion
In section 2 we made the following observations:
Observation 1	In case UE performs a new Resume in the same cell the UE will derive the same KgNB* again and the same shortResumeMAC-I, unless some dynamic parameter such as temporary C-RNTI is introduced in the calculation of the shortResumeMAC-I.
Observation 2	In case UE performs a new Resume in a different cell the UE will derive a different KgNB* and different shortResumeMAC-I.

Based on the discussion in section 2-3 we propose the following:
Proposal 1	In case UE receive a Reject message it should revert back to the security context it had prior to the Resume attempt.
Proposal 2	For RAN2 to consider introducing a dynamic parameter in shortResumeMAC-I calculation to prevent replay attacks.
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Subsequent resume after a transition from RRC_CONNECTED to RRC_INACTIVE (baseline case)
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Subsequent resume after an RRC Resume Request is responded with RRC Reject
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