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Introduction
In RAN2 #101bis in Sanya, UE actions upon cell reselection while T300X is running, during Resume procedure, was discussed and the following was agreed as a working assumption:
Working assumption
1	If cell re-selection occurs during T300X is running then the UE initiates resume procedure in the new cell. This implies that T300X (from new cell) is started when the procedure is re initiated.

This contribution discusses the implications of the working assumption in terms of performance and security. The paper also proposes a way forward.
[bookmark: _Ref178064866]Discussion
In LTE, after transmitting a resume request the UE continues to perform cell reselection at least until it receives a response from the network to enter RRC_CONNECTED. That is needed since network-controlled mobility has not started yet. Hence, if the UE finds a better cell but continues the resume procedure in a worse cell, there is a risk of just generating interference and possibly trigger a handover immediately after the resume procedure is completed, which is not so good. In our view, it seems reasonable that this behaviour should still be supported in NR. 
As in LTE, UE shall continue to perform cell reselection after the transmission of an RRC Resume Request.

It has been agreed to define a T300X for the Resume procedure that is started upon the transmission of an RRCResumeRequest. Hence, as described above, cell reselection can occur while the timer T300X is running. In LTE, it has been defined that upon cell reselection while T300X is running, the UE notifies the higher layers and performs NAS recovery i.e. deletes the AS context and start a connection establish.
In LTE, upon cell reselection while T300 is running the UE performs NAS recovery.

In RAN2#101bis in Sanya, it has been proposed to optimize that procedure in NR and the following has been agreed as a working assumption:
Working assumption
1	If cell re-selection occurs during T300X is running then the UE initiates resume procedure in the new cell. This implies that T300X (from new cell) is started when the procedure is re initiated.

By optimizing that procedure, the UE would perform resume upon cell reselection i.e. it would not have to enter RRC_IDLE and perform more costly procedure where both UE and network throw away the AS context. We think the working assumption is then beneficial for UE resuming for data transmission (which is the most common case). As discussed in Sanya, a potential implication need to be further analysed regarding the availability of the AS context and the security aspects.

Implications of performing resume upon cell reselection while T300X is running
In NR, the RRC Resume Request includes the I-RNTI (enabling the network to identify the UE AS Context) and a security token calculated using new keys, enabling the network to verify the UE for context fetching. New keys are calculated based on the NCC and algorithm received in the RRC Release with suspend configuration when UE is moved to RRC_INACTIVE.
Upon resuming for the first time from RRC_INATIVE the UE refreshes the key in cell-1 (in gNB-1), computes the resume MAC-I(1), sends an RRC Resume Request towards cell-1 and starts T300X. According to the working assumption, upon cell reselection the UE performs resume request again. Two aspects are relevant to be discussed for this subsequent Resume Request to analyse the working assumption:
· Consideration on the AS context (e.g. security keys, I-RNTI);
· Consideration on the security token (resume MAC-I);

Considerations on the AS Context
In our view, the proposed assumption works if the UE does not autonomously update its AS context in subsequent resume attempts after cell reselection while T300X is running. The following may occur:
· Case a/ The gNB-1 may not receive the RRC Resume Request due to coverage problems.
· Case b/ The gNB-1 may receive the RRC Resume Request, fetch the context from gNB-anchor and possibly send a response to the UE;
In a/, the gNB-1 has not detected the Resume Request message, so performing a subsequent Resume Request after cell reselection while T300X is running will not cause problems as the gNB-1 will not try to fetch the AS context in gNB-anchor and/or not try to update it. Hence, when the UE tries to resume using the same I-RNTI and security context in gNB-2, gNB-2 can use the I-RNTI to identify the AS context in gNB-anchor, which remains unchanged both at the UE and at the gNB-anchor.
In b/, the gNB-1 has detected the Resume Request message and fetched the AS context from gNB-anchor. However, the gNB-1 would not perform path switch or request the release of the AS context towards the gNB-anchor (as in the successful case shown in Figure 1) until it detects that the UE has successfully received the response message (e.g. RRCResume). In the case of a 3-steps procedure, the absence of an RRC Resume Complete in response is an indication the UE has not received the RRC Resume message. As the AS context is not updated and remains in gNB-anchor, a subsequent Resume Request towards gNB-2 can succeed as the I-RNTI still points to the same gNB-anchor and the security context was not autonomously updated. This case is shown in Figure 2.
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Figure 1 Resume Request after cell reselection while T300X is running
For UEs resuming to send UL data performing cell reselection while T300X is running will not lead to NAS recovery since the network would only update the UE context upon receiving RRCResumeComplete.
Another case if when the RRC resume request is triggered by an RNAU. The AS context is fetched at gNB-1, but the network may want to move the UE back to RRC_INACTIVE and update the I-RNTI and security context (algorithms, NCC, etc.) in the RRC Release with suspend configuration message. In that case, network cannot be certain that the UE has received the message or not as there is no response from the UE and the L2 acks may or may not receive. On the other hand, the consequences of assuming that the RNAU was successful is not so significant since if it was not successful the UE will try to perform a RNAU in the target cell which most likely then will lead to NAS recovery.
In case a 2-step RNAU is performed there is a risk that the UE and network context would be temporary de-synchronized in case UE performs cell re-selection while T300X is running. However, this is a rare case and the context will be re-synchronized in the target cell using NAS recovery. The performance will not be worse than always performing NAS recovery.
To summarize it is feasible to support the working assumption if the UE does not update the security context when performing the cell-reselection while T300X is running. 
Upon cell reselection while T300X is running, it is possible to allow the UE to perform subsequent Resume Requests if UE does not autonomously update the AS context.





Consideration on the security token (resume MAC-I)
In RAN2#101bis the following has been agreed: 
Agreements:
…
10	Input parameters for resumeMAC-I will be at least the same as in LTE apart from the resume discriminator. FFS whether the resume discriminator is needed and possibly new one(s) for replay attack. We will wait for SA3 progress on inputs to the resumeMAC-I
…

Some of the input is provided in the RRC Release with Suspend configuration, while other input is location based. The Connection Control TP [2] currently captures the following when it comes to the information in the AS context used to compute the security token:
2>	if the RRCRelease message with suspendConfig was received in response to an RRCResumeRequest:
3> stop the timer T319 if running;
3> FFS Update of parameters upon direct transition from RRC_INACTIVE to RRC_INACTIVE (e.g. C-RNTI, cellIdentity, security context, etc.);
2>	else:
3> store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, SDAP configuration, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;
In addition to these input from the AS context, UE also uses a location-dependent information, the target Cell identity.
As in LTE, the parameters to compute resume MAC-I in NR are at least the C-RNTI used in the source PCell, both the cellIdentity and the PCI of the source PCell and the cell identity of the target cell.

Hence, in our view, it should be possible to support the working assumption if the AS Context is not autonomously updated by the UE. Hence, the token in subsequent Resume Requests after cell reselection while T300X was running should use the source PCell, both the cellIdentity and the PCI of the source PCell where UE was suspended last time and the cell identity of the new target cell the UE is trying to resume. 
Upon cell reselection while T300X is running, it is possible to allow the UE to perform subsequent Resume Requests if UE does not autonomously update the AS context and the token is based on C-RNTI used source PCell; cellIdentity and PCI of the source PCell; cellIdentity of the target cell.
In addition to the computation of the security token, the calculation of integrity protection and encryption keys is also dependent on AS context and location-based input. Hence, as the UE is trying to resume in a new cell, the keys that have been refreshed in the first resume attempt should also be re-calculated based on new cell identifier. 
Upon cell reselection while T300X is running, it is possible to allow the UE to perform subsequent Resume Requests if UE does not autonomously update the AS context and the security keys are re-calculated based on the target cell.

In summary, to be able to support the working assumption, the principle of not autonomously updating the AS context shall be followed by the UE. In addition to that, UE needs to re-calculate token and security keys using AS context and new location information (target cell identifier).
Confirm the working assumption only if UE does not autonomously update the AS context. And, in addition to, UE needs to re-calculate token and security keys using AS context and new location information (target cell identifier).
Conclusion
In section 2 we made the following observations:
1. As in LTE, UE shall continue to perform cell reselection after the transmission of an RRC Resume Request.
In LTE, upon cell reselection while T300 is running the UE performs NAS recovery.
For UEs resuming to send UL data performing cell reselection while T300X is running will not lead to NAS recovery since the network would only update the UE context upon receiving RRCResumeComplete.
In case a 2-step RNAU is performed there is a risk that the UE and network context would be temporary de-synchronized in case UE performs cell re-selection while T300X is running. However, this is a rare case and the context will be re-synchronized in the target cell using NAS recovery. The performance will not be worse than always performing NAS recovery.
Upon cell reselection while T300X is running, it is possible to allow the UE to perform subsequent Resume Requests if UE does not autonomously update the AS context.
As in LTE, the parameters to compute resume MAC-I in NR are at least the C-RNTI used in the source PCell, both the cellIdentity and the PCI of the source PCell and the cell identity of the target cell.
Upon cell reselection while T300X is running, it is possible to allow the UE to perform subsequent Resume Requests if UE does not autonomously update the AS context and the token is based on C-RNTI used source PCell; cellIdentity and PCI of the source PCell; cellIdentity of the target cell.
Upon cell reselection while T300X is running, it is possible to allow the UE to perform subsequent Resume Requests if UE does not autonomously update the AS context and the security keys are re-calculated based on the target cell.


Based on the discussion in section 2 we propose the following:
1. Confirm the working assumption only if UE does not autonomously update the AS context. And, in addition to, UE needs to re-calculate token and security keys using AS context and new location information (target cell identifier).
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