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1	Introduction
In this paper we discuss remaining open issues related to the stored UE RRC context and L2 handling during suspend/resume procedure in NR.
The TP as outcome of email discussion 101bis#16 captures steps during suspend and resume by following LTE Rel-13 approach with some changes. However, some aspects may require deeper discussion.
[bookmark: _Ref178064866]2	Discussion
In this section, we go all L2 action and UE context related actions thought.
2.4	RRCRelease with suspend indication
During suspension of RRC connection (that is, RRCRelease with suspend indication) the following steps are performed:
1. [bookmark: _Ref513761581]Reset MAC
2. Re-establish RLC
3. Store RRC context and PDCP status
4. Suspend all SRB(s) and DRB(s), except SRB0;
5. Indicate the suspension of the RRC connection to upper layers;
6. Configure lower layers to suspend integrity protection and ciphering;

MAC reset and RLC re-establishment means that MAC and RLC buffers are cleaned up. This is needed as otherwise there would be pending PDUs using old keys. In addition, by this action, all MAC timers are stopped and RLC variables reset. RLC re-establishment is done during suspend so that there is no RLC SN confusion in reception RRCResume message on SRB1. 
With respect to storing the RRC context, the current TP clarifies:
3> store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, SDAP configuration, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;
We consider that the current text as such is sufficient to describe what is meant by UE AS Context. However, it can be useful to add definition for that so that it can be referred. On the other hand, we note that SDAP configuration is part of the RRC configuration and thus does not need to be listed explicitly. In addition, there are no state variables in SDAP that should be stored.

[bookmark: _Toc513738825]Add definition to RRC that UE AS context includes the current RRC configuration, the current security context, the PDCP state including ROHC state, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell
With respect to security, in LTE Rel-13 Suspend/Resume, ciphering and integrity protection is suspended as RRCResume (Msg4) would be unprotected. However, in NR, RRCResume is ciphered and integrity protected and thus there is no need to have suspension/resume of security.
[bookmark: _Toc513738826]Remove suspension of ciphering and integrity protection during reception of RRCRelease with suspend indication. Similarly, remove resume of security during RRCResumeRequest.
2.5 Sending RRCResumeRequest
According to the current running TP on connection control [1], before sending RRCResumeRequest the UE applies following steps:
1. apply L1/L2 default configurations; 
2. apply the CCCH configuration 
And then before sending RRCResumeRequest, UE applies following steps:
1. Restore the RRC configuration and security context from the stored UE AS context:
2. Derive new security keys	
3. Restore the PDCP state and re-establish PDCP entities for SRB1;
4. resume SRB1
5. submit the RRCResumeRequest message to lower layers for transmission;
6. configure lower layers to resume integrity protection and ciphering for all radio bearers except SRB0 using the previously configured algorithm and the KRRCint key and KUPint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;

In Rel-13 Suspend/Resume, reconfiguration in RRCResume is delta against the stored configuration.  However, recently in LTE it has been discussed that the specification is not totally clear that this applies also to L1/MAC configuration. Thus the following note is added to 36.331:
NOTE:	When performing the radio resource configuration procedure, for the physical layer configuration and the MAC Main configuration, the restored RRC configuration from the stored UE AS context is used as basis for the reconfiguration.
We think that same approach as in LTE should be followed. However, the specification should be made clearer on this aspect.
It should be noted that RLC and PDCP configurations can follow the stored configuration already for reception of RRCResume.

[bookmark: _Toc513738827]Confirm and clarify that the default configuration (L1, MAC and CCCH) is used for transmission of RRCResumeRequest
[bookmark: _Toc513738828]Confirm and clarify that default configuration for L1/MAC are used for reception of RRCResume whereas stored configuration is used for RLC and PDCP. 
[bookmark: _Toc513738829]Confirm and clarify that the RRC configuration in RRCResume (L1, MAC, RLC, PDCP) is delta against stored configuration
2.6 Reception of RRCResume
During reception of RRCResume, the following steps are included:

1. restore the PDCP state, reset COUNT value and re-establish PDCP entities for SRB2 and all DRBs
2. indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;
3. continue the header compression protocol context for the DRBs configured with the header compression protocol
4. discard the stored UE AS context and I-RNTI;
5. perform reconfiguration of masterCellGroup and radioBearerConfig as indicated in RRCResume
6. resume SRB2 and all DRBs

Reset of COUNT follows LTE principle. However, in LTE, this is captured in the PDCP specification. We discuss this aspect more in R2-1808155. I
In re-establishment of PDCP, it is noted that in NR so far, PDCP re-establishment is triggered by explicitly IE in the RadioBearerConfig. It should be discussed if implicit or explicit approach is adopted both in RRCResume and RRCReestablishment cases.
[bookmark: _Toc513738830]Discuss if PDCP re-establishment should be done implicitly or explicitly (using existing bit in RadioBearerConfig in RRCResume).

3 Conclusion

Based on the discussion in the previous sections we propose the following:
Proposal 1	Add definition to RRC that UE AS context includes the current RRC configuration, the current security context, the PDCP state including ROHC state, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell
Proposal 2	Remove suspension of ciphering and integrity protection during reception of RRCRelease with suspend indication. Similarly, remove resume of security during RRCResumeRequest.
Proposal 3	Confirm that the default configuration (L1, MAC and CCCH) is used for transmission of RRCResumeRequest
Proposal 4	Confirm that default configuration for L1/MAC are used for reception of RRCResume whereas stored configuration is used for RLC and PDCP.
Proposal 5	Confirm that the RRC configuration in RRCResume (L1, MAC, RLC, PDCP) is delta against stored configuration
Proposal 6	Discuss if PDCP re-establishment should be done implicitly or explicitly (using existing bit in RadioBearerConfig).
 

[bookmark: _In-sequence_SDU_delivery]4 References
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5 Text proposal
5.3.8.3	Reception of the RRCRelease by the UE
The UE shall:
1>	delay the following actions defined in this sub-clause X ms from the moment the RRCRelease message was received or optionally when lower layers indicate that the receipt of the RRCRelease message has been successfully acknowledged, whichever is earlier;
Editor’s Note: How to set the value of X (whether it is configurable, or fixed to 60ms as in LTE, etc.).
1>	if the RRCRelease message includes the cellReselectionPriorities:
2>	store the cell reselection priority information provided by the cellReselectionPriorities;
2>	if the t320 is included:
3>	start timer T320, with the timer value set according to the value of t320;
1>	else:
2>	apply the cell reselection priority information broadcast in the system information;
Editor’s Note: FFS Whether RRCRelease supports a mechanim equivalent to loadBalancingTAURequired.
1>	if deprioritisationReq is included:
2>	start or restart timer T325 with the timer value set to the deprioritisationTimer signalled;
2>	store the deprioritisationReq until T325 expiry;
1> if the RRCRelease includes suspendConfig:
2> store the following information provided by the network: resumeIdentity, nextHopChainingCount, ran-PagingCycle and ran-NotificationAreaInfo;
[bookmark: _GoBack]2>	reset MAC;

2>	re-establish RLC entities for all SRBs and DRBs;
2>	reset MAC;
2>	if the RRCRelease message with suspendConfig was received in response to an RRCResumeRequest:
3> stop the timer T319 if running;
3> FFS Update of parameters upon direct transition from RRC_INACTIVE to RRC_INACTIVE (e.g. C-RNTI, cellIdentity, security context, etc.);
2>	else:
3> store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, SDAP configuration, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;
2>	suspend all SRB(s) and DRB(s), except SRB0;
2>	start timer T380, with the timer value set to periodic-RNAU-timer;
2>	indicate the suspension of the RRC connection to upper layers;
2>	configure lower layers to suspend integrity protection and ciphering;
2> enter RRC_INACTIVE and perform procedures as specified in TS 38.304 [21]
1>	else
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11;
Editor’s Note: FFS Whether there needs to be different release causes and actions associated. 
3> store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, SDAP configuration, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;
2>	suspend all SRB(s) and DRB(s), except SRB0;
2>	start timer T380, with the timer value set to periodic-RNAU-timer;
2>	indicate the suspension of the RRC connection to upper layers;
2>	configure lower layers to suspend integrity protection and ciphering;
2> enter RRC_INACTIVE and perform procedures as specified in TS 38.304 [21]
5.3.13	RRC connection resume
5.3.13.2	Initiation
The UE initiates the procedure when upper layers or AS requests resume of an RRC connection, when responding to NG-RAN paging or upon triggering RNA updates while the UE is in RRC_INACTIVE.
Upon initiation of the procedure, the UE shall:
[bookmark: _Hlk512505119]Editor’s Note: FFS Whether SCG configuration should be released or whether that should be treated as any other configuration (i.e. with delta signalling). 
1>	apply the default physical channel configuration as specified in XXX;
1>	apply the default MAC main configuration as specified in XXX;
1>	apply L1/L2 default configurations; 
1>	apply the CCCH configuration as specified in 9.1.1.2;
Editor’s Note: FFS Whether NR supports a timeAlignmentTimerCommon, whether is transmitted in SIB2 and UE behavior associated). 
1>	start timer T319;
1>	stop timer T380;
1>	initiate transmission of the RRCResumeRequest message in accordance with 5.3.13.3;
Editor’s Note: FFS Requirements on up to date system information acquisiton before connection resumption. 
Editor’s Note: FFS Details regarding default L1/L2 configurations (e.g. CCCH, physical channel, MAC, scheduling, etc.) for Resume Request.

5.3.13.3	Actions related to transmission of RRCResumeRequest message
The UE shall set the contents of RRCResumeRequest message as follows:
1>	set the resumeIdentity to the stored I-RNTI value;
1>	set the resumeCause in accordance with the information received from upper layers or from AS layer;
Editor’s Note: FFS Whether more aspects related to resumeCause is needed to be captured (e.g. RNA update due to mobility, RNA periodic update, etc.). 
Editor’s Note: FFS Whether any update is needed based on outcme of the MSG.3 size discussion.. 
1>	restore the RRC configuration and security context from the stored UE AS context except physical layer and MAC configuration:
1>	update the KgNB key based on the current KgNB or the NH, using the storednextHopChainingCount value, as specified in TS 33.501 [11];
[bookmark: _Hlk512510609]Editor’s Note: FFS How to handle the case of Reject
1>	derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key;
1>	configure lower layers to apply the previously configured algorithm and the KRRCint key and KUPint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE except for SRB0;
NOTE 1:	Only DRBs with previously configured UP integrity protection shall resume integrity protection.
1>	configure lower layers to apply to apply the previously configured ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE except for SRB0;
Editor’s Note: FFS Working assumption TBC (NCC in suspend and new key in RRC Resume Request).  
1>	set the resumeMAC-I to the X least significant bits of the MAC-I calculated:
2>	over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;
2>	with the KRRCint key and the previously configured integrity protection algorithm; and
2>	with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
Editor’s Note: FFS Length X of the resumeMAC-I. 
Editor’s Note: FFS Additional input to VarResumeMAC-Input (replay attacks mitigation).1>	restore the PDCP state and re-establish PDCP entities for SRB1;
1>	resume SRB1;
1> submit the RRCResumeRequest message to lower layers for transmission;
1>	configure lower layers to resume integrity protection for all radio bearers except SRB0 using the previously configured algorithm and the KRRCint key and KUPint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
NOTE 1:	Only DRBs with previously configured UP integrity protection shall resume integrity protection.
1>	configure lower layers to resume ciphering for all radio bearers except SRB0 and to apply the previously configured ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
If lower layers indicate an integrity check failure while T319 is running, perform actions specified in 5.3.13.5.
The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation. If the conditions for cell re-selection are fulfilled, the UE shall perform cell re-selection as specified in 5.3.3.5.
[bookmark: _Hlk509832034][bookmark: _Hlk512510712]5.3.13.4	Reception of the RRCResume by the UE
The UE shall:
1>	stop timer T319;
1>	restore the PDCP state, reset COUNT value and re-establish PDCP entities for SRB2 and all DRBs;
1>	restore the physical layer and MAC configuration from the stored UE AS context:
1>	if drb-ContinueROHC is included:
2>	indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;
2>	continue the header compression protocol context for the DRBs configured with the header compression protocol;
1>	else:
2>	indicate to lower layers that stored UE AS context is used;
2>	reset the header compression protocol context for the DRBs configured with the header compression protocol;
1>	 discard the stored UE AS context and I-RNTI;
1>	if the RRCResume includes the masterCellGroup:
2>	perform the cell group configuration for the received masterCellGroup according to 5.3.5.5;
Editor’s Note: FFS Whether it is supported to configure secondaryCellGroup at Resume.
1>	if the RRCResume includes the radioBearerConfig:
2>	perform the radio bearer configuration according to 5.3.5.6;
Editor’s Note: FFS Whether there needs to be a second radioBearerConfig.
1>	resume SRB2 and all DRBs;
1>	if stored, discard the cell reselection priority information provided by the cellReselectionPriorities or inherited from another RAT;
1>	if the RRCResume message includes the measConfig:
2>	perform the measurement configuration procedure as specified in 5.5.2;
1>	resume measurements if suspended;
Editor’s Note: FFS Whether there is a need to define UE actions related to access control timers (equivalent to T302, T303, T305, T306, T308 in LTE). For example, informing upper layers if a given timer is not running.
1>	enter RRC_CONNECTED;
1>	indicate to upper layers that the suspended RRC connection has been resumed;
Editor’s Note: FFS NAS-AS interactions for RRC_INACTIVE.
1>	stop the cell re-selection procedure;
1>	consider the current cell to be the PCell;
1>	set the content of the of RRCResumeCompletemessage as follows:
2>  if the upper layer provides NAS PDU include and set the dedicatedInfoNAS to include the information received from upper layers; 
1>	submit the RRCResumeComplete message to lower layers for transmission;
1>	the procedure ends.
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