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1. Introduction & Background

RAN2 used to ask SA3 if there was any difference in behavior for DRB IP in case of dual connectivity, including option 3 and scenarios with 5GC as below [1]:
Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN? 

SA3 answer: 

SA3 assumes that EN-DC5 (Option 3) does not provide integrity protection of the user plane. Integrity protection of user plane is only related to scenarios with 5GC, such as option 7 (LTE assisted DC to 5GC). 

With option 7, SA3 has not made any decision, however, situation where eNB does not support user plane integrity but gNB does, should be acceptable. However, if RAN2 makes a decision that would make the user plane integrity protection easily available in option 7 MeNB (e.g. that MeNB would support 5G RRC and 5G PDCP protocols), SA3 would be happy to assume that the user plane integrity could be available for all DRBs in option 7. 

In RAN2#99 meeting, RAN2 made the following agreements 

	 For MR-DC and NR-DC we will not support that the UE can resume the DC configuration after the UE returns from suspended/inactive in Rel-15.


Also 
Agreements:

6
For NE-DC, the NR pdcp-Config DC should follow the principle agreed for EN-DC, i.e., pdcp-Config is separated from the lower layer configuration. The pdcp-Config field in the LTE SCG-Configuration is omitted.

FFS4 For NE-DC whether … a) The LTE SCG configuration should be conveyed as LTE RRCConnectionReconfiguration message inside a container in the NR RRCConnectionReconfiguration, or b) The LTE SCG configuration should be conveyed as an IE inside the NR RRCConnectionReconfiguration
This contribution further discusses NE-DC configuration, such as SRB support, SCG configuration, discusses the above FFS and NE-DC related security issues.
2. Discussion
2.1. SRB and split SRB for option 4
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Figure 1: Options 4 and 4A

NE-DC is based on deployment architecture option 4 described in figure 1. As described in .figure 1 [2] option 4 deployment comes in two variant: option 4 and option 4A.  In Option 4/4A, the gNB is connected to the NGC with Non-standalone E-UTRA.  The E-UTRA user plane connection to the NGC goes via the gNB (Option 4) or directly (Option 4A).
In Option 4/4a, Dual Connectivity the UE is connected to one gNB that acts as a MN and one eLTE-eNB (ng-eNB) that acts as a SN, The E-UTRA (ng-eNB) user plane connection to the NGC goes via the gNB (Option 4) or directly (Option 4a). 
For UE RRC connectivity configuration to MN and SN, the gNB has to support SRB configuration. 
Observation 1: Support of SRB, such as SRB0, SRB1 and SRB2, is necessary for MN in option 4.

UE RRC connectivity to ng-eNB may allow ng-eNB directly perform UE RRC configuration. RAN2 already agreed that Split SRB is supported for all MR-DC options, allowing duplication of RRC PDUs generated by the MN, via the direct path and via the SN. Split SRB uses NR PDCP. Additional SRB, such as SRB3, may also not be necessary. Because, introduction of SRB3 may have impact on E-UTRAN RRC with further specification impact. This may further delay NE-DC specification timeline. As without, SRB3 function, the NE-DC can still work properly, therefore 
Proposal 1: Split SRB1 and split SRB2 are supported for NE-DC, SRB3 is not introduced for NE-DC, at least for Rel-15. RRC PDUs on split SRB are ciphered and integrity protected using NR PDCP.
2.2. SCG configuration and inactivity handling
SCG configuration in NE-DC can follow similar SCG configuration for EN-DC, that is, MN sends the RRCConnectionReconfiguration message including a LTE RRC configuration message to the UE including the new SCG radio resource configuration. At reception, the UE applies the new configuration and sends the RRCConnectionReconfigurationComplete message, including an encoded LTE RRC response message, if needed. In case the UE is unable to comply with (part of) the configuration included in the RRCConnectionReconfiguration message, it performs the reconfiguration failure procedure.
Proposal 2: In NE-DC LTE SCG configuration is conveyed as LTE RRC Connection Reconfiguration message inside a container in the NR RRCConnectionReconfiguration
RAN2 has agreed that For MR-DC and NR-DC we will not support that the UE can resume the DC configuration after the UE returns from suspended/inactive in Rel-15. RAN2 further agreed that in EN-DC, the SCG configuration is kept in the UE during suspension. The UE releases the SCG configuration (but not the radio bearer configuration) during resumption initiation." Similar behavior can also be adopted in NE-DC. Therefore, 

Proposal 3: In NE-DC SCG configuration is kept in the UE during suspension. The UE may release the SCG configuration (but not the radio bearer configuration) during resumption initiation
2.3. DRB IP and IP check failure
RAN2 has already agreed on the support of DRB IP check failure in NR SA. Therefore, as gNB is in standalone connection to 5GC, DRB integrity protection and DRB should naturally apply to all DRBs from gNB in NE-DC. 
Observation 2: As in option 4 gNB is in standalone connection to 5GC, therefore NR SA IP check failure also apply to gNB DRB.
As DRB IP is supported to all MN DRBs and SN can support NR PDCP, SN DRB can also be integrity protected using NR PDCP. Further SA3 sees no difference of IP support between different MR-DC options, therefore,
Proposal 4: Integrity protection on DRB is supported for NE-DC. 
If IP is supported for NE-DC, if configured, UE may experience IP check failure for some packet(s). If the IP check failure is a random failure, (e.g., one single failed packet), discarding the failed packet may be enough and UE does not need to take any further action.

Proposal 5: A single packet IP check failure is not reported and the UE does not need to take any further action
But if more than one packets experience IP check failure, UE can release and add the DRB. After connection re-establishment UE should report the failure to the network.

Proposal 6: After detection of repeated packet IP check failure, UE report the IP check failure to the network

For SA, if more than one packets experience IP check failure, there was proposals that it may necessary that the network be notified that a potential DRB attack is being conducted on the UE DRB(s). To further decide on this necessity of network being informed, RAN2 sent an Ls to SA3 [3]. As proposed above, if DRB IP is adopted for NE-DC, it necessary to consider similar UE behavior that should apply in case of persistent DRB IP check failure, Therefore, 
Proposal 7: RAN2 to discuss UE behavior in case of persistent IP check failure

3. Conclusion

This contribution discusses NE-DC configuration and concludes with the following observation and proposals:
Observation 1: Support of SRB, such as SRB0, SRB1 and SRB2, is necessary for MN in option 4.

Observation 2: As in option 4 gNB is in standalone connection to 5GC, therefore NR SA IP check failure also apply to gNB DRB.

Proposal 1: Split SRB1 and split SRB2 are supported for NE-DC, SRB3 is not introduced for NE-DC, at least for Rel-15. RRC PDUs on split SRB are ciphered and integrity protected using NR PDCP.
Proposal 2: In NE-DC LTE SCG configuration is conveyed as LTE RRC Connection Reconfiguration message inside a container in the NR RRCConnectionReconfiguration
Proposal 3: In NE-DC SCG configuration is kept in the UE during suspension. The UE may release the SCG configuration (but not the radio bearer configuration) during resumption initiation
Proposal 4: Integrity protection on DRB is supported for NE-DC. 

Proposal 5: A single packet IP check failure is not reported and the UE does not need to take any further action
Proposal 6: After detection of repeated packet IP check failure, UE report the IP check failure to the network

Proposal 7: RAN2 to discuss UE behavior in case of persistent IP check failure
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