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5.3.5.7
Security key update 

For SCG security key update in EN-DC, upon reception of sk-Counter as specified in TS 36.331 [10] the UE shall:
1>
update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.501 [11];

1>
derive KRRCenc and KUPenc key as specified in TS 33.501 [11];

1>
derive the KRRCint and KUPint key as specified in TS 33.501 [11].

For MCG security key update, 
1>
if the keyToUse is configured in the securityConfigMCG:
2>
if the keyChangeIndicator received in the securityConfigMCG is set to TRUE:

3>
update the KgNB key based on the KAMF key taken into use with the latest successful NAS SMC procedure, as specified in TS 33.501 [11];

2>
else:

3>
update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the securityConfig, as specified in TS 33.501 [11];

2>
store the nextHopChainingCount value;
1>
if the securityAlgorithmConfig is included in the securityConfig:

2>
derive the KRRCint and KUPint key associated with the integrityProtAlgorithm, as specified in TS 33.501 [11];

2>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.501 [11];

1>
else:

2>
derive the KRRCint key and KUPint key associated with the current integrity algorithm, as specified in TS 33.501 [11];

2>
derive the KRRCenc key and the KUPenc key associated with the current ciphering algorithm, as specified in TS 33.501 [11];
1>
configure lower layers to apply the integrity protection algorithm and the KRRCint key and KUPint key, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
–
RadioBearerConfig
The IE RadioBearerConfig is used to add, modify and release signalling and/or data radio bearers. Specifically, this IE carries the parameters for PDCP and, if applicable, SDAP entities for the radio bearers.

RadioBearerConfig information element

-- ASN1START

-- TAG-RADIO-BEARER-CONFIG-START

RadioBearerConfig ::=




SEQUENCE {


srb-ToAddModList





SRB-ToAddModList









OPTIONAL,
-- Need N


srb3-ToRelease






ENUMERATED{true}









OPTIONAL,
-- Need N


drb-ToAddModList





DRB-ToAddModList









OPTIONAL,
-- Need N


drb-ToReleaseList





DRB-ToReleaseList









OPTIONAL,
-- Need N


securityConfig 






SecurityConfig










OPTIONAL,
-- Need M


...

}
RadioBearerConfig-vxyz ::=




SEQUENCE {


securityConfig-vxyz





SecurityConfigMCG









OPTIONAL, -- Cond ReconfSyncMCG

...

}

SRB-ToAddModList ::=




SEQUENCE (SIZE (1..2)) OF SRB-ToAddMod

SRB-ToAddMod ::=





SEQUENCE {


srb-Identity






SRB-Identity,


reestablishPDCP






ENUMERATED{true}









OPTIONAL, 
-- Need N


discardOnPDCP                           ENUMERATED{true}









OPTIONAL,
-- Need N


pdcp-Config







PDCP-Config











OPTIONAL,
-- Cond PDCP


...

}

DRB-ToAddModList ::=




SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod

DRB-ToAddMod ::=





SEQUENCE {


cnAssociation






CHOICE {



eps-BearerIdentity





INTEGER (0..15),








-- EPS-DRB-Setup



sdap-Config







SDAP-Config










-- 5GC


} 









OPTIONAL, -- Cond DRBSetup


drb-Identity






DRB-Identity,


reestablishPDCP






ENUMERATED{true}









OPTIONAL, 
-- Need N


recoverPDCP







ENUMERATED{true}









OPTIONAL, 
-- Need N


pdcp-Config







PDCP-Config











OPTIONAL,
-- Cond PDCP


...

}

DRB-ToReleaseList ::=




SEQUENCE (SIZE (1..maxDRB)) OF DRB-Identity

SecurityConfig ::=





SEQUENCE {



securityAlgorithmConfig




SecurityAlgorithmConfig








OPTIONAL,
-- Cond RBTermChange


keyToUse







ENUMERATED{keNB, s-KgNB}







OPTIONAL,
-- Cond RBTermChange


...
SecurityConfigMCG ::=                   SEQUENCE {
    securityAlgorithmConfig



SecurityAlgorithmConfig








OPTIONAL,    

    keyToUse ::=





    SEQUENCE {
           keySetChangeIndicator



BOOLEAN,


   nextHopChainingCount


    NextHopChainingCount

    }                                                                                           OPTIONAL, 
-- Need M
}
}

-- TAG-RADIO-BEARER-CONFIG-STOP

-- ASN1STOP

	DRB-ToAddMod field descriptions

	cnAssociation
Indicates if the bearer is associated with the eps-bearerIdentity (when connected to EPC) or sdap-Config (when connected to 5GC).

	drb-Identity
In case of DC, the DRB identity is unique within the scope of the UE, i.e. an MCG DRB cannot use the same value as a split DRB. For a split DRB the same identity is used for the MCG and SCG parts of the configuration.

	eps-BearerIdentity
The EPS bearer ID determines the EPS bearer when NR connects to EPC using EN-DC

	reestablishPDCP
may only be set if the cell groups of all linked logical channels are reset or released

Indicates that PDCP should be re-established. Network sets this to TRUE whenever the security key used for this radio bearer changes.

	sdap-Config
The SDAP configuration determines how to map QoS flows to DRBs when NR connects to the 5GC


	RadioBearerConfig field descriptions

	securityConfig

Indicates the security algorithm and key to use for the signalling and data radio bearers configured with the list in this radioBearerConfig When the field is not included, the UE shall continue to use the currently configured keyToUse and security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig.

	srb3-ToRelease
Release SRB3. SRB3 release can only be done at SCG release and reconfiguration with sync.


	SecurityConfig field descriptions

	keyToUse
Indicates if the bearers configured with the list in this radioBearerConfig is using KeNB or S-KgNB for deriving ciphering and/or integrity protection keys. Network should not configure SRB1 and SRB2 with S-KgNB and SRB3 with KeNB. When the field is not included,  the UE shall continue to use the currently configured keyToUse for the radio bearers reconfigured with the lists in this radioBearerConfig.

	keyChangeIndicator

true is used when a KgNB key is derived from a KAMF key taken into use through the latest successful NAS SMC procedure, as described in TS 33.501 [11] for KgNB re-keying. false is used when the new KeNB key is obtained from the current KgNB key or from the NH as described in TS 33.501 [11].

	nextHopChainingCount

Parameter NCC: See TS 33.501 [11]

	securityAlgorithmConfig
Indicates the security algorithm for the signalling and data radio bearers configured with the list in this radioBearerConfig. When the field is not included, the UE shall continue to use the currently configured security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig.


	SRB-ToAddMod field descriptions

	reestablishPDCP
may only be set if the cell groups of all linked logical channels are reset or released

	srb-Identity
Value 1 is applicable for SRB1 only. Value 2 is applicable for SRB2 only. Value 3 is applicable for SRB3 only.


	Conditional Presence
	Explanation

	RBTermChange
	The field is mandatory present in case of set up of signalling and data radio bearer and change of termination point for the radio bearer between MN and SN. It is optionally present otherwise, Need S.

	PDCP
	The field is mandatory present if the corresponding DRB is being setup or corresponding RB is reconfigured with NR PDCP; otherwise the field is optionally present, need M.

	DRBSetup
	The field is mandatory present if the corresponding DRB is being setup; otherwise the field is optionally present, need M.

	ReconfSycMCG
	The field is optional present, Need M, in case of reconfiguration with sync for MCG; otherwise, it is not present. 


