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Introduction
RAN and RAN3 [1] has been discussing the use of signalling only connection.  SA2 has now provided a response [2] on what should be supported in Rel-15.  This decision impacts RAN2 protocols and this is discussed in further detail.
Discussion

LTE baseline
LTE RAN2 specifications from Rel-8 used a restriction that security establishment is always associated with SRB2 and at least one DRB setup.  This was also aligned with the RAN3 S1-AP where the UE initial context setup contained the security and (mandatory) DRB set up together.  
While RAN2 procedural text and ASN.1 does not in itself impose this tie up between SMC and SRB2/DRB, there was always the underlying assumption that these are executed together.  There is also a statement about joint success/failure of the S1-AP procedure – in this case implies that SMC and DRB should be set up together.
The real requirement captured in RAN2 specification are the functions that are not supported without security.  HO is not supported without Security.  Measurement reporting was also prevented in a later release due to security concerns.  SRB2/DRB setup is not supported without security.
New requirements for NR
RAN LS response [1] provided a clear requirement:
RAN confirms there is a requirement to support secured signalling-only connection in Rel-15 (e.g due to RRC redirection, or logged MDT measurement reporting).
This was confirmed by SA2 in [2]
SA2 confirms that there are some scenarios (e.g. redirection, MDT) to secure AS procedures for signalling-only connection (i.e. without DRB).

Based on these requirements, it is proposed that RAN2 in NR specification disassociates the set up of SRB2/DRB from SMC.  Further, with the 5G QoS model, settiing up DRB is now an AS responsibility and not controlled by S1- AP procedures, there is no joint success/failure to handle.
Proposal #1: It should be possible to set up security (SMC) without setting up SRB2/DRB.
Since SRB2 is set up to carry mostly NAS messages and that so far no real issue has been identified from the association between SRB2 and DRB, it is proposed to keep the LTE baseline to setup SRB2 and DRB together.  However, care should be taken to ensure forward compatibility to allow SRB2 to be set up with out any DRB in a later release.
 Based on the scenarios identified by RAN and SA2, there does not seem to be a need to support HO without SMC.  Nor is there a requirements to support HO with SMC but without SRB2/DRB.  
LTE does not support HO without SRB2 and DRB.  Hence inter-RAT HO to LTE should also not be supported without SRB2 and DRB, otherwise significant impact to LTE specifications could be expected..
It is hence proposed to keep the LTE baseline as follows:
Proposal #2: LTE baseline is maintained for the following:
1. SRB2 and DRB are only set up after SMC 
2. SRB2 is set up together with at least one DRB. 
3. HO is not supported without SMC
4. HO (intra-NR and inter-RAT) is not supported without SRB2/DRB
Proposal #3: Specifications should be forward compatible to allow different combinations to be supported in the future.

Since the relationship between SMC and SRB2/DRB setup is not clearly stated in LTE RRC, to avoid misunderstanding in NR spec, it is proposed to capture explicitly that:
Proposal #4: Update specifications to clarify in NR RRC spec that security can be setup without SRB2 and DRB setup.
Summary and proposals
This document examined the consequences to RAN2 specification from the requirement from RAN plenary and SA2 to support security without DRB.  The following proposals were made:
Proposal #1: It should be possible to set up security (SMC) without setting up SRB2/DRB.
Proposal #2: LTE baseline is maintained for the following:
1. SRB2 and DRB are only set up after SMC 
2. SRB2 is set up together with at least one DRB. 
3. HO is not supported without SMC
4. HO (intra-NR and inter-RAT) is not supported without SRB2/DRB
[bookmark: _GoBack]Proposal #3: Specifications should be forward compatible to allow different combinations to be supported in the future.
Proposal #4: Update specifications to clarify in NR RRC spec that security can be setup without SRB2 and DRB setup.

TP:
[bookmark: _Toc503259927]5.3.1.1	RRC connection control
RRC connection establishment involves the establishment of SRB1. The network completes RRC connection establishment prior to completing the establishment of the NGconnection, i.e. prior to receiving the UE context information from the 5GC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the network may configure the UE to perform measurement reporting, but the UE only sends the corresponding measurement reports after successful security activation. However, the UE only accepts a re-configuration with sync message when security has been activated.
Upon receiving the UE context from the 5GC, the RAN activates AS security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered. After having initiated the initial security activation procedure, the network may initiates the establishment establish of SRB2 and DRBs.  , i.e. tThe network may initiate do this prior to receiving the confirmation of the initial security activation from the UE. In any case, the network will apply both ciphering and integrity protection for the RRC reconfiguration messages used to establish SRB2 and DRBs. The network should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails.
The release of the RRC connection normally is initiated by the network. The procedure may be used to re-direct the UE to an NR frequency or an EUTRA carrier frequency. 
Editor’s Note: FFS Details on exceptional cases where the UE (instead of the network) initiatesRRC release e.g. action leading to NAS recovery.
The suspension of the RRC connection is initiated by the network. When the RRC connection is suspended, the UE stores the UE AS context and the I-RNTI, and transits to RRC_INACTIVE state. The RRC message to suspend the RRC connection is integrity protected and ciphered.
The resumption of a suspended RRC connection is initiated by upper layers when the UE needs to transit from RRC_INACTIVE state to RRC_CONNECTED state or by RRC layer to perform a RNA update or by RAN paging from NG-RAN. When the RRC connection is resumed, network configures the UE according to the RRC connection resume procedure based on the stored UE AS context and any RRC configuration received from the network. The RRC connection resume procedure re-activates security and re-establishes SRB(s) and DRB(s).
In response to a request to resume the RRC connection, the network may resume the suspended RRC connection and send UE to RRC_CONNECTED, or reject the request to resume and send UE to RRC_INACTIVE(with a wait timer), or directly re-suspend the RRC connection and send UE to RRC_INACTIVE, or directly release the RRC connection and send UE to RRC_IDLE, or instruct the UE discard the stored context and initiate NAS level recovery (in this case the network sends an RRC setup message).
Editor’s Note	FFS NE-DC, NR-NR-DC related aspects.
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