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Introduction
This document discusses the stage 3 details of configuration of security per DRB.
Discussion
Ran2 agreed the following in RAN2 102:
Agreements
1:	In RRC signalling the encryption [On Off] should be added in the PDCP-config (i.e. per RB) (as for DRB IP)
2	The DRBs associated to a PDU session should be configured with encryption in a consistent way. SRBs should be configured with encryption in a consistent way.
3	The SRB security configuration (encryption) and DRB security configuration (IP and encryption) does not change in the lifetime of the RB (if there is a change needed then release and add of DRB is available)

RAN2 further discussed the stage 3 details with the following notes:
=>	Can consider offline whether unencrypted SRB but encrypted DRB needs to be supported
SA3 agreed:
[bookmark: _Hlk510619431]Confidentiality protection of user data between the UE and the gNB is optional to use. 
Confidentiality protection of the RRC-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.
All RRC signalling messages except those explicitly listed in TS 38.331 [21] as exceptions shall be integrity-protected.
The above agreements are clear that integrity protection is needed for SRBs.  Hence SMC is mandatory for all connections.
Observation #1: SMC is mandatory for all connections.
Integrity protection
It should be possible to not turn on IP for a specific DRB.  This is already supported in the NR RRC specifications:
		integrityProtection		ENUMERATED { enabled }			OPTIONAL,	-- Cond ConnectedTo5GC

The following procedural text also can be expected to cover this field:
2>	establish a PDCP entity and configure it in accordance with the received pdcp-Config;
The conditions and field descriptions are not clear that it is applicable only for a DRB.  Further, as per RAN2 agreement, DRB IP configuration can only be at done at DRB establishment.  Hence:
Proposal #1: The field description and conditions should be clarified as follows:
	integrityProtection
Indicates whether or not integrity protection is configured for this radio bearer.  The value of integrityProtectionThis field is applicable only for a DRB associated with NR/5GCcan only be changed using reconfiguration with sync.



	ConnectedTo5GC
	The field is optionally present, need MR, when a DRB is setup.  Otherwise it is not present.  if EN-DC is not configured, and absent if EN-DC is configured.



Encryption
Even though the SA3 requirements do not cover the case explicitly, the scenario where SMC is not encrypted but DRB is, seems unnecessary.   SRB encryption is a RAN level configuration not based on PDU session requirements.  
Proposal #2: Both SRBs follows the same ciphering configuration.  Further, the combination where ciphering of the SRB is turned off while ciphering for a DRB is turned on is not supported.  
Based on this assumption, the configuration for ciphering for a DRB can follow the same handling as integrity protection.  
Proposal #3: TP for ciphering configuration for a DRB:
PDCP-Config ::=			SEQUENCE {
	drb						SEQUENCE {
		discardTimer			ENUMERATED {ms10, ms20, ms30, ms40, ms50, ms60, ms75, ms100, ms150, ms200, ms250, ms300, ms500, ms750, ms1500, infinity} 													OPTIONAL, -- Cond Setup
		pdcp-SN-SizeUL			ENUMERATED {len12bits, len18bits}				OPTIONAL, -- Cond Setup2
		pdcp-SN-SizeDL			ENUMERATED {len12bits, len18bits}				OPTIONAL, -- Cond Setup2
		headerCompression		CHOICE {
			notUsed					NULL,
			rohc					SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0001			BOOLEAN,
					profile0x0002			BOOLEAN,
					profile0x0003			BOOLEAN,
					profile0x0004			BOOLEAN,
					profile0x0006			BOOLEAN,
					profile0x0101			BOOLEAN,
					profile0x0102			BOOLEAN,
					profile0x0103			BOOLEAN,
					profile0x0104			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			uplinkOnlyROHC			SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0006			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			...
		},
		integrityProtection		ENUMERATED { enabled }														OPTIONAL,	-- Cond ConnectedTo5GC
		statusReportRequired	ENUMERATED { true }															OPTIONAL,	-- Cond Rlc-AM
		outOfOrderDelivery		BOOLEAN
	}																											OPTIONAL,	-- Cond DRB
	-- FFS / TODO: Handle more than two secondary cell groups
	moreThanOneRLC			SEQUENCE {
		primaryPath				SEQUENCE {
			cellGroup				CellGroupId											OPTIONAL,	-- Need R
			logicalChannel			LogicalChannelIdentity								OPTIONAL	-- Need R
		},
[bookmark: _Hlk505682973]		ul-DataSplitThreshold	UL-DataSplitThreshold 									OPTIONAL, -- Cond SplitBearer						
[bookmark: _Hlk508823599]		pdcp-Duplication			ENUMERATED { true }													OPTIONAL	-- Need R
	}																										OPTIONAL, -- Cond MoreThanOneRLC

	t-Reordering				ENUMERATED {
									ms0, ms1, ms2, ms4, ms5, ms8, ms10, ms15, ms20, ms30, ms40, ms50, ms60, ms80, ms100, ms120, ms140, ms160, ms180, ms200, ms220, 
									ms240, ms260, ms280, ms300,	ms500, ms750, ms1000, ms1250, ms1500, ms1750, ms2000, ms2250, ms2500, ms2750,
									ms3000, spare28, spare27, spare26, spare25, spare24, spare23, spare22, spare21, spare20,
									spare19, spare18, spare17, spare16, spare15, spare14, spare13, spare12, spare11, spare10, spare09,
									spare08, spare07, spare06, spare05, spare04, spare03, spare02, spare01 }		OPTIONAL, -- Need S

	
	..., 
	[[
	ciphering				ENUMERATED {enabled} 		OPTIONAL	-- Cond ConnectedTo5GC
	]]

}

	ciphering
Indicates whether or not ciphering is configured for this radio bearer.  This field is applicable only for a DRB associated with NR/5GC.



	ConnectedTo5GC
	The field is optionally present, need MR, when a DRB is setup.  Otherwise it is not present.  if EN-DC is not configured, and absent if EN-DC is configured.



Summary and proposals
This contribution discussed stage 3 details of security configuration per DRB.  The following observations and proposals were made.
Observation #1: SMC is mandatory for all connections.
Proposal #2: Both SRBs follows the same ciphering configuration.  Further, the combination where ciphering of the SRB is turned off while ciphering for a DRB is turned on is not supported.  
Proposal #2: Agree the TP as provided in Annex to cover both Integrity and ciphering aspects per DRB configuration.

Annex: combined TP
PDCP-Config ::=			SEQUENCE {
	drb						SEQUENCE {
		discardTimer			ENUMERATED {ms10, ms20, ms30, ms40, ms50, ms60, ms75, ms100, ms150, ms200, ms250, ms300, ms500, ms750, ms1500, infinity} 													OPTIONAL, -- Cond Setup
		pdcp-SN-SizeUL			ENUMERATED {len12bits, len18bits}				OPTIONAL, -- Cond Setup2
		pdcp-SN-SizeDL			ENUMERATED {len12bits, len18bits}				OPTIONAL, -- Cond Setup2
		headerCompression		CHOICE {
			notUsed					NULL,
			rohc					SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0001			BOOLEAN,
					profile0x0002			BOOLEAN,
					profile0x0003			BOOLEAN,
					profile0x0004			BOOLEAN,
					profile0x0006			BOOLEAN,
					profile0x0101			BOOLEAN,
					profile0x0102			BOOLEAN,
					profile0x0103			BOOLEAN,
					profile0x0104			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			uplinkOnlyROHC			SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0006			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			...
		},
		integrityProtection		ENUMERATED { enabled }														OPTIONAL,	-- Cond ConnectedTo5GC
		statusReportRequired	ENUMERATED { true }															OPTIONAL,	-- Cond Rlc-AM
		outOfOrderDelivery		BOOLEAN
	}																											OPTIONAL,	-- Cond DRB
	-- FFS / TODO: Handle more than two secondary cell groups
	moreThanOneRLC			SEQUENCE {
		primaryPath				SEQUENCE {
			cellGroup				CellGroupId											OPTIONAL,	-- Need R
			logicalChannel			LogicalChannelIdentity								OPTIONAL	-- Need R
		},
		ul-DataSplitThreshold	UL-DataSplitThreshold 									OPTIONAL, -- Cond SplitBearer						
		pdcp-Duplication			ENUMERATED { true }													OPTIONAL	-- Need R
	}																										OPTIONAL, -- Cond MoreThanOneRLC

	t-Reordering				ENUMERATED {
									ms0, ms1, ms2, ms4, ms5, ms8, ms10, ms15, ms20, ms30, ms40, ms50, ms60, ms80, ms100, ms120, ms140, ms160, ms180, ms200, ms220, 
									ms240, ms260, ms280, ms300,	ms500, ms750, ms1000, ms1250, ms1500, ms1750, ms2000, ms2250, ms2500, ms2750,
									ms3000, spare28, spare27, spare26, spare25, spare24, spare23, spare22, spare21, spare20,
									spare19, spare18, spare17, spare16, spare15, spare14, spare13, spare12, spare11, spare10, spare09,
									spare08, spare07, spare06, spare05, spare04, spare03, spare02, spare01 }		OPTIONAL, -- Need S

	
[bookmark: _GoBack]	...,
	[[ 
	ciphering				ENUMERATED {enabled} 		OPTIONAL	-- Cond ConnectedTo5GC
	]]

}

	ciphering
Indicates whether or not ciphering is configured for this radio bearer.  This field is applicable only for a DRB associated with NR/5GC.

	integrityProtection
Indicates whether or not integrity protection is configured for this radio bearer.  The value of integrityProtectionThis field is applicable only for a DRB associated with NR/5GCcan only be changed using reconfiguration with sync.



	ConnectedTo5GC
	The field is optionally present, need MR, when a DRB is setup.  Otherwise it is not present.  if EN-DC is not configured, and absent if EN-DC is configured.
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