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Introduction
This contribution is a revision of R2-1804799 with updates related to the agreements from previous meeting.
SA3 have decided that [1]:
[bookmark: _Hlk510619431]Confidentiality protection of user data between the UE and the gNB is optional to use. 
Confidentiality protection of the RRC-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.
NOTE: 	Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.
All RRC signalling messages except those explicitly listed in TS 38.331 [21] as exceptions shall be integrity-protected.
During RAN2#99 it was agreed:
Agreements for NG-EN-DC and NE-DC and NR SA 
1	 UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.
Furthermore, during RAN2#101, it was agreed:
Agreements
1	If integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session.
2	If ciphering applies to a PDU session then it is applied to all DRBs of the PDU session.
Note: Signalling may still be per DRB and the above constraints ensured by network configuration. To be concluded in final ASN.1 design.
During RAN2#101bis, it was agreed:
Agreements
1:	In RRC signalling the encryption [On Off] should be added in the PDCP-config (i.e. per RB) (as for DRB IP)
2	The DRBs associated to a PDU session should be configured with encryption in a consistent way. SRBs should be configured with encryption in a consistent way.
3	The SRB security configuration (encryption) and DRB security configuration (IP and encryption) does not change in the lifetime of the RB (if there is a change needed then release and add of DRB is available)
This contribution discusses the implications of this design and provides a TP to TS 38.331.
[bookmark: _Ref178064866]Discussion
Currently in PDCP specifications, the procedures assume that there will always be a ciphering algorithm to apply [2]. If no encryption is to be employed, the NULL algorithm is used.
[bookmark: _Toc513048241][bookmark: _Toc513048257][bookmark: _Toc513556866][bookmark: _Toc513561117][bookmark: _Toc513626083][bookmark: _Toc513626157][bookmark: _Toc513626320][bookmark: _Toc513626782][bookmark: _Toc513633585][bookmark: _Toc513649220][bookmark: _Toc513650251][bookmark: _Toc513650283][bookmark: _Toc513651515][bookmark: _Toc513651543][bookmark: _Toc513651666][bookmark: _Toc513651850]To disable encryption, the simplest way is to select the NULL algorithm which wouldn’t require any changes to the PDCP specification
As it is unlikely that there will be a scenario where ciphering is disabled for SRBs but enabled for DRBs, it is unnecessary to increase the complexity of the procedures to allow this. Instead, disabling encryption for SRBs should be done by selecting the NULL algorithm in the securityAlgorithmConfig in SecurityModeCommand or securityConfig.
[bookmark: _Toc513048243][bookmark: _Toc513048250][bookmark: _Toc513556869][bookmark: _Toc513556897][bookmark: _Toc513561108][bookmark: _Toc513626074][bookmark: _Toc513626114][bookmark: _Toc513626148][bookmark: _Toc513626323][bookmark: _Toc513626367][bookmark: _Toc513626435][bookmark: _Toc513626773][bookmark: _Toc513633588][bookmark: _Toc513649211][bookmark: _Toc513650242][bookmark: _Toc513650274][bookmark: _Toc513650297][bookmark: _Toc513651506][bookmark: _Toc513651547][bookmark: _Toc513651670][bookmark: _Toc513651854]Disabling encryption for SRBs is done by selecting the NULL ciphering algorithm in the securityAlgorithmConfig in SecurityModeCommand or securityConfig
If encryption is enabled for SRBs, the only way to disable it, is to reconfigure the UE to use the NULL ciphering algorithms with the securityAlgorithmConfig. 
When ciphering is enabled for SRBs, it could be either enabled or disabled for DRBs. In case the DRB ciphering is enabled, the user plane applies the same ciphering algorithms as the SRBs, whereas if the ciphering is disabled, the user plane applies the NULL ciphering algorithm regardless of which ciphering algorithm is configured for the SRBs.
In EN-DC, it was possible to configure different ciphering and integrity protection algorithms for the MN and the SN. Similarly, in NR SA and MR-DC when configuring the security algorithms, it will be possible to configure different algorithms for the MN and the SN. However, all bearers terminating in the same node shall have the same algorithms configured.
[bookmark: _Toc513048244][bookmark: _Toc513048251][bookmark: _Toc513556870][bookmark: _Toc513556898][bookmark: _Toc513561109][bookmark: _Toc513626075][bookmark: _Toc513626115][bookmark: _Toc513626149][bookmark: _Toc513626324][bookmark: _Toc513626368][bookmark: _Toc513626436][bookmark: _Toc513626774][bookmark: _Toc513633589][bookmark: _Toc513649212][bookmark: _Toc513650243][bookmark: _Toc513650275][bookmark: _Toc513650298][bookmark: _Toc513651507][bookmark: _Toc513651548][bookmark: _Toc513651671][bookmark: _Toc513651855]If ciphering is enabled for a DRB, it configures the same security algorithms (ciphering and integrity protection) as for the SRBs (NEA0-3 and NIA0-3) terminating in the same node.
[bookmark: _Toc513048245][bookmark: _Toc513048252][bookmark: _Toc513556871][bookmark: _Toc513556899][bookmark: _Toc513561110][bookmark: _Toc513626076][bookmark: _Toc513626116][bookmark: _Toc513626150][bookmark: _Toc513626325][bookmark: _Toc513626369][bookmark: _Toc513626437][bookmark: _Toc513626775][bookmark: _Toc513633590][bookmark: _Toc513649213][bookmark: _Toc513650244][bookmark: _Toc513650276][bookmark: _Toc513650299][bookmark: _Toc513651508][bookmark: _Toc513651549][bookmark: _Toc513651672][bookmark: _Toc513651856]If ciphering is disabled for a DRB, it applies the NULL ciphering algorithm (NEA0) regardless of which ciphering algorithm is configured for the SRBs terminating in the same node
As it was agreed during RAN2#101bis that a parameter enabling or disabling ciphering should be included in PDCP-config in a backwards compatible way, the parameters must be placed after the extension markers.
Whenever an extension field is present in a sequence, this is signaled by setting the extension bit of the preamble of the ASN.1 coding to one. Following the extension root is a length determinant, indicating the number of allowed extension additions and a bit-field encoding the presence or absence of each extension addition. Following this is a field-list containing the encoding of each extension addition that is present. As the length determinant of the extension is unconstrained, it will always be encoded octet aligned, whereas the bit-field and extension additions will be jointly coded as an open type field which will also be octet aligned. In case the extension addition consists of a single bit, the extension will still amount to two added bytes [3].
[bookmark: _Toc512257675][bookmark: _Toc512503540][bookmark: _Toc512505231][bookmark: _Toc513020957][bookmark: _Toc513048242][bookmark: _Toc513048258][bookmark: _Toc513556867][bookmark: _Toc513561118][bookmark: _Toc513626084][bookmark: _Toc513626158][bookmark: _Toc513626321][bookmark: _Toc513626783][bookmark: _Toc513633586][bookmark: _Toc513649221][bookmark: _Toc513650252][bookmark: _Toc513650284][bookmark: _Toc513651516][bookmark: _Toc513651544][bookmark: _Toc513651667][bookmark: _Toc513651851]Including a parameter after the extension marker in a sequence field adds at least 2 bytes to the size of the IE.
As the ciphering on/off indicator should only be possible to set during DRB setup, the parameter should not be included during DRB modification to avoid the overhead associated with signaling an extension for every DRB, at every DRB modification. 
[bookmark: _Toc512257678][bookmark: _Toc512503543][bookmark: _Toc512505228][bookmark: _Toc513020954][bookmark: _Toc513048247][bookmark: _Toc513048254][bookmark: _Toc513556873][bookmark: _Toc513556901][bookmark: _Toc513561112][bookmark: _Toc513626078][bookmark: _Toc513626118][bookmark: _Toc513626152][bookmark: _Toc513626327][bookmark: _Toc513626371][bookmark: _Toc513626439][bookmark: _Toc513626777][bookmark: _Toc513633592][bookmark: _Toc513649215][bookmark: _Toc513650246][bookmark: _Toc513650278][bookmark: _Toc513650300][bookmark: _Toc513651509][bookmark: _Toc513651550][bookmark: _Toc513651673][bookmark: _Toc513651857]If the ciphering on/off indicator is included after the extension maker in PDCP-config, it should be mandatory present at setup of DRBs and absent otherwise while maintaining the configuration (Optional Need M).
For SRBs, the ciphering will be configured during SMC procedure and there is no need to include the ciphering on/off parameter when configuring SRBs. 
[bookmark: _Toc513048248][bookmark: _Toc513048255][bookmark: _Toc513556874][bookmark: _Toc513556902][bookmark: _Toc513561113][bookmark: _Toc513626079][bookmark: _Toc513626119][bookmark: _Toc513626153][bookmark: _Toc513626328][bookmark: _Toc513626372][bookmark: _Toc513626440][bookmark: _Toc513626778][bookmark: _Toc513633593][bookmark: _Toc513649216][bookmark: _Toc513650247][bookmark: _Toc513650279][bookmark: _Toc513650301][bookmark: _Toc513651510][bookmark: _Toc513651551][bookmark: _Toc513651674][bookmark: _Toc513651858]For SRBs, the ciphering on/off indicator in PDCP-config is never included.
It is proposed to include the ciphering on/off indicator, inside the extension marker of PDCP-Config, already in the EN-DC CR, to avoid the additional overhead [4]. In that case, the ciphering on/off indicator would be signaled as a single valued (enabled) optional enumerated, next to the integrityProtection parameter, i.e. the same as the integrityProtection parameter.
[bookmark: _Toc513651511][bookmark: _Toc513651545][bookmark: _Toc513651668][bookmark: _Toc513651852]If the ciphering on/off indicator could be included inside the extension marker, it could be placed next to the integrityProtection parameter as a single valued (enabled) optional enumerated (same as integrityProtection).
For integrity protection, it is currently possible to enable or disable it per DRB in the PDCP-Config with the integrityProtection parameter. However, according to SA3, DRBs are not allowed to use the NULL algorithm, as this adds an unnecessary MAC-I header to all PDCP PDUs. Instead, disabling the integrity protection for DRBs translates into not applying any integrity protection at all
[bookmark: _Toc513556875][bookmark: _Toc513556903][bookmark: _Toc513561114][bookmark: _Toc513626080][bookmark: _Toc513626120][bookmark: _Toc513626154][bookmark: _Toc513626329][bookmark: _Toc513626373][bookmark: _Toc513626441][bookmark: _Toc513626779][bookmark: _Toc513633594][bookmark: _Toc513649217][bookmark: _Toc513650248][bookmark: _Toc513650280][bookmark: _Toc513650302][bookmark: _Toc513651512][bookmark: _Toc513651552][bookmark: _Toc513651675][bookmark: _Toc513651859]If integrity protection is disabled for a DRB, the PDCP does not apply integrity protection, i.e. it does not include any MAC-I in the PDCP header and does not verify the integrity
Currently, the configuration of the integrity protection algorithm in the SecurityAlgorithmConfig IE is optional (Need R) and only applicable to SRBs in EN-DC. The motivation to make the IE optional was that in case of EN-DC where no SRB3 was established, it was unnecessary to signal the integrity protection algorithms as DRB IP is not supported for EN-DC.
SecurityAlgorithmConfig information element
-- ASN1START
-- TAG-SECURITY-ALGORITHM-CONFIG-START

SecurityAlgorithmConfig ::=			SEQUENCE {
	cipheringAlgorithm					CipheringAlgorithm,
	integrityProtAlgorithm				IntegrityProtAlgorithm			OPTIONAL,	-- Need R	
	...
}

IntegrityProtAlgorithm ::=			ENUMERATED {
											nia0, nia1, nia2, nia3, spare4, spare3,
											spare2, spare1, ...}

CipheringAlgorithm ::=				ENUMERATED {
											nea0, nea1, nea2, nea3, spare4, spare3,
											spare2, spare1, ...}

-- TAG-SECURITY-ALGORITHM-CONFIG-STOP
-- ASN1STOP
However, for NR SA and MR-DC, SRBs will require the algorithms, and DRP IP will be supported even if no SRBs terminate in an NR node (e.g. in NGEN-DC), therefore there will be very limited scenarios where no integrity protection algorithms are needed.  
For NR SA, the security mode command procedure will also invoke the same SecurityAlgorithmConfig IE to configure the ciphering and integrity protection algorithm. When a SRB or DRB is later setup, the SecurityAlgorithmConfig IE is again invoked from the RadioBearerConfig. Since the integrity protection algorithms are released if not included, the IE must be included. 
[bookmark: _Toc513556868][bookmark: _Toc513561119][bookmark: _Toc513626085][bookmark: _Toc513626159][bookmark: _Toc513626322][bookmark: _Toc513626784][bookmark: _Toc513633587][bookmark: _Toc513649222][bookmark: _Toc513650253][bookmark: _Toc513650285][bookmark: _Toc513651517][bookmark: _Toc513651546][bookmark: _Toc513651669][bookmark: _Toc513651853]Since the integrity protection algorithms are released if the integrityProtAlgorithm IE is not included in the SecurityAlgorithmConfig IE, the IE must always be included if an SRB is being setup or reconfigured.
The SecurityAlgorithmConfig IE is only included if any of the algorithms needs to be configured or changed, e.g. during handover or change of termination point between MN and SN, thus there is little gain in making the integrityProtAlgorithm IE optional, since it is possible to disable integrity protection per DRB in the PDCP-Config IE.
[bookmark: _Toc513556876][bookmark: _Toc513556904][bookmark: _Toc513561115][bookmark: _Toc513626081][bookmark: _Toc513626121][bookmark: _Toc513626155][bookmark: _Toc513626330][bookmark: _Toc513626374][bookmark: _Toc513626442][bookmark: _Toc513626780][bookmark: _Toc513633595][bookmark: _Toc513649218][bookmark: _Toc513650249][bookmark: _Toc513650281][bookmark: _Toc513650303][bookmark: _Toc513651513][bookmark: _Toc513651553][bookmark: _Toc513651676][bookmark: _Toc513651860]The integrityProtAlgorithm IE should be mandatory present in the SecurityAlgorithmConfig IE for non EN-DC as integrity protection can be disabled from the PDCP-Config IE for DRBs
A text proposal to TS 38.331 is provided in section 3.
[bookmark: _Toc510626470][bookmark: _Toc510627475][bookmark: _Toc510687569][bookmark: _Toc510687573][bookmark: _Toc510693109][bookmark: _Toc510693965][bookmark: _Toc512257680][bookmark: _Toc512503545][bookmark: _Toc512505230][bookmark: _Toc513020956][bookmark: _Toc513048249][bookmark: _Toc513048256][bookmark: _Toc513556877][bookmark: _Toc513556905][bookmark: _Toc513561116][bookmark: _Toc513626082][bookmark: _Toc513626122][bookmark: _Toc513626156][bookmark: _Toc513626331][bookmark: _Toc513626375][bookmark: _Toc513626443][bookmark: _Toc513626781][bookmark: _Toc513633596][bookmark: _Toc513649219][bookmark: _Toc513650250][bookmark: _Toc513650282][bookmark: _Toc513650304][bookmark: _Toc513651514][bookmark: _Toc513651554][bookmark: _Toc513651677][bookmark: _Toc513651861]Adopt the text proposal to TS 38.331

[bookmark: _Ref189046994]Text Proposal
START OF FIRST CHANGE
5.3.5.6.5	DRB addition/modification
The UE shall:
1>	for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):
2>	establish a PDCP entity and configure it in accordance with the received pdcp-Config;
2 > if the ciphering is enabled:
23>	configure the PDCP entity with the security ciphering algorithms according to securityAlgorithmConfig and apply the keys (KUPenc) key associated with the KeNB/S-KgNB as indicated in keyToUse;
2>	else:
3> 	configure the PDCP entity with the NULL ciphering algorithm and apply the KUPenc key associated with the KeNB/S-KgNB as indicated in keyToUse;
2 > if the integrityProtection is enabled:
3>	configure the PDCP entity with the integrity protection algorithms according to the securityAlgorithmConfig and apply the KUPint key associated with the KeNB/S-KgNB as indicated in keyToUse;
2>	if the DRB was configured with the same eps-BearerIdentity either by NR or E-UTRA prior to receiving this reconfiguration:
3> associate the established DRB with the corresponding eps-BearerIdentity
2> else:
3>	indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:
[bookmark: _Hlk504049923]2>	if reestablishPDCP is set:
3>	if the ciphering is enabled:
34>	configure the PDCP entity to apply the ciphering algorithm and KUPenc key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE; 
3>else:
4>	configure the PDCP entity to apply the NULL ciphering algorithm and KUPenc key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE; 
3 >	if the integrityProtection is enabled:
4>	configure the PDCP entity to apply the integrity protection algorithm and KUPint key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the integrity protection configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
3>	re-establish the PDCP entity as specified in 38.323 [5], section 5.1.2;
2>	else, if recoverPDCP is set:
3>	trigger the PDCP entity to perform data recovery as specified in 38.323;
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
NOTE 1:	Removal and addition of the same drb-Identity in a single radioResourceConfig is not supported. In case drb-Identity is removed and added due to reconfiguration with sync or re-establishment with the full configuration option, the network can use the same value of drb-Identity.
NOTE 2:	When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in.  To re-associate a DRB with a different key (KeNB to S-KeNB KgNB or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList.   
NOTE 3:	When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.
NOTE 4: 	In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.
END OF FIRST CHANGE

START OF SECOND CHANGE
[bookmark: _Toc510018642]–	PDCP-Config 
The IE PDCP-Config is used to set the configurable PDCP parameters for signalling and data radio bearers.
PDCP-Config information element
-- ASN1START
-- TAG-PDCP-CONFIG-START

PDCP-Config ::=			SEQUENCE {
	drb						SEQUENCE {
		discardTimer			ENUMERATED {ms10, ms20, ms30, ms40, ms50, ms60, ms75, ms100, ms150, ms200, ms250, ms300, ms500, ms750, ms1500, infinity} 													OPTIONAL, -- Cond Setup
		pdcp-SN-SizeUL			ENUMERATED {len12bits, len18bits}				OPTIONAL, -- Cond Setup2
		pdcp-SN-SizeDL			ENUMERATED {len12bits, len18bits}				OPTIONAL, -- Cond Setup2
		headerCompression		CHOICE {
			notUsed					NULL,
			rohc					SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0001			BOOLEAN,
					profile0x0002			BOOLEAN,
					profile0x0003			BOOLEAN,
					profile0x0004			BOOLEAN,
					profile0x0006			BOOLEAN,
					profile0x0101			BOOLEAN,
					profile0x0102			BOOLEAN,
					profile0x0103			BOOLEAN,
					profile0x0104			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			uplinkOnlyROHC			SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0006			BOOLEAN
				},
				drb-ContinueROHC			BOOLEAN 
			},
			...
		},
		integrityProtection		ENUMERATED { enabled }														OPTIONAL,	-- Cond ConnectedTo5GC
		statusReportRequired	ENUMERATED { true }															OPTIONAL,	-- Cond Rlc-AM
		outOfOrderDelivery		BOOLEAN
	}																											OPTIONAL,	-- Cond DRB
	-- FFS / TODO: Handle more than two secondary cell groups
	moreThanOneRLC			SEQUENCE {
		primaryPath				SEQUENCE {
			cellGroup				CellGroupId											OPTIONAL,	-- Need R
			logicalChannel			LogicalChannelIdentity								OPTIONAL	-- Need R
		},
[bookmark: _Hlk505682973]		ul-DataSplitThreshold	UL-DataSplitThreshold 									OPTIONAL, -- Cond SplitBearer						
[bookmark: _Hlk508823599]		pdcp-Duplication			ENUMERATED { true }													OPTIONAL	-- Need R
	}																										OPTIONAL, -- Cond MoreThanOneRLC

	t-Reordering				ENUMERATED {
									ms0, ms1, ms2, ms4, ms5, ms8, ms10, ms15, ms20, ms30, ms40, ms50, ms60, ms80, ms100, ms120, ms140, ms160, ms180, ms200, ms220, 
									ms240, ms260, ms280, ms300,	ms500, ms750, ms1000, ms1250, ms1500, ms1750, ms2000, ms2250, ms2500, ms2750,
									ms3000, spare28, spare27, spare26, spare25, spare24, spare23, spare22, spare21, spare20,
									spare19, spare18, spare17, spare16, spare15, spare14, spare13, spare12, spare11, spare10, spare09,
									spare08, spare07, spare06, spare05, spare04, spare03, spare02, spare01 }		OPTIONAL, -- Need S

	
	...,
	ciphering				ENUMERATED {disabled, enabled}					OPTIONAL,	-- Need S
}

UL-DataSplitThreshold ::= ENUMERATED { 
											b0, b100, b200, b400, b800, b1600, b3200, b6400, b12800, b25600, b51200, b102400, b204800, 
											b409600, b819200, b1228800, b1638400, b2457600, b3276800, b4096000, b4915200, b5734400, 
											b6553600, infinity, spare8, spare7, spare6, spare5, spare4, spare3, spare2, spare1}

-- TAG-PDCP-CONFIG-STOP
-- ASN1STOP

	PDCP-Config field descriptions

	integrityProtection
Indicates whether or not integrity protection is configured for this radio bearer.  The value of integrityProtection for a DRB can only be changed using reconfiguration with sync.DRB release and setup.
FFS: text to indicate where to find the key.

	ciphering
Indicates whether or not ciphering is configured for this radio bearer. If ciphering is disabled, the UE shall apply the NULL ciphering algorithm for this DRB, else the UE shall apply the ciphering algorithm indicated in the securityAlgorithmConfig. This field is mandatory present if this DRB is being setup or reconfigured with NR PDCP; otherwise the field is absent, need M. The field is absent for SRBs. The value of ciphering for a DRB can only be changed using DRB release and setup.


END OF SECOND CHANGE

START OF THIRD CHANGE
[bookmark: _Toc510018689]–	SecurityAlgorithmConfig
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm (SRBs) and AS ciphering algorithm for (SRBs and DRBs).
SecurityAlgorithmConfig information element
-- ASN1START
-- TAG-SECURITY-ALGORITHM-CONFIG-START

[bookmark: _Hlk508859886]SecurityAlgorithmConfig ::=			SEQUENCE {
	cipheringAlgorithm					CipheringAlgorithm,
[bookmark: _Hlk508859664]	integrityProtAlgorithm				IntegrityProtAlgorithm			OPTIONAL,	-- Need RCond integrityProtection
	...
}

IntegrityProtAlgorithm ::=			ENUMERATED {
											nia0, nia1, nia2, nia3, spare4, spare3,
											spare2, spare1, ...}

CipheringAlgorithm ::=				ENUMERATED {
											nea0, nea1, nea2, nea3, spare4, spare3,
											spare2, spare1, ...}

-- TAG-SECURITY-ALGORITHM-CONFIG-STOP
-- ASN1STOP

	SecurityAlgorithmConfig field descriptions

	cipheringAlgorithm
Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The algorithms nea0-nea3 are identical to the LTE algorithms eea0-3. For EN-DC, the The algorithms configured for bearers using KeNB or KgNB shall be the same as for all bearers using KeNB or KgNB and the algorithms configured for bearers using S-KgNB or S-KSN shall be the same as for all bearers using S-KgNB or S-KSN.

	integrityProtAlgorithm
For EN-DC, this IE indicates Indicates the integrity protection algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The algorithms nia0-nia3 is identical to the LTE algorithms eia0-3. For EN-DC and bearers terminating in a LTE node, this field is only applicable for SRBs.the  The algorithms configured for SRBs bearers using KeNB or KgNB shall be the same as for all SRBs bearers using KeNB or KgNB. and the The algorithms configured for bearers using S-KgNB or S-KSN shall be the same as for all bearers using S-KgNB or S-KSN. NOTE: integrity protection can be disabled per DRB in the PDCP-config.



	Conditional presence
	Explanation

	integrityProtection
	If EN-DC is not configured, the field is mandatory present. For EN-DC, the field is optionally present, Need R.



END OF THIRD CHANGE

Conclusion
In section 2 we made the following observations:
Observation 1	To disable encryption, the simplest way is to select the NULL algorithm which wouldn’t require any changes to the PDCP specification
Observation 2	Including a parameter after the extension marker in a sequence field adds at least 2 bytes to the size of the IE.
Observation 3	If the ciphering on/off indicator could be included inside the extension marker, it could be placed next to the integrityProtection parameter as a single valued (enabled) optional enumerated (same as integrityProtection).
Observation 4	Since the integrity protection algorithms are released if the integrityProtAlgorithm IE is not included in the SecurityAlgorithmConfig IE, the IE must always be included if an SRB is being setup or reconfigured.
Based on the discussion in section 2 we propose the following:
Proposal 1	Disabling encryption for SRBs is done by selecting the NULL ciphering algorithm in the securityAlgorithmConfig in SecurityModeCommand or securityConfig
Proposal 2	If ciphering is enabled for a DRB, it configures the same security algorithms (ciphering and integrity protection) as for the SRBs (NEA0-3 and NIA0-3) terminating in the same node.
Proposal 3	If ciphering is disabled for a DRB, it applies the NULL ciphering algorithm (NEA0) regardless of which ciphering algorithm is configured for the SRBs terminating in the same node
Proposal 4	If the ciphering on/off indicator is included after the extension maker in PDCP-config, it should be mandatory present at setup of DRBs and absent otherwise while maintaining the configuration (Optional Need M).
Proposal 5	For SRBs, the ciphering on/off indicator in PDCP-config is never included.
Proposal 6	If integrity protection is disabled for a DRB, the PDCP does not apply integrity protection, i.e. it does not include any MAC-I in the PDCP header and does not verify the integrity
Proposal 7	The integrityProtAlgorithm IE should be mandatory present in the SecurityAlgorithmConfig IE for non EN-DC as integrity protection can be disabled from the PDCP-Config IE for DRBs
Proposal 8	Adopt the text proposal to TS 38.331
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