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Introduction
This contribution discusses how the security parameters for LTE connected to 5GC are included in the RRCConnectionReconfiguration message.
[bookmark: _Ref178064866]Discussion
[bookmark: _Toc510101976][bookmark: _Toc510102072][bookmark: _Toc510102367][bookmark: _Toc510106218][bookmark: _Toc510533284][bookmark: _Toc510601844][bookmark: _Toc510623619][bookmark: _Toc510627477][bookmark: _Toc510694332][bookmark: _Toc510694629][bookmark: _Toc510694710][bookmark: _Toc510728568][bookmark: _Toc510728977][bookmark: _Toc510729001][bookmark: _Toc510732888][bookmark: _Toc512436994][bookmark: _Toc512504126][bookmark: _Ref189046994]To be able to update the security key, the UE needs to be instructed how it should derive the new keys. In E-UTRA connected to EPC, the UE is instructed how to change key using the SecurityConfigHO IE in RRCConnectionReconfiguration. For E-UTRA connected to 5GC will use 5GS security procedures, which will need to be signaled to the UE. As the 5GS security context will require similar parameters as the EPS security context [1], it would be possible to redefine the SecurityConfigHO IE to represent both LTE connected to EPC and 5GC. However, as the legacy E-UTRA procedures only considers connection to EPC, it would require numerous modifications to determine whether each parameter refers to an EPS or the 5GS security parameter.
[bookmark: _Toc513130037][bookmark: _Toc513130038][bookmark: _Toc513627013][bookmark: _Toc513633271]To redefine the legacy SecurityConfigHO in RRCConnectionReconfiguration to convey either EPS or 5GS security parameters require significant modification to the procedure specifications
However, during RAN2#101 it was agreed: 
4	Align the handling of PDCP/SDAP and security parameters in all intra-5GC handover scenarios (i.e. intra-NR, intra-E-UTRA, and inter-RAT where both source and target node use 5GC).
To achieve this, the RRCConnectionReconfiguration message could instead include a container with the NR keyRefresh IE containing all the required security key parameters and refer to the NR specifications for the security procedures.
[bookmark: _Toc513031779][bookmark: _Toc513130034][bookmark: _Toc513627007][bookmark: _Toc513633268]The security key parameters for E-UTRA connected to 5GC are included in RRCConnectionReconfiguration as a container containing the keyRefresh IE specified in TS 38.331
In addition, as it has been agreed that it will be possible to perform handovers without updating the security key, e.g. during intra-gNB-CU mobility [2], the inclusion of the keyRefresh IE is optional. Similarly, as a work item has started in RAN3, specifying a CU-DU split for LTE connected to 5GC, inter-eNB-CU handover without key change should be supported [3].
[bookmark: _Toc513130035][bookmark: _Toc513627008][bookmark: _Toc513633269]The keyRefresh container should be optional to allow handover without key change for LTE connected to 5GC (e.g. for intra-eNB-CU)
The text proposal in section 3, describes the required modification to the procedures and messages.
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Text Proposal
START OF FIRST CHANGE
[bookmark: _Toc510531130]5.3.5.4	Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)
If the RRCConnectionReconfiguration message includes the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
1>	stop timer T310, if running;
1>	stop timer T312, if running;
1>	start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;
1>	stop timer T370, if running;
1>	if the carrierFreq is included:
2>	consider the target PCell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;
1>	else:
2>	consider the target PCell to be one on the frequency of the source PCell with a physical cell identity indicated by the targetPhysCellId;
1>	start synchronising to the DL of the target PCell;
NOTE 1:	The UE should perform the handover as soon as possible following the reception of the RRC message triggering the handover, which could be before confirming successful reception (HARQ and ARQ) of this message.
1>	if BL UE or UE in CE:
2>	if sameSFN-Indication is not present in mobilityControlInfo:
3>	acquire the MasterInformationBlock in the target PCell;
1>	if makeBeforeBreak is configured:
2>	perform the remainder of this procedure including and following resetting MAC after the UE has stopped the uplink transmission/downlink reception with the source cell(s);
NOTE 1a:	It is up to UE implementation when to stop the uplink transmission/ downlink reception with the source cell(s) to initiate re-tuning for connection to the target cell [16], if makeBeforeBreak is configured.
1>	reset MCG MAC and SCG MAC, if configured;
1>	re-establish PDCP for all RBs configured with pdcp-config that are established;
NOTE 2:	The handling of the radio bearers after the successful completion of the PDCP re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in TS 36.323 [8].
1>	re-establish MCG RLC and SCG RLC, if configured, for all RBs that are established;
1>	configure lower layers to consider the SCell(s) other than the PSCell, if configured, to be in deactivated state;
1>	apply the value of the newUE-Identity as the C-RNTI;
1>	if the RRCConnectionReconfiguration message includes the fullConfig:
2>	perform the radio configuration procedure as specified in 5.3.5.8;
1>	configure lower layers in accordance with the received radioResourceConfigCommon;
1>	if the received RRCConnectionReconfiguration message includes the rach-Skip:
2>	configure lower layers to apply the rach-Skip for the target MCG, as specified in TS 36.213 [23] and 36.321 [6];
1>	configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received mobilityControlInfo;
1>	if the received RRCConnectionReconfiguration includes the sCellToReleaseList:
2>	perform SCell release as specified in 5.3.10.3a;
1>	if the received RRCConnectionReconfiguration includes the scg-Configuration; or
1>	if the current UE configuration includes one or more split DRBs and the received RRCConnectionReconfiguration includes radioResourceConfigDedicated including drb-ToAddModList:
2>	perform SCG reconfiguration as specified in 5.3.10.10;
1>	if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:
2>	perform the radio resource configuration procedure as specified in 5.3.10;
1> if the connectTo5GC is set to TRUE:
2>	if the RRCConnectionReconfiguration message includes the keyRefresh:
3>	perform key update procedures as specified in TS 38.331 [82, 5.3.5.x];
1>	else:
12>	if the keyChangeIndicator received in the securityConfigHO is set to TRUE:
23>	update the KeNB key based on the KASME key taken into use with the latest successful NAS SMC procedure, as specified in TS 33.401 [32];
12>	else:
23>	update the KeNB key based on the current KeNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO, as specified in TS 33.401 [32];
12>	store the nextHopChainingCount value;
12>	if the securityAlgorithmConfig is included in the securityConfigHO:
23>	derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];
23>	if connected as an RN:
34>	derive the KUPint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];
23>	derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];
12>	else:
23>	derive the KRRCint key associated with the current integrity algorithm, as specified in TS 33.401 [32];
32>	if connected as an RN:
34>	derive the KUPint key associated with the current integrity algorithm, as specified in TS 33.401 [32];
23>	derive the KRRCenc key and the KUPenc key associated with the current ciphering algorithm, as specified in TS 33.401 [32];
12>	configure lower layers to apply the integrity protection algorithm and the KRRCint key, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
12>	configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
12>	if the received RRCConnectionReconfiguration includes the nr-Config and it is set to release; or
12>	if the received RRCConnectionReconfiguration includes endc-ReleaseAndAdd and it is set to TRUE:
23>	perform ENDC release as specified in TS 38.331 [82, 5.3.5.x];
12>	if the received RRCConnectionReconfiguration includes the sk-Counter:
23>	perform key update procedure as specified in in TS 38.331 [82, 5.3.5.8];
1>	if the received RRCConnectionReconfiguration includes the nr-SecondaryCellGroupConfig:
2>	perform NR RRC Reconfiguration as specified in TS 38.331 [82, 5.3.5.5].
1>	if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig1:
2>	perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];
1>	if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig2:
2> perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6].
END OF FIRST CHANGE

START OF SECOND CHANGE
[bookmark: _Toc510531498]–	RRCConnectionReconfiguration
The RRCConnectionReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, radio resource configuration (including RBs, MAC main configuration and physical channel configuration) including any associated dedicated NAS information and security configuration.
Signalling radio bearer: SRB1
RLC-SAP: AM
Logical channel: DCCH
Direction: E‑UTRAN to UE
RRCConnectionReconfiguration message
-- ASN1START

RRCConnectionReconfiguration ::=	SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		c1									CHOICE{
			rrcConnectionReconfiguration-r8		RRCConnectionReconfiguration-r8-IEs,
			spare7 NULL,
			spare6 NULL, spare5 NULL, spare4 NULL,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCConnectionReconfiguration-r8-IEs ::= SEQUENCE {
	measConfig							MeasConfig						OPTIONAL,	-- Need ON
	mobilityControlInfo					MobilityControlInfo				OPTIONAL,	-- Cond HO
	dedicatedInfoNASList				SEQUENCE (SIZE(1..maxDRB)) OF
											DedicatedInfoNAS			OPTIONAL,	-- Cond nonHO
	radioResourceConfigDedicated		RadioResourceConfigDedicated	OPTIONAL, -- Cond HO-toEUTRA
	securityConfigHO					SecurityConfigHO				OPTIONAL,	-- Cond HO-toEPC
	nonCriticalExtension				RRCConnectionReconfiguration-v890-IEs	OPTIONAL
}

RRCConnectionReconfiguration-v890-IEs ::= SEQUENCE {
	lateNonCriticalExtension			OCTET STRING (CONTAINING RRCConnectionReconfiguration-v8m0-IEs)	OPTIONAL,
	nonCriticalExtension				RRCConnectionReconfiguration-v920-IEs	OPTIONAL
}

-- Late non-critical extensions:
RRCConnectionReconfiguration-v8m0-IEs ::= SEQUENCE {
	-- Following field is only for pre REL-10 late non-critical extensions
	lateNonCriticalExtension			OCTET STRING								OPTIONAL,
	nonCriticalExtension				RRCConnectionReconfiguration-v10i0-IEs	OPTIONAL
}

RRCConnectionReconfiguration-v10i0-IEs ::= SEQUENCE {
	antennaInfoDedicatedPCell-v10i0	AntennaInfoDedicated-v10i0		OPTIONAL,	-- Need ON
	nonCriticalExtension				RRCConnectionReconfiguration-v10l0-IEs		OPTIONAL
}

RRCConnectionReconfiguration-v10l0-IEs ::= SEQUENCE {
	mobilityControlInfo-v10l0			MobilityControlInfo-v10l0			OPTIONAL,
	sCellToAddModList-v10l0			SCellToAddModList-v10l0			OPTIONAL,	-- Need ON
	-- Following field is only for late non-critical extensions from REL-10 to REL-11
	lateNonCriticalExtension			OCTET STRING						OPTIONAL,
	nonCriticalExtension				RRCConnectionReconfiguration-v12f0-IEs		OPTIONAL
}

RRCConnectionReconfiguration-v12f0-IEs ::= SEQUENCE {
	scg-Configuration-v12f0			SCG-Configuration-v12f0		OPTIONAL,	-- Cond nonFullConfig
	-- Following field is only for late non-critical extensions from REL-12
	lateNonCriticalExtension			OCTET STRING					OPTIONAL,
	nonCriticalExtension				RRCConnectionReconfiguration-v1370-IEs		OPTIONAL
}

RRCConnectionReconfiguration-v1370-IEs ::= SEQUENCE {
	radioResourceConfigDedicated-v1370	RadioResourceConfigDedicated-v1370	OPTIONAL, -- Need ON
	sCellToAddModListExt-v1370			SCellToAddModListExt-v1370	OPTIONAL,	-- Need ON
	-- Following field is only for late non-critical extensions from REL-13 onwards
	nonCriticalExtension					SEQUENCE {}					OPTIONAL
}

-- Regular non-critical extensions:
RRCConnectionReconfiguration-v920-IEs ::= SEQUENCE {
	otherConfig-r9						OtherConfig-r9				OPTIONAL,	-- Need ON
	fullConfig-r9						ENUMERATED {true}			OPTIONAL,	-- Cond HO-Reestab
	nonCriticalExtension				RRCConnectionReconfiguration-v1020-IEs	OPTIONAL
}

RRCConnectionReconfiguration-v1020-IEs ::= SEQUENCE {
	sCellToReleaseList-r10			SCellToReleaseList-r10			OPTIONAL,	-- Need ON
	sCellToAddModList-r10				SCellToAddModList-r10				OPTIONAL,	-- Need ON
	nonCriticalExtension				RRCConnectionReconfiguration-v1130-IEs	OPTIONAL
}

RRCConnectionReconfiguration-v1130-IEs ::= SEQUENCE {
	systemInformationBlockType1Dedicated-r11	OCTET STRING (CONTAINING SystemInformationBlockType1)																			OPTIONAL,	-- Need ON
	nonCriticalExtension				RRCConnectionReconfiguration-v1250-IEs	OPTIONAL
}

RRCConnectionReconfiguration-v1250-IEs ::= SEQUENCE {
	wlan-OffloadInfo-r12				CHOICE {
		release								NULL,
		setup									SEQUENCE {
			wlan-OffloadConfigDedicated-r12		WLAN-OffloadConfig-r12,
			t350-r12								ENUMERATED {min5, min10, min20, min30, min60,
												min120, min180, spare1}	OPTIONAL	-- Need OR
		}
	}																	OPTIONAL,		-- Need ON
	scg-Configuration-r12				SCG-Configuration-r12		OPTIONAL,	-- Cond nonFullConfig
	sl-SyncTxControl-r12				SL-SyncTxControl-r12			OPTIONAL,	-- Need ON
	sl-DiscConfig-r12					SL-DiscConfig-r12				OPTIONAL,	-- Need ON
	sl-CommConfig-r12					SL-CommConfig-r12				OPTIONAL,	-- Need ON
	nonCriticalExtension				RRCConnectionReconfiguration-v1310-IEs	OPTIONAL
}

RRCConnectionReconfiguration-v1310-IEs ::= SEQUENCE {
	sCellToReleaseListExt-r13			SCellToReleaseListExt-r13		OPTIONAL,	-- Need ON
	sCellToAddModListExt-r13			SCellToAddModListExt-r13		OPTIONAL,	-- Need ON
	lwa-Configuration-r13				LWA-Configuration-r13			OPTIONAL,	-- Need ON
	lwip-Configuration-r13				LWIP-Configuration-r13			OPTIONAL,	-- Need ON
	rclwi-Configuration-r13				RCLWI-Configuration-r13			OPTIONAL,	-- Need ON
	nonCriticalExtension				RRCConnectionReconfiguration-v1430-IEs						OPTIONAL
}

RRCConnectionReconfiguration-v1430-IEs ::= SEQUENCE {
	sl-V2X-ConfigDedicated-r14		SL-V2X-ConfigDedicated-r14		OPTIONAL,	-- Need ON
	sCellToAddModListExt-v1430		SCellToAddModListExt-v1430		OPTIONAL,	-- Need ON
	perCC-GapIndicationRequest-r14	ENUMERATED{true}					OPTIONAL,	-- Need ON
	systemInformationBlockType2Dedicated-r14	OCTET STRING (CONTAINING SystemInformationBlockType2)											OPTIONAL,	-- Cond nonHO
	nonCriticalExtension			RRCConnectionReconfiguration-v1510-IEs		OPTIONAL
}

RRCConnectionReconfiguration-v1510-IEs ::= SEQUENCE {
	nr-Config-r15					CHOICE {
		release							NULL,
		setup							SEQUENCE {
			endc-ReleaseAndAdd-r15	BOOLEAN,
			nr-SecondaryCellGroupConfig-r15	OCTET STRING				OPTIONAL,	-- Need ON
			p-MaxEUTRA-r15					P-Max						OPTIONAL	-- Need ON
		}
	}																	OPTIONAL,	-- Need ON
	sk-Counter-r15					INTEGER (0.. 65535)					OPTIONAL,	-- Need ON
	nr-RadioBearerConfig1-r15		OCTET STRING						OPTIONAL,	-- Need ON
	nr-RadioBearerConfig2-r15		OCTET STRING						OPTIONAL,	-- Need ON
	tdm-PatternConfig-r15			CHOICE {
		release							NULL,
		setup							SEQUENCE {
			subframeAssignment-r15			SubframeAssignment-r15,
			harq-Offset-r15					INTEGER (0.. 9)
		}
	}																	OPTIONAL,	-- Need ON
	nonCriticalExtension			RRCConnectionReconfiguration-vxxx-IEs		OPTIONAL
nonCriticalExtension			SEQUENCE {}							OPTIONAL
}

RRCConnectionReconfiguration-vxxx-IEs ::= SEQUENCE {
	keyRefresh					OCTET STRING							OPTIONAL,	-- Cond HO-to5GC
nonCriticalExtension			SEQUENCE {}							OPTIONAL
}


SL-SyncTxControl-r12 ::=			SEQUENCE {
	networkControlledSyncTx-r12				ENUMERATED {on, off}		OPTIONAL	-- Need OP
}

PSCellToAddMod-r12 ::=				SEQUENCE {
	sCellIndex-r12						SCellIndex-r10,
	cellIdentification-r12				SEQUENCE {
		physCellId-r12						PhysCellId,
		dl-CarrierFreq-r12					ARFCN-ValueEUTRA-r9
	}																	OPTIONAL,	-- Cond SCellAdd
	radioResourceConfigCommonPSCell-r12		RadioResourceConfigCommonPSCell-r12	OPTIONAL,	-- Cond SCellAdd
	radioResourceConfigDedicatedPSCell-r12	RadioResourceConfigDedicatedPSCell-r12	OPTIONAL,	-- Cond SCellAdd2
	...,
	[[	antennaInfoDedicatedPSCell-v1280		AntennaInfoDedicated-v10i0	OPTIONAL	-- Need ON
	]],
	[[	sCellIndex-r13					SCellIndex-r13	OPTIONAL		-- Need ON
	]],
	[[	radioResourceConfigDedicatedPSCell-v1370	RadioResourceConfigDedicatedPSCell-v1370	OPTIONAL	-- Need ON
	]]
}

PSCellToAddMod-v12f0 ::=				SEQUENCE {
	radioResourceConfigCommonPSCell-r12		RadioResourceConfigCommonPSCell-v12f0	OPTIONAL
}

PSCellToAddMod-v1440 ::=				SEQUENCE {
	radioResourceConfigCommonPSCell-r14		RadioResourceConfigCommonPSCell-v1440	OPTIONAL
}

PowerCoordinationInfo-r12 ::= SEQUENCE {
	p-MeNB-r12							INTEGER (1..16),
	p-SeNB-r12							INTEGER (1..16),
	powerControlMode-r12				INTEGER (1..2)
}

SCellToAddModList-r10 ::=		SEQUENCE (SIZE (1..maxSCell-r10)) OF SCellToAddMod-r10

SCellToAddModList-v10l0 ::=		SEQUENCE (SIZE (1..maxSCell-r10)) OF SCellToAddMod-v10l0

SCellToAddModListExt-r13 ::=	SEQUENCE (SIZE (1..maxSCell-r13)) OF SCellToAddModExt-r13

SCellToAddModListExt-v1370 ::=	SEQUENCE (SIZE (1..maxSCell-r13)) OF SCellToAddModExt-v1370

SCellToAddModListExt-v1430 ::=	SEQUENCE (SIZE (1..maxSCell-r13)) OF SCellToAddModExt-v1430

SCellToAddMod-r10 ::=			SEQUENCE {
	sCellIndex-r10						SCellIndex-r10,
	cellIdentification-r10				SEQUENCE {
		physCellId-r10						PhysCellId,
		dl-CarrierFreq-r10					ARFCN-ValueEUTRA
	}																OPTIONAL,	-- Cond SCellAdd
	radioResourceConfigCommonSCell-r10		RadioResourceConfigCommonSCell-r10	OPTIONAL,	-- Cond SCellAdd
	radioResourceConfigDedicatedSCell-r10	RadioResourceConfigDedicatedSCell-r10	OPTIONAL,	-- Cond SCellAdd2
	...,
	[[	dl-CarrierFreq-v1090				ARFCN-ValueEUTRA-v9e0	OPTIONAL	-- Cond EARFCN-max
	]],
	[[	antennaInfoDedicatedSCell-v10i0		AntennaInfoDedicated-v10i0	OPTIONAL	-- Need ON
	]],
	[[	srs-SwitchFromServCellIndex-r14		INTEGER (0.. 31) OPTIONAL	-- Need ON
	]]
}

SCellToAddMod-v10l0 ::=			SEQUENCE {
	radioResourceConfigCommonSCell-v10l0		RadioResourceConfigCommonSCell-v10l0	OPTIONAL
}

SCellToAddModExt-r13 ::=			SEQUENCE {
	sCellIndex-r13						SCellIndex-r13,
	cellIdentification-r13				SEQUENCE {
		physCellId-r13						PhysCellId,
		dl-CarrierFreq-r13					ARFCN-ValueEUTRA-r9
	}																OPTIONAL,	-- Cond SCellAdd
	radioResourceConfigCommonSCell-r13		RadioResourceConfigCommonSCell-r10	OPTIONAL,	-- Cond SCellAdd
	radioResourceConfigDedicatedSCell-r13	RadioResourceConfigDedicatedSCell-r10	OPTIONAL,	-- Cond SCellAdd2
	antennaInfoDedicatedSCell-r13			AntennaInfoDedicated-v10i0		OPTIONAL	-- Need ON
}

SCellToAddModExt-v1370 ::=			SEQUENCE {
	radioResourceConfigCommonSCell-v1370		RadioResourceConfigCommonSCell-v10l0	OPTIONAL
}

SCellToAddModExt-v1430 ::=			SEQUENCE {
	srs-SwitchFromServCellIndex-r14			INTEGER (0.. 31)			OPTIONAL,	-- Need ON
	...
}

SCellToReleaseList-r10 ::=			SEQUENCE (SIZE (1..maxSCell-r10)) OF SCellIndex-r10

SCellToReleaseListExt-r13 ::=			SEQUENCE (SIZE (1..maxSCell-r13)) OF SCellIndex-r13

SCG-Configuration-r12 ::=			CHOICE {
	release								NULL,
	setup								SEQUENCE {
		scg-ConfigPartMCG-r12				SEQUENCE {
			scg-Counter-r12						INTEGER (0.. 65535)			OPTIONAL,	-- Need ON
			powerCoordinationInfo-r12			PowerCoordinationInfo-r12	OPTIONAL,	-- Need ON
			...
		}																OPTIONAL,	-- Need ON
		scg-ConfigPartSCG-r12				SCG-ConfigPartSCG-r12		OPTIONAL	-- Need ON
	}
}

SCG-Configuration-v12f0 ::=			CHOICE {
	release								NULL,
	setup								SEQUENCE {
		scg-ConfigPartSCG-v12f0				SCG-ConfigPartSCG-v12f0		OPTIONAL	-- Need ON
	}
}

SCG-ConfigPartSCG-r12 ::=			SEQUENCE {
	radioResourceConfigDedicatedSCG-r12	RadioResourceConfigDedicatedSCG-r12	OPTIONAL,	-- Need ON
	sCellToReleaseListSCG-r12			SCellToReleaseList-r10		OPTIONAL,	-- Need ON
	pSCellToAddMod-r12					PSCellToAddMod-r12			OPTIONAL,	-- Need ON
	sCellToAddModListSCG-r12			SCellToAddModList-r10		OPTIONAL,	-- Need ON
	mobilityControlInfoSCG-r12			MobilityControlInfoSCG-r12	OPTIONAL,	-- Need ON
	...,
	[[
	sCellToReleaseListSCG-Ext-r13			SCellToReleaseListExt-r13		OPTIONAL,	-- Need ON
	sCellToAddModListSCG-Ext-r13				SCellToAddModListExt-r13	OPTIONAL	-- Need ON
	]],
	[[
	sCellToAddModListSCG-Ext-v1370		SCellToAddModListExt-v1370	OPTIONAL	-- Need ON
	]],
	[[	
	pSCellToAddMod-v1440				PSCellToAddMod-v1440		OPTIONAL	-- Need ON
	]]
}

SCG-ConfigPartSCG-v12f0 ::=			SEQUENCE {
	pSCellToAddMod-v12f0				PSCellToAddMod-v12f0			OPTIONAL,	-- Need ON
	sCellToAddModListSCG-v12f0		SCellToAddModList-v10l0		OPTIONAL	-- Need ON
}

SecurityConfigHO ::=				SEQUENCE {
	handoverType						CHOICE {
		intraLTE							SEQUENCE {
			securityAlgorithmConfig			SecurityAlgorithmConfig		OPTIONAL,	-- Cond fullConfig
			keyChangeIndicator					BOOLEAN,
			nextHopChainingCount				NextHopChainingCount
		},
		interRAT							SEQUENCE {
			securityAlgorithmConfig			SecurityAlgorithmConfig,
			nas-SecurityParamToEUTRA			OCTET STRING (SIZE(6))
		}
	},
	...
}


-- ASN1STOP

	RRCConnectionReconfiguration field descriptions

	dedicatedInfoNASList
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list.

	endc-ReleaseAndAdd
A one-shot field indicating whether the UE simultaneously releases and adds all the NR SCG related configuration within nr-Config, i.e. the configuration set by the NR RRCReconfiguration message (e.g. secondaryCellGroup, SRB3 and measConfig).

	fullConfig
Indicates the full configuration option is applicable for the RRC Connection Reconfiguration message.

	harq-Offset
Indicates a HARQ subframe offset that is applied to the subframes designated as UL in the associated subrame assignment, see TS 38.213 [88].

	keyChangeIndicator
true is used only in an intra-cell handover when a KeNB key is derived from a KASME key taken into use through the latest successful NAS SMC procedure, as described in TS 33.401 [32] for KeNB re-keying. false is used in an intra-LTE handover when the new KeNB key is obtained from the current KeNB key or from the NH as described in TS 33.401 [32].

	keyRefresh
Security parameters required to derive security keys for E-UTRA connected to 5GC as specified in TS 38.331 [82].

	lwa-Configuration
This field is used to provide parameters for LWA configuration. E-UTRAN does not simultaneously configure LWA with DC, LWIP or RCLWI for a UE.

	lwip-Configuration
[bookmark: OLE_LINK208][bookmark: OLE_LINK209]This field is used to provide parameters for LWIP configuration. E-UTRAN does not simultaneously configure LWIP with DC, LWA or RCLWI for a UE.

	nas-securityParamToEUTRA
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although it affects activation of AS- security after inter-RAT handover to E-UTRA. The content is defined in TS 24.301.

	networkControlledSyncTx
This field indicates whether the UE shall transmit synchronisation information (i.e. become synchronisation source). Value On indicates the UE to transmit synchronisation information while value Off indicates the UE to not transmit such information.

	nextHopChainingCount
Parameter NCC: See TS 33.401 [32]

	nr-Config
Includes the NR related configurations. This filed is used to perform EN-DC configuration or NR PDCP configuration while EN-DC is not configured.

	nr-RadioBearerConfig1, nr-RadioBearerConfig2
Includes the NR RadioBearerConfig IE as specified in TS 38.331 [82]. The field includes the configuration of RBs configured with NR PDCP.

	nr-SecondaryCellGroupConfig
Includes the NR RRCReconfiguration message as specified in TS 38.331 [82]. In this version of the specification, the NR RRC message only includes fields secondaryCellGroup and/ or measConfig. If nr-SecondaryCellGroupConfig is configured, the network always includes this field upon MN handover to initiate an NR SCG reconfiguration with sync and key change.

	perCC-GapIndicationRequest
Indicates that UE shall include perCC-GapIndicationList and numFreqEffective in the RRCConnectionReconfigurationComplete message. numFreqEffectiveReduced may also be included if frequencies are configured for reduced measurement performance.

	p-MaxEUTRA
Indicates the maximum power available for LTE.

	p-MeNB
Indicates the guaranteed power for the MeNB, as specified in TS 36.213 [23]. The value N corresponds to N-1 in TS 36.213 [23].

	powerControlMode
Indicates the power control mode used in DC. Value 1 corresponds to DC power control mode 1 and value 2 indicates DC power control mode 2, as specified in TS 36.213 [23].

	p-SeNB
Indicates the guaranteed power for the SeNB as specified in TS 36.213 [23, Table 5.1.4.2-1]. The value N corresponds to N-1 in TS 36.213 [23].

	rclwi-Configuration
WLAN traffic steering command as specified in 5.6.16.2. E-UTRAN does not simultaneously configure RCLWI with DC, LWA or LWIP for a UE.

	sCellIndex
In case of DC, the SCellIndex is unique within the scope of the UE i.e. an SCG cell can not use the same value as used for an MCG cell. For pSCellToAddMod, if sCellIndex-r13 is present the UE shall ignore sCellIndex-r12. sCellIndex-r13 in sCellToAddModListExt-r13 shall not have same values as sCellIndex-r10 in sCellToAddModList-r10.

	sCellToAddModList, sCellToAddModListExt
Indicates the SCell to be added or modified. Field sCellToAddModList is used to add the first 4 SCells for a UE with sCellIndex-r10 while sCellToAddModListExt is used to add the rest. If E-UTRAN includes SCellToAddModListExt-v1430 it includes the same number of entries, and listed in the same order, as in SCellToAddModListExt-r13. If E-UTRAN includes SCellToAddModList-v10l0 it includes the same number of entries, and listed in the same order, as in SCellToAddModList-r10. If E-UTRAN includes SCellToAddModListExt-v1370 it includes the same number of entries, and listed in the same order, as in SCellToAddModListExt-r13.

	sCellToAddModListSCG, sCellToAddModListSCG-Ext
Indicates the SCG cell to be added or modified. The field is used for SCG cells other than the PSCell (which is added/ modified by field pSCellToAddMod). Field sCellToAddModListSCG is used to add the first 4 SCells for a UE with sCellIndex-r10 while sCellToAddModListSCG-Ext is used to add the rest. If E-UTRAN includes sCellToAddModListSCG-v10l0 it includes the same number of entries, and listed in the same order, as in sCellToAddModListSCG-r12. If E-UTRAN includes sCellToAddModListSCG-Ext-v1370 it includes the same number of entries, and listed in the same order, as in sCellToAddModListSCG-Ext-r13.

	sCellToReleaseListSCG, sCellToReleaseListSCG-Ext
Indicates the SCG cell to be released. The field is also used to release the PSCell e.g. upon change of PSCell, upon system information change for the PSCell.

	scg-Counter
A counter used upon initial configuration of SCG security as well as upon refresh of S-KeNB. E-UTRAN includes the field upon SCG change when one or more SCG DRBs are configured. Otherwise E-UTRAN does not include the field.

	securityConfigHO
Security parameters required to derive security keys for E-UTRA connected to EPC.

	sk-Counter
A one-shot counter used upon initial configuration of security for EN-DC as well as upon refresh of S-KgNB. E-UTRAN provides this field upon configuring EN-DC to facilitate configuration of SRB3.

	sl-V2X-ConfigDedicated
Indicates sidelink configuration for non-P2X related V2X sidelink communication as well as P2X related V2X sidelink communication.

	srs-SwitchFromServCellIndex
Indicates the serving cell whose UL transmission may be interrupted during SRS transmission on a PUSCH-less cell. During SRS transmission on a PUSCH-less cell, the UE may temporarily suspend the UL transmission on a serving cell with PUSCH in the same CG to allow the PUSCH-less cell to transmit SRS. The PUSCH-less cell is always a TDD cell but the serving cell with PUSCH may be either a FDD or TDD cell.

	subframeAssignment
Indicates DL/UL subframe configuration where sa0 points to Configuration 0, sa1 to Configuration 1 etc. as specified in TS 36.211 [21, table 4.2-2].

	systemInformationBlockType1Dedicated
This field is used to transfer SystemInformationBlockType1 or SystemInformationBlockType1-BR to the UE.

	systemInformationBlockType2Dedicated
This field is used to transfer BR version of SystemInformationBlockType2 to BL UEs or UEs in CE.

	t350
Timer T350 as described in section 7.3. Value minN corresponds to N minutes.

	tdm-PatternConfig
UL/DL reference configuration indicating the time during which a UE configured with EN-DC is allowed to transmit. This field is used when power control or IMD issues require single UL transmission.



	Conditional presence
	Explanation

	EARFCN-max
	The field is mandatory present if dl-CarrierFreq-r10 is included and set to maxEARFCN. Otherwise the field is not present.

	fullConfig
	This field is mandatory present for handover within E-UTRA when the fullConfig is included; otherwise it is optionally present, Need OP. 

	HO
	The field is mandatory present in case of handover within E-UTRA or to E-UTRA; otherwise the field is not present.

	HO-Reestab
	This field is optionally present, need ON, in case of handover within E-UTRA or upon the first reconfiguration after RRC connection re-establishment; otherwise the field is not present.

	HO-toEUTRA
	The field is mandatory present in case of handover to E-UTRA or for reconfigurations when fullConfig is included; otherwise the field is optionally present, need ON.

	HO-toEPC
	The field is mandatory present in case of handover within E-UTRA connected to EPC or to E-UTRA connected to EPC; otherwise the field is not present.

	HO-to5GC
	The field is mandatory present in case of handover to 5GC and optionally present in case of handover within 5GC; otherwise the field is not present.

	nonFullConfig
	The field is not present when the fullConfig is included or in case of handover to E-UTRA; otherwise it is optional present, need ON.

	nonHO
	The field is not present in case of handover within E-UTRA or to E-UTRA; otherwise it is optional present, need ON.

	SCellAdd
	The field is mandatory present upon SCell addition; otherwise it is not present.

	SCellAdd2
	The field is mandatory present upon SCell addition; otherwise it is optionally present, need ON.



END OF SECOND CHANGE
Conclusion
In section 2 we made the following observations:
[bookmark: _GoBack]Observation 1	To redefine the legacy SecurityConfigHO in RRCConnectionReconfiguration to convey either EPS or 5GS security parameters require significant modification to the procedure specifications

Based on the discussion in section 2 we propose the following:
Proposal 1	The security key parameters for E-UTRA connected to 5GC are included in RRCConnectionReconfiguration as a container containing the keyRefresh IE specified in TS 38.331
Proposal 2	The keyRefresh container should be optional to allow handover without key change for LTE connected to 5GC (e.g. for intra-eNB-CU)
Proposal 3	Adopt the text proposal to 36.331
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