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1. Introduction

This paper will discuss the NIA0 configuration for SRB and DRB limitation issue and security algorithm configuration issue in NR according to the 33.501.

2. Discussion

In 33.501, it indicates that:
The NIA0 shall not be used for signalling radio bearers (SRBs) except for unauthenticated emergency sessions for unauthenticated UEs in LSM.
The NIA0 shall not be used for data radio bearers (DRBs).
Confidentiality protection of user data between the UE and the gNB is optional to use. 
Confidentiality protection of the RRC-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.
NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.
All RRC signalling messages except those explicitly listed in TS 38.331 [21] as exceptions shall be integrity-protected.
NIA0 shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
So the NIA0 should not be configured in the DRB if the DRB is configured to use the DRB IP because NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.

For SRB, NIA0 can be used only for unauthenticated emergency sessions for unauthenticated UEs in LSM, otherwise, the NIA0 will not be used and the Integrity protection should be mandatory.
Proposal 1: integrity algorithm is mandatory for SRB but optional for DRB. The cipher algorithm is optional for both SRB and DRB. 
Proposal 2: NIA0 is not configured for DRB.
Proposal 3: NIA0 is not configured for SRB except for unauthenticated emergency sessions for unauthenticated UEs in LSM. 
-------------------------------------------------------Text copy from 38.331-----------------------------------------------------------

–
SecurityAlgorithmConfig
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm (SRBs) and AS ciphering algorithm (SRBs and DRBs).

SecurityAlgorithmConfig information element

-- ASN1START

-- TAG-SECURITY-ALGORITHM-CONFIG-START

SecurityAlgorithmConfig ::=


SEQUENCE {


cipheringAlgorithm




CipheringAlgorithm,



OPTIONAL,
-- Need R

integrityProtAlgorithm



IntegrityProtAlgorithm


OPTIONAL,
-- Need R



...

}

IntegrityProtAlgorithm ::=


ENUMERATED {











nia0, nia1, nia2, nia3, spare4, spare3,











spare2, spare1, ...}

CipheringAlgorithm ::=



ENUMERATED {











nea0, nea1, nea2, nea3, spare4, spare3,











spare2, spare1, ...}

-- TAG-SECURITY-ALGORITHM-CONFIG-STOP

-- ASN1STOP

	SecurityAlgorithmConfig field descriptions

	cipheringAlgorithm

Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The algorithms nea0-nea3 are identical to the LTE algorithms eea0-3. For EN-DC, the algorithms configured for bearers using KeNB shall be the same as for all bearers using KeNB and the algorithms configured for bearers using KgNB shall be the same as for all bearers using KgNB.

	integrityProtAlgorithm

For EN-DC, this IE indicates the integrity protection algorithm to be used for SRBs, as specified in TS 33.501 [11]. The algorithms nia0-nia3 is identical to the LTE algorithms eia0-3. For EN-DC, the algorithms configured for SRBs using KeNB shall be the same as for all SRBs using KeNB and the algorithms configured for bearers using KgNB shall be the same as for all bearers using KgNB.
NOTE 1: NIA0 is not configured for DRB. NIA0 is not configured for the SRB except for unauthenticated emergency sessions for unauthenticated UEs in LSM.
NOTE 2: integrityProtAlgorithm IE is mandatory for SRB.


3. Conclusions:

In this contribution, we discuss the NIA0 configuration for SRB and DRB limitation issue and security algorithm configuration issue in NR. It proposes:
Proposal 1: integrity algorithm is mandatory for SRB but optional for DRB. The cipher algorithm is optional for both SRB and DRB. 
Proposal 2: NIA0 is not configured for DRB.

Proposal 3: NIA0 is not configured for SRB except for unauthenticated emergency sessions for unauthenticated UEs in LSM. 
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