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1. Introduction

In last RAN2 meeting, a LS from SA3 [1] is received and discussed in RAN2. Text copied from the LS is as below: 
SA3 discussed the RAN2 agreements and working assumptions regarding RRC inactive state security and would like to provide the following feedback.

1) Security algorithms negotiation between the UE and the target gNB needs to be supported. It is up to RAN2 to decide how the security algorithms negotiation is achieved.
2) 2-hop forward security in all handover and mobility scenarios shall be maintained. It is not clear to SA3 how it is achieved. Please refer to TS33.501 for 2-hop forward security definition.

3) Any RRC message which contains a new I-RNTI is to be ciphered and integrity protected.
According to the third bullet, SA3 requires that the new I-RNTI allocated to the inactive UE should be ciphered and integrity protected. That is to say the valid I-RNTI should not be exposed to others.
In this paper, we would like to discuss the I-RNTI security issue for case that if the I-RNTI of one IACTIVE UE is exposed in the air interface and it is still valid for the INACTIVE UE. 
2. Discussion

In RAN2#99bis meeting, RAN2 agreed:

Agreements

1
A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).
2
INACTIVE related parameters/configuration should not be updated by a MSG4 sent over SRB0 (as it is a non-protected message).

3
A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)

4
The MSG4 (i.e. not rejected) of agreement 3 can configure at least the same parameters as can be configured by the message that moves the UE to inactive (e.g. I-RNTI, RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information). (security framework are to be discussed independently)
According to the agreements, we summarized 2 cases for the UE initialize the RRC resume procedure.

Case 1：For inactive UE, the network reply RRC resume request with RRC reject message with SRB0 and move the UE back into INACTIVE.
Case 2：For inactive UE, the network reply RRC resume request with RRC Release message including  configuration (e.g. I-RNTI, RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information) with SRB1 and move the UE back into INACTIVE.
The I-RNTI will be included in the RRC Resume Request (MSG3) which is carried over SRB0 without any security protection, so the I-RNTI for the INACTIVE UE will be exposed in the air interface for the case 1 and case 2. However, the UE will go to INACTIVE state with an exposed I-RNTI.

According the SA3 LS, the new I-RNTI for one INACTIVE UE should be ciphered and integrity protected. For case 1 and case 2, even though the I-RNTI is not new one but it is still valid and alive for the INACTIVE UE. So it violates SA3 security requirement for the I-RNTI.

For case 1, if the network replies to the RRC Resume Request message with RRC Reject message over SRB0, it is better to make the UE go to idle state instead to inactive state.

For case 2, if the network replies to the RRC Resume Request message with RRC Release message over SRB1, there are 2 options to meet the SA3 security requirement for I-RNTI.

Option 1: the RRC Release message (MSG4) in case 2 should is encrypt and integrity protected and the I-RNTI must be updated in MSG4.
Option 2: the state transition from inactive state to inactive state via RRC release message (2 step procedure) is not supported in NR.
We prefer option 2.

Proposal 1: if the network replies to the RRC Resume Request message with RRC Reject message over SRB0, the UE go to idle state and release the UE AS context, notify the NAS layer.
Proposal 2: if the network replies to the RRC Resume Request message with RRC Release message (MSG4) over SRB1 and make UE go to INACTIVE state, the MSG4 should be encrypt and integrity protected and the I-RNTI must be updated in MSG4.
Proposal 3: if the proposal 1 and proposal 2 are not agreed, send LS to SA3 to confirm the I-RNTI security issue in case 1 and case 2.
3. Conclusions:

In this contribution, we discuss some open issues and FFS. Based on the discussion, we propose:
Proposal 1: if the network replies to the RRC Resume Request message with RRC Reject message over SRB0, the UE go to idle state and release the UE AS context, notify the NAS layer.
Proposal 2: if the network replies to the RRC Resume Request message with RRC Release message (MSG4) over SRB1 and make UE go to INACTIVE state, the MSG4 should be encrypt and integrity protected and the I-RNTI must be updated in MSG4.
Proposal 3: if the proposal 1 and proposal 2 are not agreed, send LS to SA3 to confirm the I-RNTI security issue in case 1 and case 2.
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