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1. Introduction

In LTE, the horizontal key derivation will be used in X2 handover case. The ARFCN and PCI will be the inputs to calculate the KeNB* based on the KeNB in the source cell. Then the source cell will configured the KeNB* to the target gNB to trigger a handover preparation procedure.

In NR, it is not clear the inputs of the KeNB* calculation.

In this paper, we will discuss the inputs of the KeNB* calculation during handover procedure and RRC resume/Reestablishment procedure.

2. Discussion

RAN1 already agreed that there are multiple SSB in one wideband carrier. The UE can see one SSB at a time. So the UE may select any one of the SSBs in the wideband carrier to perform the RRC resume/Reestablishment procedure. 
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Figure 1: multiple CD-SSB within wideband carrier
If there is no new NCC available in UE side, the UE will perform horizontal key derivation based on the previous KgNB to drive a new key for MAC-I calculation in MSG3. We assume that the new key should be used for MSG3. In LTE, the horizontal key derivation will be based on the previous KgNB and inputs of ARFCN and PCI of the target cell. However, there are multiple CD-SSB in one carrier in NR, it is not clear which ARFCN and PCI will be the inputs of the KgNB* calculation. RAN2 already agree that the MSG3 integrity verification will be performed in the last serving gNB. So it is also not clear which ARFCN and PCI of the carrier will be used, i.e. last serving cell or target cell. There are 2 options to set the ARFCN and PCI.

Case 1: the ARFCN and PCI for the derivation of the KgNB* is source cell.

Case 2: the ARFCN and PCI for the derivation of the KgNB* is target cell.

For our understanding, it is similar as the Xn HO case, it is better used the ARFCN and PCI I for the derivation of the KgNB*. Furthermore, we also think the ARFCN and PCI for the derivation of the KgNB* should be the ARFCN and PCI of one CD-SSB in the target carrier.

Proposal 1: the ARFCN and PCI for the derivation of the KgNB* should be the ARFCN and PCI of one CD-SSB in the target carrier in RRC resume/Reestablishment procedure.

RAN2 agreed that the last serving gNB will perform the MSG3 integrity verification. In order to synchronize the key derivation for MSG 3 integrity verification between UE and last serving gNB, the last serving gNB should know which ARFCN and PCI of the CD-SSB in the target cell is used by the UE to derive the KgNB*.

The UE will camp on one CD-SSB of the target cell and send the MSG 3 in the initial UL BWP associated with one CD-SSB. So the UE should use the ARFCN and PCI of the CD-SSB which is associate the initial UL BWP where the MSG 3 is carried. Both the target gNB and UE can identify the ARFCN and PCI of the CD-SSB. So it is better to make the target gNB to notify the ARFCN and PCI of the CD-SSB which is used for UE to calculate KgNB* to the last serving gNB, e.g. in the RETRIEVE UE CONTEXT REQUEST message.

Proposal 2: the target gNB will notify the ARFCN and PCI of the CD-SSB which is used for UE to calculate KgNB* to the last serving gNB, e.g. in the RETRIEVE UE CONTEXT REQUEST message.

Proposal 3: the target gNB identify the ARFCN and PCI of the CD-SSB which is used for UE to calculate KgNB* based on the CD-SSB associated the initial UL BWP where MSG 3 is received.
There is an example. When the UE initialize the RRC resume procedure for the RRC Re-establishment case, the UE will derive the KgNB* if there is no resume NCC based on the previous KgNB and current ARFCN and PCI. The procedure is as below:
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Figure 2: new key derivation if no resume NCC is available
In RAN2#101bis meeting, RAN2 agreed that the CD-SSBs in the wideband carrier may have the different PCIs but should have the different CGIs.
Agreements

1
From the network perspective, if RMSI is provided for different SSBs (with same or different PCIs) in a wideband carrier then the RMSI associated with the different SSBs will have different CGIs. (i.e. they are potentially cell defining SSBs)
FFS: Whether this has any consequence for system information reception in connected mode. 

2
Reconfirm that there can be different SSBs within a wideband carrier from the network perspective. These SSBs can have the same or different PCIs. From the UE perspective, for RRM purposes the different SSBs (irrespective of PCI) are considered as different cells (i.e. different MOs are considered as different cells from UE perspective)

During the Xn HO, the S-gNB will calculate the KgNB* for the target cell based on the ARFCN and PCI of the CD-SSB in the target cell carrier. The target gNB should know which ARFCN and PCI of the CD-SSB is used by the source gNB, then the target gNB can inform the UE about that in HO-CMD. The target gNB and UE can synchronize the KgNB*. The source gNB should include the KgNB* and CGI of the target CD-SSB in the HO REQUEST kind of message. Then the target can know the ARFCN and PCI of the target SSB according to the CGI from source gNB because the CGIs for the CD-SSB1/2/3 are different. The target gNB can configure the ARFCN, PCI and new UE identity and so on in the S2T container, and then these informations can be forwarded to the UE via the source gNB. The UE can calculate the KgNB* as that the target gNB owns.
Proposal 4: during Xn HO, the source gNB will inform the target gNB at least about the KgNB* and target CGI. The target gNB at least configured the target PCI, ARFCN and UE identity in S2T container and HO-CMD for key derivation and key synchronization purpose.
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Figure 3: new key derivation for HO 
Proposal 5: send LS to RAN3 and SA3 if above agreements are reached.

3. Conclusions:

In this contribution, we discuss the inputs of the KeNB* calculation during handover procedure and RRC resume/Reestablishment procedure:
Proposal 1: the ARFCN and PCI for the derivation of the KgNB* should be the ARFCN and PCI of one CD-SSB in the target carrier in RRC resume/Reestablishment procedure.

Proposal 2: the target gNB will notify the ARFCN and PCI of the CD-SSB which is used for UE to calculate KgNB* to the last serving gNB, e.g. in the RETRIEVE UE CONTEXT REQUEST message.

Proposal 3: the target gNB identify the ARFCN and PCI of the CD-SSB which is used for UE to calculate KgNB* based on the CD-SSB associated the initial UL BWP where MSG 3 is received.
Proposal 4: during Xn HO, the source gNB will inform the target gNB at least about the KgNB* and target CGI. The target gNB at least configured the target PCI, ARFCN and UE identity in S2T container and HO-CMD for key derivation and key synchronization purpose.

Proposal 5: send LS to RAN3 and SA3 if above agreements are reached.
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