3GPP RAN WG2 Meeting #102
R2-1806825
Busan, Korea, 21st – 25th May, 2018

Agenda Item:
10.4.1.7.2
Source:
InterDigital Inc.
Title:
Remaining Aspects of Inactive Security 
Document for:
Discussion, Decision

1 Introduction

In RAN2 #101, the following working assumptions were made on inactive security [3]:

Working assumption:

1
NCC provided when the connection is suspended
2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.
In this contribution, we discuss further the above working assumptions from RAN2#101 in light of the latest LS from SA3. 
2 Inactive Security and Impacts on RAN2
In RAN2 #101, an LS was sent to SA3 [1] with some working assumptions taken by RAN2 on key handling for the resume procedure, and SA3 was asked whether they had concerns about them.  In response to this LS, SA3 sent a set of 3 requirements to be verified against the working assumptions [2].  It should therefore be interpreted that SA3 is ok with the current working assumptions as long as they do not violate any of these security requirements. These requirements are discussed in more details below to further determine impacts to RAN2.  
There are a number of benefits of providing NCC in suspend and having the UE generate the new key immediately during resume that were discussed in the last few RAN2 meetings:
· MSG4 can already be ciphered and integrity protected 

· Small data transmission (to be considered post-Rel15) can be handled more easily

· The gNB already has the {NH, NCC} pair at the time the UE is suspended, and providing the UE with this information immediately is more logical

Given these benefits, we should confirm the working assumption unless they do not allow satisfying the security requirements from SA3. 

Observation 1:
Based on SA3 LS, RAN2 working assumptions on key handling in INACTIVE should be confirmed unless the requirements in SA3’s last LS cannot be satisfied.  

I-RNTI must always be sent ciphered  

An agreement from RAN2#98 which has not been revisited is the question of ciphering of MSG4.

RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1

One of the requirements from SA3 is that the I-RNTI, when provided to the UE, is always sent in a ciphered RRC message.  The I-RNTI can be provided in the RRCRelease message that suspends the UE to RRC_INACTIVE, and this message is always ciphered (sent on SRB1 while in RRC_CONNECTED).  
In addition, a UE could receive I-RNTI during a RNAU procedure when the UE enters a new RNA.  Strictly speaking, a UE performing a periodic RNAU (while staying in the same RNA) does not need to change its I-RNTI, and so MSG4 for this case could be sent unciphered.  However, this would require different UE handling of MSG4 depending on whether the RNAU is a periodic or a result of a change of RNA.  Given RAN2 decided to use a single establishment cause for both periodic RNAU or change of RNA, having the two procedures as common as possible would be preferred.

In addition, RAN2 understanding based on recent agreements is that:

· RRCReject (e.g. congestion case, where the context is not retrieved) over SRB1 is not supported for Rel-15

· For successful resume case, MSG4 is sent ciphered because it may contain RRC reconfiguration 

· Context fetch occurs for both periodic RNAU and RNAU when moving to different RNA.

Proposal 1:
Confirm “RAN2 aim”: during a successful resume or successful RNAU, MSG4 is always sent sent on SRB1 and is always ciphered. 

Security Algorithm Negotiation must be possible
During resume from RRC_INACTIVE, it should be possible for the target gNB to change the security algorithm used in the source.  In the LS from SA3, it was left to RAN2 to decide how the negotiation/change is performed.  A number of options are possible for this case:

· Option 1 - Fallback to setup:  This procedure is already specified for the case where the context cannot be retrieved by the target gNB.
· Option 2 - Resume to connected and change with intra-cell HO: The new gNB could allow the UE to enter RRC_CONNECTED and then change the security algorithm using a reconfiguration with sync procedure.  This procedure is already supported by SA3 (see [4], section 6.7.3.1) for the case where an Xn handover where target gNB receives new 5G security capabilities from the AMF.  No additional specification effort at the RAN is required.  
· Option 3 - New Security algorithm configuration and NCC in resume message: The new gNB can send the new security algorithm in the resume message (encrypted and integrity protected using the old security algorithm).  This is similar to the case where the target gNB selects a different security algorithm than used in the source and indicates this in the HO command. 
· Option 4 - Use of the “SMC+reconfiguration” procedure: At the last RAN2 meeting, a solution for re-establishment was agreed whereby the UE receives an unciphered re-establishment message with a new NCC followed by a reconfiguration message to establish SRB2 and DRBs without waiting for MSG5.  During the email discussion, there was a proposal by some companies to reuse this procedure also for change of security algorithm during resume.   
While option 1 is required for the case where the target node does not support the security algorithm of the source (rare case), options 2 and 3 are possible for the main cases of the target selecting a different security algorithm due to preference, the analogous approaches are both already supported by SA3 for Xn HO.  Options 2 and 3 are  also preferable to option 1 since they do not require require the UE to delete its entire context.  Regarding option 4, we think the same can be achieved with a single RRC message using option 3.  The reason option 4 was used for the re-establishment case is that the for re-establishment, SRB1 first needed to be re-established by sending a new NCC, while in the case of RRC_INACTIVE, SRB1 is already available.
Furthermore, we do not see any security issues with the use of any of options 2 or 3 (despite the use of the non-preferred security algorithm for MSG4 transmission) since SA3 has already agreed to similar solution for the Xn HO case.

Observation 2:
Change of security algorithm during resume can be handled by fallback to setup, intra-cell HO, or configuration of the new security context in MSG4 (ciphered and integrity protected using the old security context).  

For resume to RRC_CONNECTED, similar to the case of Xn HO specified in [4], we think supporting both option 2 and option 3 would be beneficial.  If the target gNB (upon fetching the context), decides to change the security algorithm, it can do so in the resume procedure without the need for an extra step of intra-cell HO.  Instead, if during the path switch that occurs after MSG4 transmission the gNB receives new security capabilities from the AMF, the intra-cell HO will then be performed in this case.  We think it would be beneficial to support both cases. 

For the case of RNAU, we think there is no need for considering the change in security algorithm at this point, since the UE may again change to a different gNB at a later time.

Proposal 2:
The UE can receive a new security algorithm in a protected resume message during a successful transition to RRC_CONNECTED.  
Two-hop forward security for mobility scenarios
The last requirement from SA3 is that mobility scenarios during RRC_INACTIVE should maintain 2-hop forward security.  This is the requirement that a gNB cannot determine the key that will be used by another gNB after 2 mobility events.
For the case of successful resume to RRC_CONNECTED, the two-hop forward security is always met with the current RAN2 working assumptions since the UE will receive the new NCC (obtained by the target gNB directly from the AMF) in the subsequent suspend or HO command.  The source gNB cannot predict the key for the next gNB in this case. 

For the successful RNAU case, as observed in the email discussion, the requirement can be met only if the UE receives MSG4 after the CN path switch at the network.      
Observation 3:
Delivering NCC in suspend requires completion of path switch prior to suspending the UE, for the case of successful RNAU.

Although there is no security violation, the UE performing successful RNAU will need to wait for completion of a path switch before receiving MSG4.  While this may seem a concern on UE power consumption, the UE is still required to wait for context fetch over Xn, and so enhancements to avoid this additional latency does eliminate the latency associated with RNAU completely.  In addition, a large majority of RNAUs could be performed to the same PDCP entity in the NW (same CU, and therefore same hop), so the problem does not occur consistly.  

The alternative of providing NCC during the RNAU instead of the previous suspend would eliminate the benefits already mentioned and introduce a more complex resume procedure where MSG4 on SRB1 cannot be fully ciphered. 
Observation 4:
Reversing working assumptions to enhance power consumption of only some RNAUs will increase complexity of resume procedure.

Finally, in the case of failed resume or RNAU (RRCReject sent on SRB0), there should be no need for providing a new NCC in MSG4.  The UE can derived the new key based on the stored NCC (even if the subsequent resume is attemted in a different target) since the target gNB never utilized the new key when rejecting the UE. 
Proposal 3:
A UE receiving a reject to resume or reject to RNAU does not receive a new NCC and does not update its key for subsequent resume/RNAU attempts.  

Use of same key at different nodes
In addition to the above security requirements, some companies had concerns about the use of the new key for generation of the MAC-I.  Since RAN2 assumes the context is verified by the source gNB, the source gNB would need to use the new key to verify the context, while the target gNB uses the new key to generate MSG4.  
Use of the same key in two different nodes is not allowed by SA3 to avoid attack to a UE by a fake gNB (which may have determined the key of a real gNB).  However, in the case of verification of the context, the source gNB is not using the new to send any encrypted/integrity protected data to the UE.  Furthermore, even for the case of Xn handover, the source gNB generates the new key that is used directly by the target, so the source gNB knows the key used in the next hop. 

Observation 5:
Verification of UE context integrity by the old gNB using new key does not violate SA3 security requirement of using the same key in two different nodes.

Based on the above observations, we think it would be possible to confirm the working assumptions taken by RAN2.

Proposal 4:
Confirm working assumptions from RAN2 #101: 1) NCC provided when the connection is suspended; 2) New key is derived based on the NCC received in the suspend message and used for calculation of MAC-I in MSG3.

3 Conclusion

In this contribution the following observations were made for Inactive security:

Observation 1:
Based on SA3 LS, RAN2 working assumptions on key handling in INACTIVE should be confirmed unless the requirements in SA3’s last LS cannot be satisfied.  

Observation 2:
Change of security algorithm during resume can be handled by fallback to setup, intra-cell HO, or configuration of the new security context in MSG4 (ciphered and integrity protected using the old security context).  

Observation 3:
Delivering NCC in suspend requires completion of path switch prior to suspending the UE, for the case of successful RNAU.

Observation 4:
Reversing working assumptions to enhance power consumption of only some RNAUs will increase complexity of resume procedure.

Observation 5:
Verification of UE context integrity by the old gNB using new key does not violate SA3 security requirement of using the same key in two different nodes.

Based on these observations, the following conclusions were made:

Proposal 1:
Confirm “RAN2 aim”: during a successful resume or successful RNAU, MSG4 is always sent sent on SRB1 and is always ciphered. 

Proposal 2:
The UE can receive a new security algorithm in a protected resume message during a successful transition to RRC_CONNECTED.  

Proposal 3:
A UE receiving a reject to resume or reject to RNAU does not receive a new NCC and does not update its key for subsequent resume/RNAU attempts.  

Proposal 4:
Confirm working assumptions from RAN2 #101: 1) NCC provided when the connection is suspended; 2) New key is derived based on the NCC received in the suspend message and used for calculation of MAC-I in MSG3.
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