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1	Introduction
At RAN2#101bis, access control aspects of AS-triggered events was discussed and the following was agreed: 

Agreements for NR and LTE/5GC
1: UE AS sets the resume cause value corresponding of RNA update (i.e. specified in 38.331)
2: UE AS maps RNA update to the corresponding access category, and perform a barring check for the mapped access category (i.e. specified in 38.331)
FFS Whether to use access category 3 for MO-signalling or a standardised RAN specific access category.

[101bis#03][NR] LS to CT1 on AC (Intel)
	Inform CT1 of our agreements on AC for AS triggered events 
	Intended outcome: 
	Deadline:  Thursday 2018-04-26 

The AS-triggered events discussion was focused on RNA update, as this is assumed to be the only AS-triggered event subject to access barring check. 
But how RRC resume triggered by uplink user data is handled by e.g. access control has not been explicitly discussed yet in RAN2. At RAN2#101 in Athens, there was an agreement on NAS-triggered events:
	Agreements for NR and LTE/5GC 
17   For connected mode/inactive and IDLE, the AS/NAS modelling for access control for NAS triggered events is:
-     NAS is responsible for the determination of access identities and access categories and cause value, and provides one or more access identities and one access category to lower layers for the given access attempt;
-	AS is responsible for access barring check and indicate whether the access attempt is barred or not to NAS layer;
-	It is NAS layer to perform how to stop/allow service transmission based on ACB checking result from AS layer;



In our understanding, this agreement on NAS-triggered events also applies for UL data and we want to have this confirmed by RAN2. However, this needs also to be confirmed by CT1, as it seems they have not yet in their specification included all UL data events that from AS point of view should be subject to access control in order to protect RAN from overload.
This contribution discusses this issue further, including a model for the AS-NAS interaction, seen from specification point of view, and proposes to send an LS to CT1.  

[bookmark: _Ref178064866]2	Discussion
2.1	UE model for AS-NAS interactions
In Figure 1 below we illustrate how our understanding is how uplink data triggered resume should be modelled from specification point of view. Note that while we think that this model would be the cleanest from specification point of view it would not imply restrictions on different UE implementations.
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[bookmark: _Ref513634649]Figure 1: UE model for AS-NAS interactions at UL data triggered resume

In order to explain our reasoning behind this AS-NAS model, we below discuss in particular the following:
· [bookmark: _Hlk513017593]for which cases is access barring check to be performed for RRC resume triggered by uplink data in RRC_INACTIVE?
· how is an access attempt identified, given that there may be exceptions for e.g. ongoing emergency sessions?
· for an identified access attempt, how the proper access category selected and how is access barring check triggered?
· how is the RRC resume cause determined in case uplink user data triggers the resume request?
· which layer should trigger the RRC resume procedure at uplink user data: AS or NAS?

[bookmark: _Hlk513028441]2.2	The need for access barring check for RRC resume triggered by uplink data in RRC_INACTIVE
[bookmark: _Hlk513028688]The RRC_INACTIVE state has been introduced in order to minimize the signalling at transition to RRC_CONNECTED, thereby reducing the corresponding latency, power consumption and resource utilization. Each such transition from RRC_INACTIVE to RRC_CONNECTED will however cause load on RAN level to perform the needed RACH procedure and RRC signalling. It is likely that many UEs will be in RRC_INACTIVE state and they may then remain there for a long time. The load caused by resume requests from UEs in RRC_INACTIVE will thus correspond to a considerable amount of the total load on RAN, potentially higher than the total load caused by connection requests by UEs in RRC_IDLE.
[bookmark: _Toc513643348]The load caused by resume requests from UEs in RRC_INACTIVE may correspond to a considerable amount of the total load on RAN, potentially higher than the total load caused by connection requests by UEs in RRC_IDLE.
RAN2 has already agreed that RNA update should be subject to access barring check. All events that trigger a transition from RRC_INACTIVE to RRC_CONNECTED need typically to be subject to access control/barring check, just as it is done for transitions from RRC_IDLE to RRC_CONNECTED. Otherwise the possibility to prevent accesses at RAN overload scenarios will be drastically limited. 
It may argued that an ongoing PDU session which has already been authorized by access control, should not be subject for yet another access barring check, just because the UE state was temporarily changed to RRC_INACTIVE due to e.g. inactivity, as this may cause "double barring". But a UE that is moved to RRC_IDLE due to inactivity is already subject to access barring check before entering RRC_CONNECTED. In a corresponding way, a UE which a network choose to move to RRC_INACTIVE rather than RRC_IDLE should also be subject to access barring check.
Especially when considering long-lived PDU sessions (for days or even weeks), we don't think that the intention of unified access control is that once a PDU session is admitted into the system, the access barring authorization is valid indefinitely. Assuming that a UE has an ongoing PDU session and access barring check is not performed when transiting from RRC_INACTIVE to RRC_CONNECTED, in case of network overload, RAN would need to release these UEs to RRC_IDLE in order to prevent them to go to RRC_CONNECTED. But in order to release a UE in RRC_INACTIVE, it has to be paged, then once in RRC_CONNECTED, it can be released. In case of RAN overload this will cause even more load than let them stay in RRC_INACTIVE. So, to perform "re-authorization" of existing PDU sessions in RRC_INACTIVE when a transition to RRC_CONNECTED is triggered is a way to mitigate RAN overload. 
We propose therefore:
[bookmark: _Toc513643353]RRC resume triggered by uplink data in RRC_INACTIVE should be subject to access control.
2.3	Identification of an access attempt
CT1 has so far specified a number of access attempts in TS 24.501 [4]. In subclause 4.5.1, it is stated:
[bookmark: _Toc508876819]4.5.1	General
When the UE wants to access the 5GS, the UE must first perform access control checks to determine if the access is allowed. Access control checks shall be perfomed for the access attempts defined by the following list of events:
a)	the UE is in 5GMM-IDLE mode over 3GPP access and an event that requires a transition to 5GMM-CONNECTED mode occurs; and
b)	the UE is in 5GMM-CONNECTED mode over 3GPP access or 5GMM-CONNECTED mode with RRC inactive indication and one of the following events occurs:
1)	5GMM receives an MO-MMTEL-voice-call-started indication, an MO-MMTEL-video-call-started indication or an MO-SMSoIP-attempt-started indication from upper layers;
2)	5GMM receives a request from upper layers to send a mobile originated SMS over NAS unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode;
3)	5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session establishment unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode;
4)	5GMM receives a request from upper layers to send an UL NAS TRANSPORT message for the purpose of PDU session modification unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode; and
5)	5GMM receives a request to re-establish the user plane for an existing PDU session.
NOTE 1:	5GMM specific procedures initiated by NAS in 5GMM-CONNECTED mode are not subject to access control. E.g. a registration procedure after PS handover will not be prevented by access control.
Editor's note:	Whether other events need to be considered in 5GMM-CONNECTED mode or 5GMM-CONNECTED mode with RRC inactive indication, is FFS.

[bookmark: _Hlk513038758]In the 5GMM state "5GMM-CONNECTED mode with RRC inactive indication", in the RRC layer corresponding to RRC_INACTIVE state, referring to the events 1)-5) above:
event 1) is seen by AS as user data
events 2-4) are all seen by AS as NAS signalling
event 5) would trigger a SERVICE REQUEST procedure in order to "re-active user plane" in the network and is therefore also seen by AS as NAS signalling.
With respect to event 5), we want to clarify that as UE in RRC_INACTIVE with a gNB UE context has typically already a "user plane" established from NAS point of view in order for the transition to RRC_CONNECTED to be quick and lightweight, a resume triggered by upink data is typically not mapped to event 5).
[bookmark: _Hlk513018011]This means that except for e.g. MMTEL voice or video calls and SMSoIP, the current situation in CT1 is that uplink data triggered transition from RRC_INACTIVE to RRC_CONNECTED will not be identified as an access attempt in NAS.
[bookmark: _Toc513643349][bookmark: _Hlk513030540]With some exceptions, uplink data triggered transition from RRC_INACTIVE to RRC_CONNECTED is currently not identified as an access attempt in NAS.
If those cases are not identified by NAS, could these by identified as access attempts by AS instead? However, AS does not have all the information in order to correctly identify an access attempt and determine access category. For example, the event 1) above will be identified by NAS as an access attempt and an access barring check will be performed before user packets enters the AS layer caused by the recently authorized the MMTEL call. In this case of uplink data the RRC layer should not do a second access barring check, but for other cases it should. It will also become very clear below that RRC cannot select the access category and there are also exceptions when access barring check is not performed at all. 
In subclause 4.5.5 TS 24.501 a number of exceptions are specified where an event above is not subject to access barring check (i.e. not identified as an access attempt), or is mapped to another category, due to an ongoing service which has already passed access barring check. Those exceptions are, for example:
- An ongoing emergency service
- An ongoing MMTEL voice or video call
[bookmark: _Toc513643350]There are exceptions specified in NAS which may affect how uplink data triggered transition from RRC_INACTIVE to RRC_CONNECTED is handled by access control.
We propose:
[bookmark: _Hlk513038256][bookmark: _Toc513643354]In order to avoid double barring and to handle exception cases, detection of access attempt caused by uplink data triggered transition from RRC_INACTIVE to RRC_CONNECTED should be performed by NAS.
2.4	Selection of access category and triggering of access barring check 
We think that, rather to always use the same access category (e.g. MO data") the access category selected should reflect the PDU session for which the uplink data that triggers RRC resume belongs. 
For example, uplink data belonging to an MMTEL voice call should use access category 4 (= MO MMTel voice) while an uplink packet matching a criteria for an operator-defined access category should use that specific operator-defined access category.
There are exceptions specified in NAS which may affect how uplink data triggered transition from RRC_INACTIVE to RRC_CONNECTED is handled by access control. We then observe
[bookmark: _Toc513643351]Exception cases specified in NAS may affect which access category that is selected for uplink data.
We think that in order to provide differentiation, and since there are a number of exception cases, the cleanest approach is that the determination of access category for uplink data triggered RRC resume is to be performed in NAS. We propose:
[bookmark: _Hlk513038278][bookmark: _Toc513643355]The determination of access category for uplink data triggered RRC resume is to be performed by the NAS layer.
Upon UL data in RRC_INACTIVE, if the NAS layer identifies the access attempt and determines access category it is natural that NAS also triggers access barring check, as for other cases in RRC_INACTIVE:
[bookmark: _Toc513643356]NAS triggers access barring check in case of uplink data triggered RRC resume
2.5	Selection of resume cause
RAN2 has agreed a number of values for establishment cause and in the running CR on connection control [5], there are also a number of values described for the RRC resume cause as well:

-- FFS Which additional resume causes are supported: delayTolerantAccess, RNA Update, periodic RNA Update, MO video, MO SMS, etc.
ResumeCause ::=				ENUMERATED {
										emergency, highPriorityAccess, mt-Access, mo-Signalling,
										mo-Data, mo-VoiceCall,spare1, spare2, spare3, spare4, 
										spare5, spare6, spare7, spare8, spare9, spare10}


[bookmark: _Hlk513032530]RRC does not have the information to set the value of the resume case, except for the RNA update case. In order to set a proper value for RRC resume cause in case of all the other cases, NAS would need to provide an "Establishment cause" upon transition from RRC_INACTIVE to RRC_CONNECTED, when triggered by uplink data as well as NAS signalling.
As part of recent agreements on how to determine establishment cause, CT1 has still an FFS in TS 24.501 on how to determine the resume cause [7]:
“If the lower layers indicate that the access attempt is allowed, the NAS shall:
1)   determine the RRC establishment cause from one or more determined access identities , the access category following the subclause 4.5.X, table 4.5.X.1, and provide the RRC establishment cause to lower layers, if the UE is in 5GMM-CONNECTED mode with RRC inactive indication; and
Editor's note: It is FFS whether it is the NAS layer or the AS layer, which needs to determine the RRC establishment cause (or the RRC resume cause) when transiting over 3GPP access from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode due to an uplink use-data packet via re-activated PDU session.”
We therefore propose:
[bookmark: _Hlk513038302][bookmark: _Toc513643357]NAS would need to provide an "Establishment cause" upon transition from RRC_INACTIVE to RRC_CONNECTED, when triggered by a NAS event such as uplink data as well as NAS signalling
In [6], we discuss further the values for resume cause.
2.6	Which layer should trigger the RRC resume
Above we have said that:
· Identification of access attempt caused by uplink data triggered transition from RRC_INACTIVE to RRC_CONNECTED should be performed by NAS
· The determination of access category and triggering of access barring check for uplink data triggered RRC resume is to be performed by the NAS layer
· NAS would need to provide an "Establishment cause" upon transition from RRC_INACTIVE to RRC_CONNECTED, when triggered by uplink data as well as NAS signalling
When reviewing the old RAN2#101 agreement #17 on AS/NAS modelling for access control for NAS-triggered events (as copied into section 1 of this contribution) , we see that the above statements corresponds to this old agreement when applied for UL data. We therefore propose:
[bookmark: _Toc513643358]To confirm that the RAN2#101 agreement #17 on AS/NAS modelling for access control for NAS-triggered events also applies for UL data.
From TS 24.501 it is also clear that:
[bookmark: _Toc513643352]NAS is aware of that RRC is in RRC_INACTIVE state, due to the existence of 5GMM-CONNECTED mode with RRC inactive indication.
The UE is aware of that there is uplink data for an ongoing PDU session. If we agree on that e.g. access attempt detection, access category determination and triggering of barring check is to be specified in NAS, NAS needs to also be aware of for which PDU session the UL data triggering the RRC resume belongs. 
To simplify interactions between the AS and NAS specifications, it would be cleanest if the NAS specifications specifies the triggering of transition to RRC_CONNECTED from RRC_INACTIVE caused by also UL data. We think that while this results the cleanest specifications, how NAS is aware of that there is uplink data in RRC_INACTIVE should be left to UE implementation:
[bookmark: _Toc513643359]How NAS is aware of that there is uplink data in RRC_INACTIVE should be left to UE implementation.
Then we propose:
[bookmark: _Toc513643360]NAS triggers the transition from RRC_INACTIVE to RRC_CONNECTED, when triggered by uplink data.
An LS needs to be sent to CT1 to confirm the same understanding and that this is captured in NAS specifications. In [3], we provide a draft LS.
[bookmark: _Toc513643361]Send an LS to CT1 to confirm that they have the same understanding on how uplink data transfer RRC resume of handled in particular with respect to access control and setting of establishment cause.
3	Conclusion
In the previous sections we made the following observations: 
Observation 1	The load caused by resume requests from UEs in RRC_INACTIVE may correspond to a considerable amount of the total load on RAN, potentially higher than the total load caused by connection requests by UEs in RRC_IDLE.
Observation 2	With some exceptions, uplink data triggered transition from RRC_INACTIVE to RRC_CONNECTED is currently not identified as an access attempt in NAS.
Observation 3	There are exceptions specified in NAS which may affect how uplink data triggered transition from RRC_INACTIVE to RRC_CONNECTED is handled by access control.
Observation 4	Exception cases specified in NAS may affect which access category that is selected for uplink data.
Observation 5	NAS is aware of that RRC is in RRC_INACTIVE state, due to the existence of 5GMM-CONNECTED mode with RRC inactive indication.

Based on the discussion in the previous sections we propose the following:
Proposal 1	RRC resume triggered by uplink data in RRC_INACTIVE should be subject to access control.
Proposal 2	In order to avoid double barring and to handle exception cases, detection of access attempt caused by uplink data triggered transition from RRC_INACTIVE to RRC_CONNECTED should be performed by NAS.
Proposal 3	The determination of access category for uplink data triggered RRC resume is to be performed by the NAS layer.
Proposal 4	NAS triggers access barring check in case of uplink data triggered RRC resume
Proposal 5	NAS would need to provide an "Establishment cause" upon transition from RRC_INACTIVE to RRC_CONNECTED, when triggered by a NAS event such as uplink data as well as NAS signalling
Proposal 6	To confirm that the RAN2#101 agreement #17 on AS/NAS modelling for access control for NAS-triggered events also applies for UL data.
Proposal 7	How NAS is aware of that there is uplink data in RRC_INACTIVE should be left to UE implementation.
Proposal 8	NAS triggers the transition from RRC_INACTIVE to RRC_CONNECTED, when triggered by uplink data.
Proposal 9	Send an LS to CT1 to confirm that they have the same understanding on how uplink data transfer RRC resume of handled in particular with respect to access control and setting of establishment cause.
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