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Introduction
It is agreed that NW can reply UE’s RRC resume request message with RRC reject message, in the latest running CR, it is still FFS about the UE actions upon receiving RRCReject message, this contribution will discuss to solve this FFS and give corresponding modification on the CR 38.331. 
Discussion
Upon UE receiving RRCReject in response to RRCResumeRequest message from network, the UE should stay in inactive state. That is the UE should align to the state upon UE receiving RRCRelease message containing SuspendConfig IE.
In the current running CR, the action of UE receiving RRCRelease including SuspendConfig in 5.3.8.3[1], and the action of UE initiating of RRC resume procedure in 5.3.13.2[1] and 5.3.13.3[1], and the action UE receiving RRCReject message in response to RRCResumeRequest message in 5.3.13.8[1], are summarised and listed in following table:
Table 1 UE action upon RRC connection suspension/resumption and reject to RRC resume request
	configuration
	UE action

	
	suspend
	Resume request
	reject

	L1/L2
	re-establish RLC entities for all SRBs and DRBs
reset MAC
	apply L1/L2 default configurations
apply the CCCH configuration as specified in 9.1.1.2
	reset MAC and release the MAC configuration

	timer
	start timer T380
	start timer T319
stop timer T380
	stop timer T319
start timer T302

	AS context
	store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, SDAP configuration, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source Pcell
	restore the RRC configuration and security context from the stored UE AS context

	No action

	security
	configure lower layers to suspend integrity protection and ciphering
	update the KgNB key based on the current KgNB or the NH, using the storednextHopChainingCount value, as specified in TS 33.501 [11]
Editor’s Note: FFS How to handle the case of Reject
derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key
configure lower layers to resume integrity protection for all radio bearers except SRB0 using the previously configured algorithm and the KRRCint key and KUPint key immediately
configure lower layers to resume ciphering for all radio bearers except SRB0 and to apply the previously configured ciphering algorithm
	No action

	RB
	suspend all SRB(s) and DRB(s), except SRB0
	restore the PDCP state and re-establish PDCP entities for SRB1
resume SRB1
	No action


Comparing the 3 columns in table, upon UE initiates the resume request procedure, UE resumes the SRB1, and restores the RRC configuration and security context, updates the KgNB key based on the current KgNB or the NH, derives the key KRRCenc, KRRCint, KUPint and KUPenc and stops T380, starts t319. Upon UE receiving the RRCReject, we find:
· MAC has reset like in RRC suspension
·  For timer
· T319 which starts upon UE sends RRCResumeRequest message has been stopped
· T380 is not started like that in RRC suspension procedure, considering periodic RNAU it should be started with the stored value.
· For AS context, the RRC configuration and security context has been restored from the stored UE AS context, no action is performed when NW reject UE to resume RRC connection. So the context is still stored.
· For security:
· the KgNB has been updated based on the the current KgNB or the NH, and keys KRRCenc, KRRCint, KUPint and KUPenc are derived from KgNB , no action is specified for UE upon receiving RRCReject.
· The lower layers were configured to use integrity protection and ciphering, but it is not configured to be suspended the security to lower layers. The lower layers should be configured to suspend the security again.
· For RB, the SRB1 is resumed when UE sends RRCResumeRequest message, but it is not suspended again after UE receiving RRCReject. The SRB1 should be suspended.
It is obvious that the handling of the timer T380, the configuration of integrity protection and ciphering for lower layers and SRB1 should be recovered to the state of them upon the RRC suspension, but for the updated key it is FFS. As the updated KgNB is changed with the change of the cell which is reselected to resume RRC connection, so the updated KgNB is invalid for UE initiating RRC resume in next reselected cell, it can be considered as temporary context, so when UE is rejected to stay in inactive, the updated KgNB and the keys (KRRCenc, KRRCint, KUPint and KUPenc) derived from the KgNB should be discarded. 
Proposal 1: Upon UE receiving RRCReject in response to RRCResumeRequest, the temporary security context (previously restored resumeMAC-I and KgNB key) and the keys (KRRCenc key, the KRRCint, the KUPint key and the KUPenc) should be discarded.
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Combined the above analysis, the additional UE actions upon receiving RRCReject message in response to RRCResumeRequest is summarised as following:
Proposal 2: Upon UE receiving RRCReject in response to RRCResumeRequest, UE shall:
· suspend SRB1;
· start timer T380, with the timer value set to the stored periodic-RNAU-timer;
· discard the temporary security context (previously restored resumeMAC-I and KgNB key) and the keys (KRRCenc key, the KRRCint, the KUPint key and the KUPenc);
· configure lower layers to suspend integrity protection and ciphering.
Conclusion
In this contribution, we propose:
Proposal 1: Upon UE receiving RRCReject in response to RRCResumeRequest, the temporary security context (previously restored resumeMAC-I and KgNB key) and the keys (KRRCenc key, the KRRCint, the KUPint key and the KUPenc) should be discarded.
Proposal 2: Upon UE receiving RRCReject in response to RRCResumeRequest, UE shall:
· suspend SRB1;
· start timer T380, with the timer value set to the stored periodic-RNAU-timer; 
· discard the temporary security context (previously restored resumeMAC-I and KgNB key) and the keys (KRRCenc key, the KRRCint, the KUPint key and the KUPenc);
· configure lower layers to suspend integrity protection and ciphering.
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5.3.13.8	Reception of the RRCReject by the UE
The UE shall:
1>	stop timer T319;
1>	reset MAC and release the MAC configuration;
1>	start timer T302, with the timer value set to the waitTime;
1>	if RRCReject is sent in response to an RRCResumeResquest triggered by upper layers;
2> suspend SRB1;
2> start timer T380, with the timer value set to the stored periodic-RNAU-timer; 
2> discard the temporary security context (previously restored resumeMAC-I and KgNB key) and the keys (KRRCenc key, the KRRCint, the KUPint key and the KUPenc); 
2> configure lower layers to suspend integrity protection and ciphering;
2>	inform upper layers about the failure to resume the RRC connection and access control related information, upon which the procedure ends;
Editor’s Note: FFS UE actions if RRCResumeRequest is not triggered by upper layers.
Editor’s Note: FFS Additional UE actions upon receiving RRCReject e.g. T380 handling, SRB1 suspension, etc.
Editor’s Note: FFS Which access control related information is informed to higher layers.
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