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1. Introduction 
RAN2#101 made following agreements regarding DRB IP check:
	Agreements for EN-DC

1:
Integrity protection of DRB is not supported for EN-DC. 

Agreements for SA 

2:
Any data packet failing integrity check is discarded by PDCP.

3:
It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.

4:
In NR UE capability signalling add a code point for support of the full data rate of the UE.

5:
Signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.

6
Some description of the max DRB-IP data rate should remain visible in the AS specs (either 38.306 or 38.300). Details TBD.




And has following FFS:

	FFS: After detecting [N] IP failures the UE reports the failure to the network.

FFS: Whether N=1 or >1, whether the report indicate the DRB that has failed


Further there was an offline discussion led by Intel [1] and proposed following for discussion:

	R2-1804010
Report of offline discussion #36 on DRB IP failure reporting
Intel Corporation (rapporteur). The following is summary of the offline discussion:

For CRC check failure related IP failures, no further action is needed beyond discarding the packet from security perspective.

Any kind of attack seems quite difficult and it is not clear how and what an attacker can actually do.

When there is a detected IP failure, discarding the packet provides all necessary protection.

There may be some rare possibilities, from an attack or otherwise, which can result in HFN desync.  This can result in sustained failure even after the attack has stopped.

The only recovery mechanism for HFN desync is to release and add the DRB (or Full configuration) 
A single report of IP failure cannot be a guaranteed solution for recovery.  Repeated indication until recovery is needed to ensure that the real network gets this message (when the attack goes away) and take recovery action.

The other benefit of failure reporting mentioned was simply to inform the network for logging purpose (not protocol recovery)


In this contribution we address HFN desync and the need to report DRB IP check failure.
2. Discussion

HFN desync

HFN desync is not a new issue and LTE 36.300 has the following statement for HFN desync:
	In case of HFN de-synchronisation in RRC_CONNECTED mode between the UE and eNB, the UE is pushed to IDLE.


This text has been discussed many times in the past but no changes have been agreed and the text stays as it is. So, we propose to have similar handling as LTE unless there is a new motivation to have different behaviour. It was also discussed in the offline discussion if release and add of DRB can be done as a solution. We think both options i.e. LTE baseline and release/add are possible but can be left to network implementation like in LTE.
Proposal 1: HFN de-synchronisation in RRC_CONNECTED mode between UE and gNB is solved by network implementation.
DRB IP check failure reporting
It is our understanding that DRB IP check and Counter check reporting to some extent have the same purpose from radio protocols point of view i.e. to detect and possibly report any packet insertion by a middle man. The failure handling for counter check procedure if the eNB detects a mismatch is highlighted below:
	7.5
Signalling procedure for periodic local authentication

The following procedure is used optionally by the eNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the eNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message.

The eNB is monitoring the PDCP COUNT values associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined by the visited network. All messages in the procedure are integrity protected.
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Figure 7.5-1: eNB periodic local authentication procedure

1.
When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the eNB. The Counter Check message contains the most significant parts of the PDCP COUNT values (which reflect amount of data sent and received) from each active radio bearer.

2.
The UE compares the PDCP COUNT values received in the Counter Check message with the values of its radio bearers. Different UE PDCP COUNT values are included within the Counter Check Response message.

3.
If the eNB receives a counter check response message that does not contain any PDCP COUNT values, the procedure ends. If the eNB receives a counter check response that contains one or several PDCP COUNT values, the eNB may release the connection or report the difference of the PDCP COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.



It is clear that there is no conclusive action from eNB point of view. We assume that this is due to the fact that such attacks are rare and even if such an attack occurs then it is sufficient for eNB to report to even O&M so that operator can manually investigate the attack. There is no need to define a signalling solution.

Observation1: Counter check failure has no standardised action defined for eNB implementation. Such attacks are rare and if they occur then they probably need manual investigation possibly with high priority (but no signalling solution needed).

If we assume similar baseline for DRB IP check failure in the UE then we don’t have counter check procedure in NR and currently there is no RRC message defined for reporting of DRB IP check failure. Although, we share the view from others that network must be aware of DRB IP check failure.
Proposal 2: DRB IP check failure shall be reported to the network

Reporting mechanisms

We don’t think that RAN2 should standardise a detailed mechanism of counting the number of DRB IP check failed packets and standardise a threshold before sending a report to the network as it is an overkill considering such attacks are rare and we won’t have a well-defined action for gNB. We therefore propose that UE log such failure and send an indication that DRB IP check has failed at the next available signalling opportunity (discarding of such packets has already been agreed).
Proposal 3: UE log DRB IP check failure and report it at the next available signalling opportunity 
The next signalling opportunity for a UE could be Connected -> Idle -> Connected transition. Alternatively, NR specifies UEInformationRequest/ Response procedure and enhance it to include DRB IP check reporting.

From signalling point of view, one concern for counter check procedure was that the message should be integrity protected so the chosen RRC message for DRB IP check should also have integrity protection enabled.
Proposal 4: The chosen RRC message to inform DRB IP check failure should be integrity protected
3. Conclusion
We propose RAN2 to discuss and agree on following observations and proposals:

Proposal 1: HFN de-synchronisation in RRC_CONNECTED mode between UE and gNB is solved by network implementation.
Observation1: Counter check failure has no standardised action defined for eNB implementation. Such attacks are rare and if they occur then they probably need manual investigation possibly with high priority (but no signalling solution needed).
Proposal 2: DRB IP check failure shall be reported to the network

Proposal 3: UE log DRB IP check failure and report it at the next available signalling opportunity. 

Proposal 4: The chosen RRC message to inform DRB IP check failure should be integrity protected.
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