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1. Overall Description:

RAN2 is discussing integrity protection (IP) for DRBs in Standalone NR.  UE can support integrity protection up to 64kb/s or the max data rate supported by the UE based on UE capability.  Integrity check can be activated at PDU session level, that is, for all DRBs within a PDU session in NR.  RAN2 has already agreed that the UE will discard any received packet which failed DRB integrity verification check.  The PDCP SN in the receiver is not updated for this DRB.  

RAN2 discussed whether it is necessary to report to the network when IP check failure is detected at the UE for a user plane packet but could not reach any consensus. IP verification may also fail due to residual error after CRC check and RAN2 has not discussed if it is feasible to identify the reason for the IP verification failure. 

RAN2 would like SA3’s feedback on the following question(s):

Question 1: Whether SA3  has a requirement for the UE reporting to the network when DRB integrity verification check failures are detected?  
Question 2: If the answer to question 1 is yes, then what are the requirements in terms of when (i.e., after how many failures and how often to send it) and what is to be included in this report?
2. Action:

To SA3.

ACTION: 
RAN2 respectfully asks SA3 to provide response to the aforementioned questions.
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