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Discussion and decision
1 Introduction

This is the report of Offline discussion #42 on Reestablishment procedure for NR.
Offline discussion to progress whether RRC re-establishment kind message is encrypted and if so how the key is derived. (Offline discussion #42, Intel, Thursday afternoon coffee break)

2 Discussion
(LTE baseline): reestablishment and reconfiguration message shall be sent separately;
In the meeting, RAN2 agreed to change reestablishment that 

	Agreements:

1
Re-establishment kind message is sent on SRB1 (with at least integrity protection) with the intention to allow re-establishment of DRBs without the network having to wait for the reception of re-establishment complete message.

2.
Newtork can response to the Reestablishment Request kind message with an RRC connection setup in case of RRC re-establishment failure.




Regarding how to recover SRBs and DRBs quickly in reestablishment procedure, based on R2-1804804 and R2-1805012, two solutions are available:

Solution 1 (R2-1804804): similar to SMC+reconfiguration; the network can send reestablishment kind message + reconfiguration;

· Based on reestablishment message (NCC inside), the UE recovers SRB1 and activates security;

· Based on reconfiguration message, the UE recovers SRB2 and DRB;

Since they are different procedure, UE processing delay should be counted separately; 

Solution 2 (R2-1805012): similar to resume; the network can send resume kind message and recovery SRB/DRB simultaneously;

· New key based horizontal key derivation should be used for the security protection (integrity and ciphering) for MSG 4;

If the RAN are no ok with the horizontal key derivation, HO should be used to update the key. 

Companies are invited to provide comments on these options:
	Company's name
	Preferred solution1 or 2?
	Remark

	OPPO
	Solution 3
	Solution 3: The resuming NCC is provided to the UE for RRC resume purpose when the UE is in the RRC_CONNECTED state. The resuming NCC can be used for RRC reestablishment purpose and RRC resume purpose for inactive state transition [R2-1804552].

For my understanding, the RRC reestablishment procedure and RRC resume procedure should have the same security priority. 

The old key may not safe, so RAN2 would like to have one new key for MSG 4 for security protected. However, if the old key is not safe, the KgNB* derived via old key and PCI, ARFCN is not safe enough. Because the PCI and ARFCN is easy to get for the attacker.

So we propose not to use the horizontal key derivation to get the new key for the MSG 3 and MSG 4.

In this way, we do not need to concern the NCC waste issue, because the new around NCC will be used with new key. We also think the security issue is the top 1 to consider in 5G.

	Huawei, HiSilicon
	Solution 1
	Solution 1 is easy to specifiy as it is almost like LTE.
For solution 2, some more work is needed.

There is one less RRC message, so this can avoid processing delay of one mesage. However, UE implementation can reduce this delay.

In case of re-establishment on another gNB (e.g. too late handover), if the last key derivation was horizontal, the network cannot perform re-establishment and must proceed with setup like from RRC_IDLE, which increases the delay.

Since solution 2 is more complex, has rather small benefits and can actually degrade performance of re-establishment in some case, we prefer solution 1. 

	Ericsson
	Solution 1 is already possible via implementation, thanks to existing agreements agreed 
	Solution 1 is already supported with the existing agreements, no need to re-discuss it. This is why the discussion is just whether we go few steps further and encrypt the reestablishment message.

The single argument for Solution 2 (optimization) was a potential “improvement” on UE processing delay. However, some UE vendors claimed this was not significant. 

On the top of that, considering reestablishment is a failure case, this is not worth the effort. Hence, we don’t see do not anything else.


	Qualcomm Incorporated
	Solution 1
	Solution 2 does not seem feasible.
It should be noted that the horizontal key derivation cannot be forced. Once the source gNB has unused {NH, NCC} pair, it has to be used in the next key derivation, according to SA3 specification.
This is the reason why RRC Re-establishment message has to carry NCC to provide the key synchronization point between the UE and the network. That would mean that the message itself cannot be encrypted.

	Intel
	Solution 2
	Solution 2 can avoid separate procedures as solution 1 and avoid additional processing delay. Regarding Horizontal key derivation, it already exists in intra/inter eNB HO. If the target node wants to change it to NH, HO can be used. 

	vivo
	Solution 1
	Solution 1 can properly work. And for the moment we did not see drawback of this solution 1. From our understanding, solution 2 is just an optimization, but not a fundamental solution. Without solution 2, the system can still work.so we do not see any requirement to introduce solution 2

	Nokia 
	Solution 2
	Solution 2 can minimize signaling and delay compared to solution 1. 

	ZTE
	Solution 1
	It seems solution 2 is really a minor (and non-essential) optimization for UE processing delay and this comes at the cost of mandating horizontal key derivation which is not acceptable from security perspective. 

	LG
	Solution 2
	Re-establishment procedure is, of course, for a failure case, but that case is also a normal situation for the UE as well. With this approach, we can decrease a time of service interruption, so that is can be a good motivation for doing enhancement in NR. 

	CATT
	Solution 1
	Solution 1 is an existing solution as LTE. Solution 2 is an optimization and needs more work, e.g. security issues. However, the improvement on reducing delay of solution 2 is not significant as the connection between gNB and AMF/UPF is maintained. And with solution 1, the network can also send reconfiguration message immediately after re-establishment message. There is no strong motivation to do the optimization.

	Samsung
	Solution 2
	Solution 2 improves the RRC processing delay. The MSG4 i.e. response to re-establishment kind message can be used for SRB/DRB resumption similar to the resume case. 

The shortMAC-I included in MSG3 i.e. re-establishment kind message is calculated by new key which is derived based on NCC in source cell (i.e. horizontal key derivation). The MSG4 i.e. the response message which resumes the SRB/DRB is integrity protected and encrypted with the new key used for shortMAC-I calculation.

Current signaling in LTE i.e. ReestablishmentInfo in internode message supports the functionality for solution 2. Therefore, solution 2 paves the way for harmonization of resume and re-establishment with minimum specification effort.

Solution 1 suffers the drawback that two messages are needed to resume SRB/DRB. This is not very efficient and can lead to processing delay and hence delays in resumption of DRB.


If option 2 is preferred, whether horizontal key derivation is sufficient? Or any other solution and how:

	Company's name
	Horizontal  key derivation, or other solution?
	Remark

	Intel
	Horizontal
	It is simple, no impact if the target node has no new NCC. If target node has new NCC and would like to use it, HO can be used. 

	Nokia
	
	NCC can be provided in the in the connection establishment phase and used in re-establishment just like in resume procedure

	LG
	Horizontal
	We think that horizontal key derivation would be sufficient.

	Samsung
	Horizontal key derivation
	Solution 2 can be supported with minimum specification effort

	
	
	

	
	
	

	
	
	


3 Offline discussion report
7 companies support solution 1, similar to SMC+reconfiguration; the network can send reestablishment kind message + reconfiguration;

· Based on reestablishment message (NCC inside), the UE recovers SRB1 and activates security;

· Based on reconfiguration message, the UE recovers SRB2 and DRB;

4 companies prefer solution2, 1 company prefers a new solution.

Proposal 1: ask RAN2 to decide which solution should be used for reestablishment, reestablishment + reconfiguration messages or resume message. 

