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1. Overall Description:

SA3 thanks RAN2 for the LS (S3-181118/R2-1804108) “LS on security aspects of supporting LTE connected to 5GC”. SA3 discussed the RAN2 LS and needs RAN2 clarification on the following agreement:
-
NR security code points are added to LTE RRC signalling
The above agreement can be interpreted as “ng-eNB connected to 5GC may use NR algorithms for AS security in addition to LTE algorithms”. However, the agreement is not consistent with the SA3 reply LS to RAN2 WG regarding the Security aspects of supporting LTE connected to 5GC (S3-180348). In the reply LS, SA3 answered to RAN2 Question 3 as follows:
SA3 assumes that LTE RRC and NR RRC will use their own namespaces for algorithms. SA3 is not planning to introduce NR algorithm identifiers to LTE RRC or LTE algorithm identifiers to NR RRC.
If the intention of the above RAN2 agreement is to use NR code points for LTE algorithm selection, it may cause unnecessary confusion or require algorithm mapping when LTE and NR introduce different algorithms later phases. For example, LTE may introduce EEA4/EIA4 while NR does not have NEA4/NIA4. In such case, EEA4/EIA4 between ng-eNB and UE cannot be used since those algorithms cannot be signalled using the existing NR security code points. To address the issue, a certain algorithm mapping rule needs to be created.
2. Actions:

To RAN2 group.

ACTION: 
SA3 asks RAN2 group to take the above SA3 input into account and to clarify the meaning of the agreement. SA3 also asks RAN2 to inform SA3 of any RAN2 agreements that are not aligned with the SA3 answers in the previous LS (S3-180348).
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