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1 Introduction

SA3 sent us an LS [1] in RAN2#101 Athens meeting and it said:
Similarly to the UP integrity protection, the UP encryption will be supported per PDU session, i.e., all DRBs for a UE PDU session will have the same UP encryption enablement option.
Then RAN2 discussed how to signal it but couldn’t conclude the solution but had the following agreement:
=>
Can consider next meeting the stage 3 consequences of enabling encryption per PDU session.

This contribution aims to address the solution for the SA3 requirement.
2 Discussion

SA3 spec 33.501 [2] specifies the following UP security policy requirement in subclause 6.6.1.
The UP security policy shall indicate whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session. The UP security policy shall be used to activate UP confidentiality and/or UP integrity for all DRBs belonging to the PDU session.

Then RAN2 decided to have IE "integrityProtection" in IE "PDCP-Config" to enable or disable DRB-IP per DRB. Therefore, the most straight forward solution would follow the same way as DRB-IP ON/OFF signalling (i.e. introducing IE "ciphering" in IE "PDCP-Config").

One company proposed to use NULL encryption algorithm to disable ciphering at DRB but that’s against the following security requirement specified in 33.501 [2] subclause 6.7.3.0:
The gNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. 

The gNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The chosen ciphering algorithm is used for ciphering (when activated) of the user plane and RRC traffic. The chosen integrity algorithm is used for integrity protection (when activated) of the user plane and RRC traffic.
The above SA3 requirement means that only one security algorithm can be applied for all the bearers using the same key (i.e. same algorithm is applied for all the bearers terminated at the same node). Besides, the current ASN.1 in 38.331 assumes that requirement as only one security algorithm can be present per IE "RadioBearerConfig". In other word, the use of NULL encryption algorithm to disable ciphering would require more standardisation effort than the introduction of ciphering ON/OFF IE in the PDCP-Config IE.

Therefore, we propose:

Proposal 1: Introduce an IE "ciphering" to enable and disable encryption in the IE "PDCP-Config" so that RAN can enable or disable encryption per DRB
Proposal 2: Specify the RAN requirement that the same ciphering algorithm is used for all radio bearers using the same key. Likewise, the same integrity algorithm is used for all radio bearers using the same key in 38.331
3 Summary
Proposal: Introduce an IE "ciphering" to enable and disable encryption in the IE "PDCP-Config" so that RAN can enable or disable encryption per DRB 
Proposal 2: Specify the RAN requirement that the same ciphering algorithm is used for all radio bearers using the same key. Likewise, the same integrity algorithm is used for all radio bearers using the same key in 38.331

The proponent company has provided the corresponding CR based for proposal 1 [3].
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Appendix: TP for proposal 2

5 5.3.1
Introduction
The same ciphering algorithm is used for all radio bearers using the same key. Likewise, the same integrity algorithm is used for all radio bearers using the same key.
