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1.
Introduction
RAN2 agreed as below in #101 meeting, 
	Working assumption:

1. NCC provided when the connection is suspended

2. New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.

Agreements

1. Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.

FFS Whether it may also be possible that the target gNB can verify the Msg3 in some cases.

· Include in previous offline whether Msg 3 is protected with old key or new.

2. Msg3 includes a MAC-I in the RRC message as in LTE

FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.


In this discussion paper we present our view on the first FFS.
2.
Discussion
2.1
RRC connection resume procedure in LTE
Unlike other MSG3 via SRB0, Re-establishment Request and Resume Request message include shortMAC-I/shortResumeMAC-I to identify and verify the UE since the network needs to retrieve the UE context from the source eNB. After successful check of the ShortResumeMAC-I, the source eNB transfers the UE context to the target eNB where the RRC Connection has been requested to be resumed.
Observation 1. In legacy RRC connection resume procedure, only after successful check of the ShortResumeMAC-I, the UE context is transferred to the target eNB where the RRC Connection has been requested to be resumed.
According to the TS33.401, the ShortResumeMAC-I is a message authentication token, which shall be calculated with the following inputs: source C-RNTI, source PCI, resume constant and target Cell-ID as defined by VarShortResumeMAC-Input in TS 36.331 [21] and using the stored KRRCint used with the source eNB where the UE was suspended. 
Based on that, when the UE resumes to a new eNB, identification and verification is performed as follow:

	The target eNB extracts the Resume ID and ShortResumeMAC-I from the RRC Connection Resume Request. The target eNB contacts the source eNB based on the information in the Resume ID by sending a Retrieve UE Context Request message on X2 interface including the Resume ID, the ShortResumeMAC-I and Cell-ID of target cell, in order to retrieve the UE context including the AS security context. 

The source eNB retrieves the stored UE context including the AS security context from its database identified by the Resume ID and the source eNB calculates and verifies the ShortResumeMAC-I (calculating it in the same way as described above).


Observation 2. In order to verify the ShortResumeMAC-I, the eNB needs to know the AS security context included in UE context.
2.2
RRC connection resume procedure in NR
According to the working assumption in NR, a UE receives the NCC when the RRC connection is suspended, and new key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3. With this assumption, the UE can keep RRC_INACTIVE without state transition to RRC_CONNECTED because the UE can use the new key in MSG3 and the gNB can respond with encrypted an integrity protected MSG4. 
That is, the new working assumption in NR allows the UE and the network to use the new key faster than before, but it does not mean that the network verify the MAC-I faster. As mentioned above, since the gNB should know the AS security context of UE context to verify the MAC-I of MSG3, unless the target gNB acquire necessary part of UE context in advance, the verification in the target gNB is impossible.
Observation 3. Unless the target gNB acquire necessary part of UE context in advance, the verification of the MAC-I in the target gNB is impossible.
Of course, if the target gNB has UE context prior to UE’s resume attempt, it can get the benefit of reducing delay. However, the problem here is when the UE context is forwarded to which target gNB. Regarding above problem, the easiest way can be considered is that to forward the UE context to all gNB within RAN notification area when the RAN notification area is configured. However, since the RAN notification area could be sufficiently large and almost UEs can stay in the RRC_INACTIVE in NR, it is highly inefficient from the resource management perspective. Even from the security perspective, it is not good to transfer and expose the UE context in advance regardless of resume attempt of the UE. Some companies said that there may be a certain gNB trusted for verification. However, we are not sure how much benefit the UE can get by deploying the certain gNB sparsely compared to perform verification at the source gNB. Therefore, we propose to keep the legacy behaviour, which is that MSG3 is protected and verification is performed only at the last serving gNB.
Observation 4. From the resource management and security perspective, it is not good to transfer and expose the UE context in advance regardless of resume attempt of the UE.
Proposal 1. Msg3 is protected and verification is performed only at the last serving gNB.
3.
Conclusion
In this discussion paper we presented our view on verification of ResumeRequest message and proposed the following:

Observation 1. In legacy RRC connection resume procedure, only after successful check of the ShortResumeMAC-I, the UE context is transferred to the target eNB where the RRC Connection has been requested to be resumed.
Observation 2. In order to verify the ShortResumeMAC-I, the eNB needs to know the AS security context included in UE context.
Observation 3. Unless the target gNB acquire necessary part of UE context in advance, the verification of the MAC-I in the target gNB is impossible.
Observation 4. From the resource management and security perspective, it is not good to transfer and expose the UE context in advance regardless of resume attempt of the UE.
Proposal 1. Msg3 is protected and verification is performed only at the last serving gNB.[image: image1.jpg]Y




