3GPP TSG-RAN WG2 Meeting#101bis











   R2-1805539
Sanya, China, 16th – 20th April 2018







  resubmission of R2-1802801
Agenda Item:
10.2.6
Source: 
Huawei, HiSilicon
Title: 
Re-establishment upon integrity check failure 
Document for:
Discussion and decision
1 Introduction
In this paper, we will discuss one security risk due to the re-establishment upon integrity check failure.
2 Discussion
In LTE, the UE will initiate the RRC re-establishment procedure upon RRC message integrity check failure as below (which is extracted from [1]):
	5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling (SRBs) as well as the ciphering of RRC signalling (SRBs) and user data (DRBs).

…
The 'NULL' integrity protection algorithm (eia0) is used only for the UE in limited service mode [32, TS33.401]. In case the 'NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.

NOTE 1:
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.
…

5.3.7
RRC connection re-establishment

…

5.3.7.2
Initiation

The UE shall only initiate the procedure when AS security has been activated. The UE initiates the procedure when one of the following conditions is met:

1>
upon detecting radio link failure, in accordance with 5.3.11; or

1>
upon handover failure, in accordance with 5.3.5.6; or

1>
upon mobility from E-UTRA failure, in accordance with 5.4.3.5; or

1>
upon integrity check failure indication from lower layers; or
1>
upon an RRC connection reconfiguration failure, in accordance with 5.3.5.5;




The intention of integrity check is to identify the fake RRC messages. Therefore, the assumption is that it is possible that one fake RRC message is produced and sent to the UE by the attacker. Otherwise the function of integrity check is unnecessary. The attacker can act as the serving gNB to send the PDCCH and PDSCH.
Observation 1: It is possible that one fake RRC message is produced and sent to the UE by the attacker.
There is a security risk that an attacker may be very easy to impose continuous denial of service (DoS attack) to one specific UE by just sending fake RRC messages to the UE, the UE will perform re-establishment procedure forever. 
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Figure 1. Security attack using fake RRC messages
From the perspective of security, the attack is much more serious than jamming because it just aims to attack one single and specific UE and is difficult to be found by the network.
In NR, we suggest to eliminate this security risk. One possible method is to identify the integrity check failure reason by trying to communicate with the serving gNB and then taking action according to the failing reason. If it is due to attack of fake RRC messages, just discard the RRC message; if it is due to, e.g., security parameter de-synchronization case, the UE initiates the re-establishment procedure. The possible procedure is:
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Figure 2. One possible method to identify the IP check failure reason
Proposal 1: introduce the mechanism to identify whether the integrity check failure is caused by attack or not. The re-establishment procedure is initiated only if the failure is not caused by attack.

Proposal 2: Send a LS to SA3 to inform the possible security issue.

3 Conclusion

In this paper we discuss one security risk due to the re-establishment upon integrity check failure and have following observation and proposals:

Observation 1: It is possible that one fake RRC message is produced and sent to the UE by the attacker.

Proposal 1: introduce the mechanism to identify whether the integrity check failure is caused by attack or not. The re-establishment procedure is initiated only if the failure is not caused by attack.

Proposal 2: Send a LS to SA3 to inform the possible security issue.
A draft LS is provided in [2].
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