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[bookmark: _Toc486507040]Introduction
At the last meeting the following was agreed regarding the security of MSG3 (RRCResumeRequest):
Agreements
1	Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.
FFS Whether it may also be possible that the target gNB can verify the Msg3 in some cases.
=>	Include in previous offline whether Msg 3 is protected with old key or new.
2	Msg3 includes a MAC-I in the RRC message as in LTE
FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.

The remaining issue that in our view is worth discussing online relates to the input used to calculate the security token MAC-I. Additionally it has not been agreed how large the MAC-I should be in NR, however that could be taken in a further step. 
LTE Rel-13 solution for MAC-I calculation
Currently in LTE the following parameters are used as input to the shortResumeMAC-I:
· The current cell identity
· Old C-RNTI (source cell)
· Old Physical Cell Id (source cell)
These parameters ensure that the different shortResumeMAC-I values will be generated depending on which cell the UE is resuming in. Additionally, the source KRRCint key is used in the calculation which will be changed at the next transition. In this way there is protection against replay attacks in different cells or at later occasions (when UE has received a new Key, new ResumeID).
[bookmark: _Toc510080846]LTE Rel-13 has protections against replay attacks of the resume message performed in a different cell, or at a later transition. 
Using the parameters above will however not protect against replay attacks in the same cell related to the same transition, which could be a typical scenario for most UEs in RRC_INACTIVE. To protect against such attacks, it is required that a dynamic parameter is used which changes between each attempt. 
[bookmark: _Toc510080847]To protect against replay attacks in the same cell and for the same transmission it is required that a dynamic parameter is used which changes between each attempt.

In the running CR on connection control, associated to the email discussion [101#37][NR] RRC procedures/messages (Ericsson), it has been assumed that at least the same parameters used in LTE are also used in NR. Hence, the discussion on additional parameters is captured as follows, where the agreed token has been named VarResumeMAC-I:
Editor’s Note: FFS Additional input to VarResumeMAC-Input (replay attacks mitigation).
Possible dynamic parameters to use for protection against replay attacks in same cell
Below is a list of possible dynamic parameters which could be used as input to the MAC-I calculation:
· (Temporary) C-RNTI used in the target cell. Assuming this is assigned in the Random Access Response. 
· A frame number e.g. for the RACH slot used when performing the access. The frame number should preferably not repeat that often. 
It is also possible to use the content of the Resume message as input to the MAC-I calculation, which could have some added security benefit, but it will not protect against replay attacks.
Out of the parameters above we think that any of them will work for replay protection. From a replay protection point of view, it should be enough to link the MAC-I to the RACH attempt since replay attacks within the same RACH attempt will not cause any issues to the real UE. 
[bookmark: _Toc510080848]The replay protection should link the MAC-I of MSG3 to the RACH attempt
Out of the solution above there is a slight advantage of using the frame number of the RACH slot as input to the MAC-I calculation since that parameter is known to the UE the longest (i.e. it gives the UE the longest time to calculate the MAC-I). 
On the other hand, there is a slight advantage from a security perspective of using the C-RNTI since it is a parameter which the network sets which makes it infeasible for a “fake” to solicit MSG3 from UE which later is replayed in the real cell. 
Using resources related information is possible but perhaps not the best, since the resource allocation may be more limited and repeat more often. 
[bookmark: _Toc510080849]Either the frame number of the RACH slot or the temporary C-RNTI or both should be used in the calculation of the MAC-I sent in MSG3 (inform SA3).


[bookmark: _GoBack]
[bookmark: _Toc486507048]Conclusion
Observation 1	LTE Rel-13 has protections against replay attacks of the resume message performed in a different cell, or at a later transition.
Observation 2	To protect against replay attacks in the same cell and for the same transmission it is required that a dynamic parameter is used which changes between each attempt.
Observation 3	The replay protection should link the MAC-I of MSG3 to the RACH attempt


Proposal 1	Either the frame number of the RACH slot or the temporary C-RNTI or both should be used in the calculation of the MAC-I sent in MSG3.
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