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1. Overall Description:

RAN2 has discussed the SA3 response on security issues on reject message on SRB0, in particular concerning wait time values when REJECT is sent over SRB0 and the avoidance of replay attacks if subsequent Resume Request message after REJECT over SRB with wait time uses same I-RNTI and same keys to derive short MAC-I.

RAN2 would like to inform the following agreement:

· At least REJECT over SRB0 is supported with wait times as in LTE (i.e. maximum 16 seconds);

RAN2 would also like to inform that RAN2 is currently discussing whether dynamic parameters (such as radio related) should be used to refresh the security token in MSG3 so that replay attacks can be avoided.

2. Actions:

To SA3 group.

ACTION:  RAN2 asks SA3 group to take the input into account and provide input regarding the security solution against replay attacks.
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