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Introduction
One objective for the agreed work item [1] is to specify optional encryption procedure for broadcast assistance data:

· Broadcasting of assistance data [RAN2, RAN3, SA3, SA2]
· Specify a new SIB to support signalling of positioning assistance information for A-GNSS, RTK and UE-based OTDOA assistance information. 
· Specify optional encryption procedure for broadcast assistance data, including mechanism for delivery of UE-specific encryption keys. 

While there are already email discussions on SA2 and SA3 LSs summarized from RAN2, we still believe there needs to be some clarification on some aspects in broadcasting and ciphering and here we would like to discuss these topics.
Discussion
Combination of unicast and broadcast 
While the RTK assistance data is getting a full support in both unicast (LPP) and broadcast (SIB, RRC), we still believe that it is less likely that the UE will take either way in a full scope. It is more likely that the UE will have a combination of unicast and broadcast information in order to retrieve the positioning assistance information. From network perspective, we should also consider that the broadcast support for RTK assistance information will not be switched on for all the cells in the network, and also, the location server may decide to partially send the RTK assistance data via broadcast and take some part of RTK assistance data always in a unicast fashion. This can be for data that very seldom gets update and have a large size. 
It is more feasible to assume that the UE combines the unicast and broadcast information in retrieving the RTK positioning assistance information.
There are many situations in which not all the information can be retrieved by either broadcast or unicast, and the location server decides to have part of the assistance data via unicast and part via broadcast. 
The RTK assistance information have very different characteristics in terms of size, periodicity, the time of validity and perhaps belonging to different subscription classes. It is important to have a systematic procedure for the UE to efficiently retrieve the required information via both unicast and broadcast. There are three options to consider for the UE to combine the unicast and broadcast positioning information:
Option 1:  The UE listens to the broadcast information, and in case of missing some certain positioning assistance information, the UE should request via unicast from the E-SMLC to receive one or more specified RTK assistance data and retrieve those information from E-SMLC via LPP.
Option 2: The UE may start with a unicast request to the E-SMLC to retrieve RTK positioning assistance information and then receive part of the information via unicast from the E-SMLC and assistance from the E-SMLC on how to retrieve the rest of the information via broadcast. 
Option 3: The UE may start with a unicast request to the E-SMLC to retrieve RTK positioning assistance information and then receive part of the information via unicast from the E-SMLC and not receiving part of the RTK assistance information would automatically mean that the information should be retrieved broadcast data. 
For all options, we believe there is a need for defining this signaling support for the proper handshake between the UE and the E-SMLC. 

Proposal 1	RAN2 shall discuss Options 1-3 in how to have a combined unicast and broadcast procedure.
Proposal 2	RAN2 shall define the signalling support on how the UE can request certain requirements on RTK positioning assistance data from the E-SMLC. 
Proposal 3	RAN2 shall endorse the Text Proposal in the appendix for 36.355 to support the combination of unicast and broadcast RTK assistance information. 

Subscription classes as means of proper encapsulation in HSS
It has been already summarized in [2] that the grouping and the set of positioning assistance data considered for each subscription classes should be up to the operator to decide. We believe that HSS can handle the subscription classes like a generic integer from 0 to (max_pos_subscr_class-1). The associated data to each subscription class can be configured and reconfigured at the E-SMLC, without any modification required at the HSS. The use of subscription class in HSS means that HSS do not need to be reconfigured when for example the scope of broadcast changes due to a change in the unicast scope, or different areas have different set of keys in general (e.g. broadcast is not used everywhere, etc.). Hence, the HSS does not need to deal with any key information handling, while it is sufficient that it stores the subscription levels of each UE.  
Proposal 4	HSS shall only store the subscription classes for each UE, and not address any key information. 
Proposal 5	The subscription class is described by an index between 0 and (max_pos_subscr_class-1) at the HSS per UE.
E-SMLC sends a list of (key, key index) tuples, and a list of positioning subscription class, each associated to a list of key indices, and an association to a TAC list to the MME. Based on the subscription class received from the HSS on a particular device, the MME decides on the right set of ciphering keys to send to that device.  The E-SMLC can group the key index or indices per positioning subscription class in the information sent to the MME.
Proposal 6	RAN2 shall include Proposals 4 and 5 as RAN2 agreements in an SA2 LS. 

“Key index” instead of “key type”  
In the SA2 CR [3], it has been stated that the key types are being transferred from the E-SMLC to MME, however we believe the word “type” requires a definition and it is not well-defined. In our understanding, it is sufficient that the E-SMLC sends the subscription classes and the set of key indices associated to each subscription class to the MME. The term “key index” clearly states that it would be an integer number with a certain range. When the UE requests key from the MME for example in a Tracking Area Update procedure, then the MME needs to retrieve the subscription class associated to that UE from the HSS, and then provide the corresponding set of key indices to the UE based on the mapping received from the E-SMLC. 
Proposal 7	RAN2 shall recommend modifying the word “key type” to “key index” in the SA2 CR for more clarification on the content. 
Positioning SIB scheduling info 
We have already explained that there may be situations that the UE may only want to retrieve part of the RTK assistance information from broadcast, in this case, it would be helpful that the eNB broadcasts a SIB scheduling information in which the UE can determine the key index which each octet string has been ciphered with. Therefore, it is important that the E-SMLC provides the eNB with the key index that each SIB has been encrypted with, so that this information can be included in the SIB scheduling info in order to assist the UE in efficiently observing and using the broadcast information.  
Proposal 8	E-SMLC shall provide the eNB with the key index which each octet string has been ciphered with in order for the eNB to include this information in the positioning SIB scheduling info.
Conclusion
Here is the list of observation and proposals for this contribution:
1. It is more feasible to assume that the UE combines the unicast and broadcast information in retrieving the RTK positioning assistance information.
There are many situations in which not all the information can be retrieved by either broadcast or unicast, and the location server decides to have part of the assistance data via unicast and part via broadcast. 

[bookmark: _GoBack]Proposal 1	RAN2 shall discuss Options 1-3 in how to have a combined unicast and broadcast procedure.
Proposal 2	RAN2 shall define the signalling support on how the UE can request certain requirements on RTK positioning assistance data from the E-SMLC. 
Proposal 3	RAN2 shall endorse the Text Proposal in the appendix for 36.355 to support the combination of unicast and broadcast RTK assistance information. 
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Appendix Text Proposal to TS 36.355
5.2.1a	Periodic Assistance Data Transfer procedure
The Periodic Assistance Data Transfer procedure is shown in Figure 5.2.1a-1. This procedure enables a target to request a server to send assistance data periodically. 
NOTE: 	In this version of the specification, periodic assistance data transfer is supported for HA GNSS (e.g., RTK) positioning only.


Figure 5.2.1a-1: LPP Periodic Assistance data transfer procedure
0.	The target retrieves information about the scope of the positioning assistance data that is available via RRC/SIB. Given the scope of the broadcasted positioning assistance data, the UE identifies what additional assistance data it needs via LPP unicast.
1.	The target sends a RequestAssistanceData message to the server using some available transactionID T1. The message contains a periodicSessionID S (different to any other periodicSessionID currently in use between the target and server) in the IE CommonIEsRequestAssistanceData. The message also includes a positioning method specific assistance data request element (e.g., IE A-GNSS-RequestAssistanceData) identifying the type of assistance data being requested together with desired periodicity conditions for sending it and a duration for ending the assistance data transfer (e.g., in IE GNSS-PeriodicAssistDataReq). 
2.	The server responds with a ProvideAssistanceData message to the target. The message uses the transactionID T1 in step 1 and indicates the end of this transaction. The message contains the periodicSessionID S in IE CommonIEsProvideAssistanceData. If the request can be supported, the message contains the control parameters in the positioning method specific assistance data (e.g., IE A-GNSS-ProvideAssistanceData) which may confirm or redefine the type of assistance data or periodicity parameters requested at step 1 (e.g., in IE GNSS‑PeriodicAssistData). If the target requested non-periodic assistance data in addition to the periodic assistance data in step 1, the ProvideAssistanceData message may also include the non-periodic assistance data in this step 2 (but not any periodic assistance data). Assistance data not confirmed may be available via broadcast.
If the request cannot be supported (fully or partly), an error reason is provided in the positioning method specific IE (e.g., IE A‑GNSS‑Error). If the request cannot even partly be supported remaining steps are then not performed.
NOTE:	The target device infers from an absence of the periodicSessionID that the location server does not support periodic assistance data delivery. In that case, the target device does not expect the Data Transaction (Steps 3-7).
3.	When the first periodic message is available, the server sends an unsolicited ProvideAssistanceData message to the target containing the periodicSessionID S and the periodic assistance data confirmed in step 2. The message uses some available transactionID T2 that may be different to T1.
NOTE: 	The positioning method specific control parameters (e.g., IE GNSS-PeriodicAssistData) are not included in the data transaction.
4.	The server may continue to send further ProvideAssistanceData messages to the target containing the periodic assistance data confirmed or redefined in step 2 when each additional periodicity condition occurs.
NOTE: 	The target device expects a ProvideAssistanceData messages at the in Step 2 confirmed interval(s).  If some or all of the assistance data is not available at each periodic interval, an error indication is provided in the positioning method specific IE (e.g., IE A‑GNSS‑Error).
5.	If the target requires the session to end, the target sends an Abort message to the server for transaction T2 that may optionally include an abortCause. Remaining steps are then omitted. 
6.	If the server requires the session to end, the server sends an Abort message to the target for transaction T2 that may optionally include an abortCause. Remaining steps are then omitted.
7.	When the duration or other conditions for ending the periodic assistance data transfer occur, the last ProvideAssistanceData message transferred indicates the end of transaction T2. 
[…]
5.2.2a	Periodic Assistance Data Delivery procedure
The Periodic Assistance Data Delivery procedure allows the server to provide unsolicited periodic assistance data to the target and is shown in Figure 5.2.2a-1.
NOTE: 	In this version of the specification, periodic assistance data delivery is supported for HA GNSS (e.g., RTK) positioning only.


Figure 5.2.2a-1: LPP Periodic Assistance data delivery procedure
1.	The server sends a ProvideAssistanceData message to the target using some available transactionID T1 and indicates the end of this transaction. The message contains a periodicSessionID S (different to any other periodicSessionID currently in use between the server and target) in the IE CommonIEsProvideAssistanceData. The message includes positioning method specific assistance data control parameters (e.g., in IE A‑GNSS‑ProvideAssistanceData) identifying the type of periodic assistance data being delivered together with periodicity conditions for sending it and a duration for ending the assistance data delivery (e.g., in IE GNSS‑PeriodicAssistData). The ProvideAssistanceData message may also include non-periodic assistance data (but not any periodic assistance data). 
2.	When the first periodic message is available, the server sends an unsolicited ProvideAssistanceData message to the target containing the periodicSessionID S and the periodic assistance data announced in step 1. The message uses some available transactionID T2 that may be different to T1. The target may also retrieve some positioning assistance data via RRC/SIB broadcast.
NOTE: 	The positioning method specific control parameters (e.g., IE GNSS-PeriodicAssistData) are not included in the data transaction.
3.	The server may continue to send further ProvideAssistanceData messages to the target containing the periodic assistance data announced in step 2 when each additional periodicity condition occurs.
NOTE: 	The target device expects a ProvideAssistanceData messages at the in Step 2 announced interval(s).  If some or all of the assistance data is not available at each periodic interval, either via LPP or via RRC/SIB broadcast, an error indication is provided in the positioning method specific IE (e.g., IE A‑GNSS‑Error).
4.	If the target requires the session to end, the target sends an Abort message to the server for transaction T2 that may optionally include an abortCause. Remaining steps are then omitted. 
5.	If the server requires the session to end, the server sends an Abort message to the target for transaction T2 that may optionally include an abortCause. Remaining steps are then omitted.
6.	When the duration or other conditions for ending the periodic assistance data transfer occur, the last ProvideAssistanceData message transferred indicates the end of transaction T2. 
[…]
[bookmark: _Toc494150442]6.4.2	Common Positioning
[…]
[bookmark: _Toc494150449]–	CommonIEsAbort
The CommonIEsAbort carries common IEs for an Abort LPP message Type. 
-- ASN1START

CommonIEsAbort ::= SEQUENCE {
	abortCause			ENUMERATED {
		undefined,
		stopPeriodicReporting,
		targetDeviceAbort,
		networkAbort,
		...,
		stopPeriodicAssistanceDataDelivery-v15xy
	}
}

-- ASN1STOP

	CommonIEsAbort field descriptions

	abortCause
This IE defines the request to abort an ongoing procedure. The abort cause ‘stopPeriodicReporting’ should be used by the location server to stop any ongoing location reporting configured as periodicalReporting or triggeredReporting in the CommonIEsRequestLocationInformation. 
The abort cause ‘stopPeriodicAssistanceDataDelivery’ should be used by the location server or target device to stop any ongoing periodic assistance data delivery via LPP (but periodic assistance data delivery via RRC/SIB can still be ongoing), as specified in sub-clauses 5.2.1a and 5.2.2a.
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