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[bookmark: _Ref349588338]1. 	Introduction
At RAN2#101 an email discussion was agreed to try to conclude solution for encrypting the broadcast assistance data (LPPe solution vs. new solution), and to update SA3.
[LTE/Positioning] [101#79] Reply to SA3 on encrypting broadcasted positioning data (Ericsson)
	To conclude on the solution for encrypting the broadcast assistance data (LPPe solution vs. new solution), and update SA3.
	Output: Report to the next meeting and reply to R2-1801710.
	Deadline: Thursday 2018-03-29


Below is the main outlines and actions mentioned in SA3 LS. 

	SA3 has considered two ways forward on devising a solution.
· Re-use the security solution from OMA LPP-e as described in S3-173296
· Create a new solution based on the ideas presented in S3-173373

SA3 thinks both solutions can provide security to assistance data broadcast. To aid SA3 decision on the way forward SA3 kindly asks RAN2 to evaluate the two solutions based on RAN2 requirements. 

SA3 notes that it is unclear how many subscription levels are expected and if a subscription-hierarchy as described in S3-173373 will be used. Unless a subscription-hierarchy is used, one key per subscription must be provided to the UE. If a subscription-hierarchy with many subscription levels is used, SA3 could enhance both solutions with a key-hierarchy. This would allow only one key to be sent over the air to each UE. However, it could also impose limitations on the combinations of assistance data to which a UE could be subscribed.

2. Actions:
To RAN2 group.
ACTION: 	SA3 asks RAN2 to provide a summary of the main issues and benefits with each solution and indicate their preference. 
SA3 also asks RAN2 to comment on the use of multiple subscription levels and whether subscribers of a higher level should have access to all data for lower level subscribers.






[bookmark: _Ref178064866][bookmark: _Hlk508631747]2.	Discussion
SA3 LS mentions that both solutions can provide security to assistance data broadcast. They would like RAN2 to evaluate both the solutions with respect to the RAN2 requirements. However, RAN2 is yet to discuss the requirements thoroughly. Hence, this email discussion is a good platform to do so. 

RAN2 may not have the expertise to select one of the ciphering algorithms. However, the requirements can be discussed and provided as an input to SA3. SA3 can, based upon RAN2 requirements, select one of the algorithms or even produce a third alternate solution to fulfil the ciphering needs.

[bookmark: _2.1_Number_of]Companies are encouraged to provide inputs on the requirements by providing information in the clauses below. This can also be the basis to provide some insight to progress the WI forward.

2.1	Number of Subscription Classes

In the SA3 LS, the term used is subscription levels, however, as the term “level” may suggest a hierarchical relation, we have changed it to “classes” to keep the discussion more general.

RAN2 should have an opinion on the number of desired subscription classes. This is one of the input needed to select a key management solution. Thus, RAN2 needs an opinion about different ways to split the assistance data to be broadcasted into different groups, where each group can be mapped to different subscription classes. Companies are requested to provide their input on different mechanisms to separate the broadcasted assistance data into groups (Subscription Class)

Important input is how subscription levels/classes are constructed. Assume that we have with 3 subscriptions classes 1, 2, 3 and different data sets A, B, C, D, E. Will the subscription classes be?

1. Hierarchical in the sense that 
a. subscription class 1 has access to the set S1= {A, B, C, D, E}
b. subscription class 2 has access to a subset of S1 e.g.  S2 = {A, B, C} 
c. subscription class 3 has access to a subset of S2 e.g. S3 = A
2. Uncoupled in the sense that each subscription class has access to any subset of A, B, C, D, E e.g.
a. subscription class 1 has access to A, D (or any other subset)
b. subscription class 2 has access to B, E (or any other subset)
c. subscription class 3 has access C. (or any other subset)
3. other structure (e.g., a mixture of uncoupled and hierarchical)


Question 1: 	How to separate the broadcasted assistance data into groups (Subscription Class and What would be optimum sufficient number of Subscription Classes?

	[bookmark: _Hlk507872162]Company name
	[bookmark: _Hlk508875848]Grouping AD to Subscription Class and Number of Subscription classes

	Ericsson
	[bookmark: _Hlk508875828]Here is a list of ways in which the broadcasted assistance data can be separated into different groups:

1. independent set of assistance data which can provide positioning estimations to the UE, e.g data from different satellite systems, data for different RTK types (VRS, FKP, MAC, SSR), OTODA assistance information, etc.
2. based on periodicity of the broadcasted assistance data meaning that the same information but with different range of periodicity can be separated into different groups 
3. each type of assistance data would make a separate group
[bookmark: _Hlk508877269]We believe that with the huge amount of available positioning assistance information which can be broadcasted, there is definitely a need to have subscription classes to group sets of assistance information together. With hierarchical subscription classes, there are possibilities for a more efficient key provisioning since some of the needed keys can be derived by the UE. With uncoupled subscription classes, there are no possibilities for such efficient key provisioning. Given the nature of the data, it seems likely that there will be hierarchical subscription classes, and therefore opportunities for an efficient key provisioning. It will be up to the operator to design the subscription classes and given that these can be separated by satellite system, type of assistance data and periodicity, there can be in the general case a need for quite a few subscription classes. However, too many is probably too complex, and we see 8 as a reasonable number.



	Qualcomm
	The OMA LPPe type of security solution will support any arrangement of subscription classes without any need for standardization. For example, a preferred grouping of assistance data into subscription classes may depend on supported positioning method(s), supported assistance data per positioning method, use cases, operator deployment models, etc. which cannot be reliably predicted in advance.  We thus do not think that subscription classes need to be standardized and should instead be left to deployments. 

	Deutsche Telekom
	In R2-1802710 we proposed that “Broadcast of multiple RTK corrections streams is supported. 8 instances shall be supported by the signalling”. This mainly looks at the requirements to be fulfilled from SIB design perspective. Each of those streams can be associated with a specific subscriber/customer group (and related security key) requiring a certain accuracy level. We tend to agree with QC that mapping grouping of assistance data onto 3GPP-defined subscription levels might limit deployment flexibility of assistance data.

	u-blox AG
	All three groups as described by Ericsson could occur. In addition to this we can see benefits in being able to group according to:
1. GNSS type: GPS, Galileo, QZSS etc, since low cost low-power UEs, particularly for IoT applications may be configured to minimise power and cost
2. By signal type: for example L1, L2, E5 etc. Low cost low power UEs are likely to be single band, whereas high performance high precision receivers will need to support multi-band corrections.
However we would be interested in minimising the number of keys that the UE needs to subscribe to. This tends to point towards a non-hierarchical solution with a “menu” of reasonable options defined by the operator according to service requirements.

	Huawei, Hisilicon
	The assistance data can be grouped into different subscription classes by taking account into different factors, such as satellite system/GNSS type, positioning accuracy, RTK technologies as well as operators’ policies. It should be up to operators how to group them. We understand that the number of subscription classes may have an impact on the number of keys needed, and the value that SA3 needs may be the maximum number of the subscription classes. In this case, we prefer to give more flexibility to the operator on how to organize the subscription class and e.g. 16 can be used as the maximum subscriptions.

	Ericsson
	We agree with the majority that there may be many ways that the operator would like to group the positioning broadcast assistance information, and we should not reduce the flexibility by introducing the subscription classes. Moreover, we believe the grouping is not something that needs to be standardized and should be open for the operator to decide. We see that some companies are concerned about the maximum number of subscription classes, and while we believe by having a large maximum number we may reduce the benefit and increase the complexity of the SA3 solution, we are open to new numbers, even as high as maximum 16 suggested by Huawei.
A comment to the concerns raised by QC - this question is not about whether we shall standardize defined subscription classes. It is about whether the data as such is likely to be provided in subparts that may have hierarchical relations. The key discussions should be left to the later questions.



	ESA
	Assistance data is mentioned at an abstract level only. Until now, the only clear recommendations on grouping assistance data, based on RTK service levels, is available in draft CR for Stage 2 (see email discussion 101#78). This grouping is based on the positioning algorithm that is behind each RTK method and confirmed by RTCM v3.3 standard. Grouping assistance data based on GNSS systems, signals, accuracy, allowed access time, and other factors, are possible options too. However, from our point of view, if one thinks about grouping assistance data, the RTK-service level criterion should always be considered as the end-goal is a position solution with high accuracy (being a GPS-only, multi-GNSS, L1, or L1+L2, etc.). Nevertheless, we don´t see a high number of subscription classes being actually needed (though we agree that one can think about various combinations). In the absence of clear proposals/presentation for the hierarchical classes we believe uncoupled method seems more suitable because it allows operators to decide what service they will provide for different type of users.


	Nokia
	From our perspective, we see that there are no firm requirements for subscription classes. What we understand as needed is that the broadcast information need to be ciphered and ensure privacy of data. Also, to us it seems that this issue of classifying the assistance data to different classes with an assigned subscription class is related to the issue of grouping of assistance data. In the last meeting we agreed that each LPP assistance data IE can be independently mapped to a SIB and broadcast. So, mapping of SIBs to SI messages also dictates the grouping of assistance data. Given that there are no firm requirements for subscription classes and, also since we are close to work item completion, our preference is to go with the simplest solution and which does not restrict deployment flexibility. Maybe we can ensure forward compatibility to introduce additional solutions for ciphering in future release but for Rel-15 let us go with the simplest solution with less impacts to standard.


2.2	Update Rate of Broadcast Data 

RAN2 needs to understand how often the assistance data in each group will be broadcasted. Companies are asked to comment on the update rate of the broadcast data.

	Company name
	Comments/Suggestions

	Ericsson
	Of course, the response to this question depends on how the grouping is done in the previous question. Here is our input to each of the three categories mentioned above:

1. with separation into groups based on type of assistance data, there may be different update rates for different parts of the assistance data belonging to one group. 
2. with group separation based on periodicities, there can be different grade of service at for example 1s and 5s periodicities. In addition, some data can also have much slower periodicities, like minutes or more.
3. with a very fine group separation, the different characteristics of each type may imply a specific periodicity, for example in case of SSR, where some data can be seen as slowly varying and in the need of seldom updates in the order of minutes, while other types of data needs to be updated more frequently in the order of seconds. 


	Qualcomm
	This question does not appear relevant to ciphering and use of subscription levels. For example, the possible broadcast periodicities are 80, 160, 320, 640, 1280, 2560, and 5120 ms which do not depend on whether and how ciphering is used or on subscription levels.
How often the actual data are updated depends on the data. But the data update rate is independent of the broadcast periodicity (and independent of whether ciphering and subscription levels are used). E.g., GNSS almanac changes typically once per week; coordinates for a RTK reference station may change seldom, OTDOA PRS configuration and neighbour cell lists may change only if a new cell is deployed. However, the broadcast periodicity would still be any of the numbers mentioned above and depends on e.g., latency requirements and operator use cases. 

	Deutsche Teleom
	Update rate and related SIB scheduling info depends on the type of assistance data (e.g. RTK method being used). If segmentation is applied, this should also be considered with regard to the overall service requirement. Ciphering does not seem to be linked to this aspect.

	u-blox AG
	Considering only GNSS requirements, update rates for conventional RTK methods (VRS, MAC, FKP) need to be relatively high: typically 1 or 2 seconds though lower may be possible with reduced performance. Furthermore there is limited differentiation of update rates for different message types.
SSR (PPP) on the other hand is optimised for this application and benefits from being able to supply different corrections at different update rates: for example the satellite clock model is updated fairly frequently – typically every 5s, whereas the satellite orbit corrections can be sent much less frequently. 
We don’t see how this question impacts ciphering choices, because the same key could be used for different messages within the subscribed service. 

	Huawei, HiSilicon
	We share the same view with most companies above, and do not see how the question is relevant to the issue concerned by SA3.

	Ericsson
	We agree that the question was poorly formulated. Maybe we thought our answer above would clarify. The intention was to understand if companies believe that subscription classes can be separated by different periodicity of the data, for example one subscription class correspondence being to correction data once a second, and one subscription class with data every 5 seconds.


	ESA
	Periodicity (read as update rate here), as a standalone criterion, should not be used in separating subscription classes: it might lead to groups/subscription classes with assistance data that are not relevant when used together. For instance, coordinates of Reference stations, satellite clocks corrections, RTK residuals, etc. could all be provided at rate of 10 seconds. On one hand, an UE that supports only PPP, has no need for reference station coordinates nor RTK residuals. On the other hand, an UE that supports any RTK service level, besides Reference Station coordinates and the RTK residuals, needs additional data to position itself. As an example, additional information, with a different periodicity and thus different key, like raw data from Ref Station (at 1 second) is missing from this group. Periodicity is not relevant for subscription classes when it comes to GNSS assistance data.

	Nokia
	Our view on need for subscription class should be clear from our comment in Section 2.1. Purely from the perspective of grouping of assistance data, since we agreed to go with per LPP IE to SIB mapping it looks like the finest granularity of one block of assistance data is defined by one LPP IE. Grouping then is a matter of how the SIBs are mapped to SI messages. If optimizations to have like periodicity assistance data in one group is needed then this should have been taken in to account in the way LPP assistance data IE are defined.




2.3	Costs of key provisioning

RAN2 would benefit from understanding the costs of key provisioning. This also involves the view of how a key provisioning entity (MME or E-SMLC pending SA2 decision) will select which key or keys, as well as additional information, a UE will retrieve.  Companies are asked to provide their view and typical example costs of key provisioning. The main objective is to find out the difference between the costs for storing and distributing one versus many keys. Another parameter related to this is how often the key needs to be changed (see 2.5).


	Company name
	Comments on costs of key provisioning

	Ericsson
	Here is a list of reasons which will trigger the need for obtaining a new key:
· The validity of the current key(s) have expired or will soon expire
· The UE is moving out from the tracking area or the list of tracking area associated to the current key(s)
· The UE has changed its subscription class, and now has the key of another subscription class.
· There are indications that an encryption key has been known to UEs which don’t have any subscription or at least belong to another subscription class.
Generally, we think all of these scenarios can happen. Therefore, we need a robust encryption system, where it is possible to enable fairly short key validity times, in particular to prevent the latter two cases. 

The cost of key provisioning, is actually not negligible, because each key has 256 bits and then a set of keys should be handed over from the E-SMLC to the MME, and also from the MME to each UE in a separate NAS signalling. Moreover, the keys will be updated when they expire or when the user leaves the tracking area or tracking area list.


	Qualcomm
	There are additional costs to key provisioning than just over the air signalling. For example, the keys and their times and areas of applicability would have to be defined and disseminated to participating entities (e.g. E-SMLCs) probably via O&M. It is unclear if this can or would be programmed for a long time in advance due to possible security issues. Hence, there seems likely to be some additional operational cost which would likely increase with an increased frequency of key change. In addition, there would probably be disruptions when a key changes due to at least a few UEs not yet having the new key. Another aspect is that support of IoT UEs would demand a low key update rate to minimize drain on battery. These factors all argue for a low frequency of key change – e.g. once every 24 hours or longer and occurring at night when any network impacts would be minimal and when UEs can request keys in advance (also at night) using a periodic tracking area update.
We also believe it is unlikely that a typical UE would be subscribed to a large number of different keys with an OMA LPPe ciphering approach. For example, with 128 bit keys, even a UE subscribed to 5 keys would only incur an additional 64 octets of DL transmission compared to a one key hierarchical approach – which is hardly significant at say 3:00am. We also point out that a hierarchical key scheme may have some additional overheads of its own depending on how defined. We thus see the over the air signalling costs of key provisioning as of very low significance.

	Detusche Telekom
	From operators perspective it is important to reduce the overhead due to key change at CN and the radio access. The cases outlined by E/// are valid and likely to occur in real deployments. Operators might try to handle subscription group changes and contracts in such a way that corresponding key refresh can be scheduled in specific time instants as suggested by QC. As for the ciphering solution, we already made it clear during the online RAN2101 discussion that we don’t expect users to be subscribed to a large number of keys and the gain of the hierarchical approach might be minimal, let alone introducing less flexibility due to inter-dependencies between the different subscription levels.  

	u-blox AG
	Key exchange is normally a fairly intensive processing task for the UE so in order to keep UE complexity and impact down we would favour key refresh that it not too frequent.

	Huawei, HiSilicon
	How often a key should be refreshed is not a RAN2 issue, but we do not expect that it will be refreshed quite often, e.g. in an order seconds or a few minutes. On the other hand, we also share the view that the UE will not subscribe to a large number of keys at the same time. It should a rare case that the UE changes its subscription class, and thus the keys need to be updated. 
Therefore, we do not see overhead for the key provision is a critical issue to be addressed especially at this stage. We should make it clear to SA3 that from RAN2’s point of view, overhead for key provisioning is not critical for key algorithm selection in SA3. 

	Ericsson
	While it is not easy to estimate and compare between the core network and radio signalling overheads, we believe that the overall goal should be to minimize the total of both, and while we don’t see any additional increase of core network process by defining subscription levels, we don’t understand why Qualcomm would consider the radio network signalling as a negligible issue.  We have also an understanding that 128 bits keys were valid for the previous UMTS network and the current discussed solution considers 256 bits which is a doubled value. 
If we consider the GNSS RTK data provisioning unicast over the top as baseline, we stepwise improve the efficiency by introducing control plane encoding via LPP, a mix of LPP and SIBS, to broadcast of everything via SIB. In the latter extreme, the only remaining dynamic cost is due to the key management. Therefore, it is still important to give it a thorough analysis.
Moreover, we also agree that the key provisioning can be done in the least congested time hours, and it can be in the range of daily update. However, considering IoT devices and also the fact that the operator is providing an extensive service to the UEs, and the business aspect of this should not be neglected either, we believe both an efficient radio signalling and a way to protect the security of the keys are two important parameters which should be considered.
  

	ESA
	No comment

	Nokia
	We think this is an issue for SA2 to analyse and decide in consultation with SA3 and CT1/CT4. From RAN2 perspective we can just clarify the requirements that we do not need a complex hierarchical subscription level for Rel-15.





2.4	Hierarchical Keys

Companies are requested to express their views (pros and cons) on the use of hierarchical keys for ciphering and suggest their preference.

A key hierarchy can help save the cost of key provisioning by reducing the number of keys that need to be distributed. For example, if there are many subscription classes each in need of a separate key, and the cost of key distribution is high, a key hierarchy can help.

This question is related to the number of subscription classes and if the subscriptions classes are hierarchical or uncoupled (see 2.1). 



	Company name
	Pros
	Cons
	Comments/Suggestions

	Ericsson
	In case some subscription classes are hierarchical, the algorithm to derive keys can either be pre-configured or be based on a configurable parameter that is seldom updated. Then, only the base key or keys needs to be signalled and the UE can derive the rest of the keys that do not need to be signalled. With 256 bits per key, the savings is in the order to the number of keys that can be derived times 256 bits.


	The key generation algorithm needs to be defined and configured, which adds complexity

	With the possibility to define derived keys, it is possible to allow the option of derived keys which can reduce signalling in case of hierarchical subscription classes.


	Qualcomm
	The only possible Pro is some reduction of over the air signalling which, as described in section 2.3, should be of low significance.
	- Imposes limitations on the combinations of assistance data to which a UE could be subscribed.
- New assistance data (specified in future Releases) must fit into the key hierarchy. 
- Potential conflict with the preferences of a user or the capabilities of a UE. It assumes that a subscription for assistance data at a higher level (which may be charged at a higher rate) will automatically subscribe to assistance data at a lower level even when the UE cannot support some of this data or the UE is not running Apps or providing service that need this data, which may cause charging problems.
- Greater complexity for both standardization and implementation, since a subscription hierarchy and a secure hierarchical key system must both be defined and then implemented in the UE and network. 
	No detailed proposal for hierarchical keys are available, and it may require significant SA3 standardization efforts to develop one. 

	Deutsche Telekom
	Reduced signalling when updating keys compared to delivery of single keys
	Introduces a model where subscription levels are linked to each other and higher level subscriptions will automatically include the lower levels. This might be a limitation if correction data streams are meant for separate customer groups.
	We share the same concern as QC that the hierarchical key solution is not at a mature stage in SA3.
Moreover, by delivering single keys it would still be possible to mimic the hierarchical key paradigm. This comes with additional overhead that is however not significant if users are expected to subscribe to max 2-3 keys.  

	u-blox AG
	Might simplify UE implementation.
	Hierarchical keys may restrict flexibility forcing UE to decode more messages than needed.
	Without a clearer definition of what the hierarchical key structure would be, we are unable to offer a preference, but feel that uncoupled keys might be less risky.

	Huawei, HiSilicon
	
	
	We do not think that from RAN2’s point of view, we can conclude anything about the pros and cons of the key algorithms, without a deep understanding and expertise of security mechanisms. 
But we can give our requirements that the key algorithm selected should put less restriction on the flexibility for operators grouping the subscription classes.
Based on our inputs, it should be left to SA3 for the final decision.

	Ericsson
	
	
	We tend to agree with Huawei, that we should provide all our views to SA3 and allow them to make the final decision. 

In order to make a correct assessment, the option of generating some keys at the UE side instead of signaling them will not have any negative impact on the flexibility. It is rather so that if an operator has hierarchy in the data and defines subscription classes matching these hierarchies, then the operator can reduce the costs of the key distribution by this option. Simply an optional option that can give benefits if used, and if not used, separate keys will be used.

On the other hand, based on SA3 LS, both solutions are considered as valid proposals and we do not understand why RAN2 should actually have this assumption that one proposal is questionable. The addition of broadcast positioning assistance information in the scale which is happening in Rel.15 is much more complex and multidimensional to be treated similar to the previous available solutions, so considering SA3 to spend more time on a proper solution at this stage is very reasonable.

	ESA
	According to some delegates, it can be useful when many keys are expected. However, based on current practices used by some RTK providers (please see Leica SmartNet, Trimble VRS Now, etc.) we don´t see cases with users that need to subscribe to many keys.
	Requires clear proposals on grouping the assistance data not abstract mentions.

Very dangerous if grouping is based on criteria that are constraining and don´t take into account the whole picture e.g. grouping based on periodicity.

From a service level point of view, not fit for RTK: hierarchy seems good for modular approaches (e.g. from PPP to PPP-RTK) but not for N-RTK. Each RTK service is based on different principles and don´t build on top of each other. Apart Reference Station coordinates and raw data, each method needs different type of assistance data.

	If we speak about some assistance data in general, it is very clear that both solutions work. All companies have provided very useful information on aspects such as user complexity, network complexity, security, cost, etc. However, we feel that the GNSS criterion itself was not properly considered. When the GNSS part is analysed together with the other factors, we believe uncoupled is more suitable simply because it allows flexibility while the hierarchical approach seems vague and brings limitations. 


	Nokia
	
	
	SA2 and SA3 knows better than I do about pros and cons of different key derivation and distribution methods. As mentioned under other sections, our preference is to just send the RAN2 requirement for a simpler solution for Rel-15 with possibility to introduce new methods in the future releases.





[bookmark: _2.5__Frequency]2.5 	Key Validity Time

RAN2 needs to understand the reasons for updating the ciphering keys and how often the keys need to be replaced.

One aspect is what is normally called “key wear”, which is related to the how much data that can be encrypted under each key. This aspect and other cryptographic aspect will be handled by SA3 and need not be considered here. 

Another aspect of key update is how often the subscribers change subscription class. Once one subscriber changes subscription class, the key for that class needs to be replaced. This input is needed.
Other aspect such as internal crypto policies are also important input. 

Companies are requested to provide suggestions as how often the ciphering keys would be updated (new keys would be rolled out, invalidating the previous keys) i.e. How long will be the validity of the key. Some suggestion re listed below.

a) Long validity times (1 to 3 months)
b) Moderate validity times (days to a few weeks)
c) Short validity times(hours)
d) Any other (Please provide the details)

	Company name
	Key Validity Period and Reason for selecting such period

	Ericsson
	In order to protect the broadcast data and prevent key sharing, we believe the it should be possible to update should happen frequently meaning below once a day. 


	Qualcomm
	The issues cited in section 2.3 suggest that whatever ciphering key algorithm is selected, a key validity time of at least 24 hours and possibly longer will be needed. 

	Deutsche Telekom 
	We aim at moderate validity times

	u-blox AG
	We prefer a moderate validity period, certainly not short.

	Huawei, HiSilicon
	We do not think it is a RAN2 issue and it should be up to SA3 to decide the validity time based on security requirements.

	ESA
	Not short.

	Nokia
	We agree with Huawei.




2.6 	Preference on the two solutions

RAN2 are discussing two alternatives for ciphering, as referenced in [1,5] and [2,4]. Companies are asked to share their views of the advantages of each of the two solutions.

	Company name
	Advantages of [1,5]
	Advantages of [2,4]
	Comments/Suggestions

	Ericsson
	Flexibility
Reusing a method which already exists. Can be extended to support hierarchical keys as well

	Efficient way of updating the keys

Key provisioning is considered
More scalable and practical to be implemented in practice
Less cost for key provisioning.

Supports key generation at the device side to avoid signaling

	Perhaps a combination of the two methods would be a good alternative.

	Qualcomm
	
	
	We can only see [1,5] being available. [2,4] outlines some ideas, but how they fit together to a complete solution is unclear. 

	Deutsche Telekom 
	Same as E///
	See comment on paragraph 2.5
	For the completion of the WI and given the pros/cons analysis, we prefer the solution captured in [1,5]

	u-blox AG
	
	
	Without more detail, and given the limited time remaining we favour [1,5]

	Huawei, HiSilicon
	
	
	We do not think that RAN2 needs to give a preference on the solutions, given that we do not have a deep understanding and expertise on security mechanisms. 
But we can give our requirements that the key algorithm selected should put less restriction on the flexibility for operators grouping the subscription classes.
 It should be left to SA3 for the final decision based on our inputs.

	Ericsson
	
	
	Our comment in the previous section is also valid here.

	ESA
	
	
	Although both options work, we believe that when one compares the two also from the GNSS methods angle [1,5] is better because is flexible and we also feel the time pressure to complete the WI.

	Nokia
	
	
	Given that there are no firm requirements for subscription classes and, also since we are close to work item completion, our preference is to go with the simplest solution and which does not re-strict deployment flexibility. Since LPPe based solution is already specified we have a slight preference towards that but to be fair, we can just provide our view of (lack of) requirements for multiple subscription levels or hierarchical key handling to SA3 and that we need a simple solution in Rel-15 and let them decide on the solution.




3 Summary
The following 8 companies participated in the email discussion: Ericsson, Qualcomm, Deutsche Telekom, u-blox AG, Huawei, Hi-Silicon, ESA and Nokia. Based on the comments provided, the following observations can be made:

[bookmark: _Toc509259269]On the “number of subscription level” many companies view is that mapping of AD to subscription level can be left to the Operator. If SA3 needs to know maximum number for subscription level, the maximum level of subscription that can be suggested is 16.
On the “AD update rate and grouping AD based upon periodicity”, many companies believe this discussion will not be relevant to SA3 for designing the ciphering algorithm. 
[bookmark: _GoBack]On the “cost of key provisioning”, companies expect that there may not be many ciphering keys that UE would acquire thus from this perspective the cost may not be high. Further the keys could be scheduled for distribution when the NW is least loaded.
RAN2 acknowledges that the usage of hierarchical keys may reduce the signalling load, however since RAN2 does not expect there to be many keys, the overhead of key provisioning is not expected to be an issue. Therefore, the additional complexity which hierarchical keys may bring is not desired for now.
On the “key validity duration”, some companies express opinion to have a moderate validity duration (from one day to few weeks). However, some companies believe that SA3 should be the best judge for this keeping the security requirements in mind. 
On the “preference between two solutions”, companies view is that RAN2 cannot indicate preference, the decision should be done by SA3. Consideration should be given for low complexity but flexible solution.



4 Conclusion

Based on the discussion in section 3 we propose the following:
Proposal 1	RAN2 to provide above observations to SA3 in LS.
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