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Introduction
Security procedures for LTE connection establishment are simple and quite optimised.  RAN2#101 made the following agreements related to security setup: 
Agreements
1	If integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session.
2	If ciphering applies to a PDU session then it is applied to all DRBs of the PDU session.
Note: Signalling may still be per DRB and the above constraints ensured by network configuration. To be concluded in final ASN.1 design.

This document looks that the remaining issues regarding security setup for SA NR.

Discussion
LTE security configuration is handled by SMC procedures after eNB receives the UE context from MME which includes the UE security capability and keys for security activation.  Security mode command message can be sent together with a secured RRC reconfiguration thereby avoiding additional delay for security configuration (i.e. network does not wait for a respond to the SMC before sending the secured RRC reconfiguration).  
Security algorithm to be used for ciphering and integrity protection are configured with SMC.  No change of security algorithms is supported except during handover.  Similarly, a key change can only be done using Handover procedure.
Handover without security activation is not supported.  Although initially motivated for protocol simplicity, it was later also needed for security reasons as measurement results could not be provided prior to security activation.  
There does not seem to be much benefit in changing these LTE procedures that can save call set up time.  A few bits can be saved in the message size if SMC information is included in an unencrypted part of the RRC reconfiguration but we do not consider it sufficient justification for the added complexity and departure from LTE baseline.  
Proposal #1: LTE security procedure during connection setup is used as a baseline for NR.  That is: 
· SMC procedure is used for algorithm configuration  and keys for Integrity protection and ciphering of RRC and DRBs.  
· Algorithm and key change is only allowed during Handover procedure (“reconfiguration with sync with key change”).
The above proposal is aligned with the draft TP provided for email discussion [101#37][NR] RRC procedures/messages.
As discussed in [1] if RACH msg 3 size can be increased or msg 3.5 used, it would be possible and beneficial to consider a single step activation of security and RRC reconfiguration without first going two step RRC connection setup followed by reconfigure procedure.  However, that optimisation does not change the LTE concept of sending SMC and subsequent secured Reconfiguration together. 
Change to LTE mechanisms for NR
As agreed in RAN2#101, security – both Integrity protection and encryption for DRBS - can be configured differently for different PDU sessions.   When turned on, the DRBs all use the same algorithm as configured by SMC.  The remaining open issue is about how to provide the configuration to the UE.
PDU sessions are not directly visible at PDCP but is visible at SDAP layer.  There are (at least) two options to configure security per PDU session.
1) Provide a security configuration, one bit each for integrity and encryption to indicate whether Integrity and encryption are turned on or off,  for a PDU session.  Since a DRB is associated with a PDU session for SDAP, it then provides the security configuration for the DRB.  PDU session is only relevant to SDAP in RAN (i.e., it is not visible below SDAP) and this approach will imply that the security configuration is provided within SDAP configuration. Another option could have been to create a PDU session configuration containing the security and SDAP but this will require changing the current RadioBearerConfig IE structure.  
2) Use one bit each for integrity and encryption in each DRB to indicate whether Integrity and encryption are turned on or off.  Leave it to network to ensure that the security configuration is the same for all the DRBs belonging to a PDU session.
Since security is a PDCP configuration, providing it as part of the SDAP is not intuitive.  Hence we have a preference for option 2.
Proposal #2: Add two bits per DRB configuration  at DRB set up to indicate whether Integrity and ciphering is applicable for the DRB.  
[bookmark: _GoBack]
Summary and proposals
This document looked at the security procedures related to RRC connection setup for NR.  The following proposals were made.
Proposal #1: LTE security procedure during connection setup is used as a baseline for NR.  That is: 
· SMC procedure is used for algorithm configuration  and keys for Integrity protection and ciphering of RRC and DRBs.  
· Algorithm and key change is only allowed during Handover procedure (“reconfiguration with sync with key change”).
Proposal #2: Add two bits per DRB configuration per DRB at DRB set up to indicate whether Integrity and ciphering is applicable for the DRB.  
References
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Annex: Current DRB config in radioBearerConfig IE:
DRB-ToAddMod ::=						SEQUENCE {
	cnAssociation							CHOICE {
		-- The EPS bearer ID determines the EPS bearer when NR connects to EPC using EN-DC
		eps-BearerIdentity						INTEGER (0..15),			-- EPS-DRB-Setup
		--	The SDAP configuration determines how to map QoS flows to DRBs when NR connects to the 5GC
		sdap-Config								SDAP-Config					-- 5GC
	} 										OPTIONAL, -- Cond DRBSetup
	drb-Identity							DRB-Identity,

	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP						ENUMERATED{true}	OPTIONAL, 		-- Need N
	recoverPDCP							ENUMERATED{true}	OPTIONAL, 		-- Need N
	pdcp-Config							PDCP-Config			OPTIONAL,		-- Cond PDCP
	...
}


SDAP-Config ::=						SEQUENCE {
	pdu-Session							PDU-SessionID,

	-- FFS: separate configuration for UL and DL
	sdap-HeaderDL 						ENUMERATED {present, absent},
	sdap-HeaderUL 						ENUMERATED {present, absent},
	defaultDRB							BOOLEAN,

	-- A list of QoS-Flow-IDs that the UE shall map to the DRB of this SDAP-Config.
	mappedQoS-FlowsToAdd				SEQUENCE (SIZE (1..maxNrofQFIs)) OF QFI OPTIONAL, -- Need N
	-- A list of QoS-Flow-IDs that the UE shall no longer map to the DRB of this SDAP-Config.
	mappedQoS-FlowsToRelease			SEQUENCE (SIZE (1..maxNrofQFIs)) OF QFI OPTIONAL, -- Need N
	...
}

QFI ::= 							INTEGER (0..maxQFI)

PDU-SessionID ::= INTEGER (0..255)
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