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1	Introduction
SA3 has achieved some significant progress on the security framework for NG-RAN connected to 5GC [33.501]. This contribution outlines the main mechanisms while a companion CR [R2-1804909] suggests reflecting them in the Stage 2 [38.300].
2	Security Framework
The security framework builds upon the well-established principles of LTE/EPC and can be summarized as follows:
-	The gNB (AS) keys are cryptographically separated from the 5GC (NAS) keys;
-	Separate AS and NAS level security mode command procedures are used;
-	After a primary AKA, KSEAF is created and KAMF is derived;
-	Based on KAMF, KNASint and KNASenc are derived when running a successful NAS SMC procedure;
-	For AS security between UE and gNB, AMF and the UE derive a KgNB when transiting from IDLE to CONNECTED. KRRCint, KRRCenc, KUPint and KUPenc are then derived based on KgNB after a new KgNB is available;
-	NCC controls whether horizontal (KgNB*) or vertical (NH) key derivation is used during mobility events.
-	The key derivation provides both backward and forward security at NG-RAN level:
-	backward security means that a gNB cannot compute a key previously used in another gNB (property of the key derivation operation);
-	forward security means that a gNB cannot compute a key after n hops (ensured by using vertical key derivation during which the basis – NH – is only known to the UE and to the AMF).
-	When transiting to IDLE, all keys must be deleted in the gNB;
-	PCI and ARFCN-DL are used to derive KgNB;
-	Integrity protection is now also available for the user plane.

