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Discussion and decision
1 Introduction

The security aspect (i.e., NCC) for early data transmission (EDT) for UP solution was discussed in the RAN2 # 100 meeting, following agreements were made.

	Agreements 
For UP solution

- UE supporting EDT shall support both UL and DL EDT.

- The UE shall have NCC prior ro indicating EDT.

- resumeID, shortResumeMAC-I, and resumeCause are included in Msg3 for EDT.

- None of the parameters currently provided in MSG5 are included in Msg3 for EDT.
- UE is in RRC_IDLE when transmitting Msg3 for EDT, same as legacy.

- UE shall perform access barring check before initiating EDT.

- UE shall restore the UE context, reactivate security, and re-establish/resume all SRBs/DRBs. The UE shall derive new keys based on the NCC provided in the previous connection. It is FFS in which message NCC is provided in the previous connection. The FFS is pending SA3 feedback.

- Legacy RRCConnectionResumeRequest message is used in Msg3.

- Legacy RRCConnectionRelease message with suspend is extended to include NCC in Msg4 when the network wants the UE to move to RRC_IDLE.



We have agreed in the endorsed running CR [1] that RRC activates the AS security using the stored value of NCC to derive new keys (KRRCint, KRRCenc and KUPenc). We also have agreed that shortResumeMAC-I is used as security token for RRC message in Msg3 and NCC is provided in Msg4 that indicates UE to go to IDLE mode. 
However, the details on when the NCC is provided and how the NCC provided is used to secure RRC message and user data in msg3 and Msg4 have not been discussed.
To progress the discussion on the security framework for EDT in UP solution, we agreed an email discussion until the next RAN2#101bis meeting.
	[101#58][NB-IoT/MTC R15] EDT security issues (Intel)


Email discussion on the security issues for EDT [Intel]


Intention: to progress the discussion on the security issues for EDT.


Deadline:  Thursday 2018-03-29


In the next section 2, we present the background on the NCC and an example of security framework in EDT. In the section 3, we provide the questions and companies are asked to provide their views. In the section 4, companies are asked to provide any other aspects that are not covered by this email discussion and the section 5 will provide the summary. Note that this discussion focuses only on the UP solution.
2 Background on RRC Resume procedure
In legacy RRC connection resume request message, a shortResumeMAC-I is calculated taking into account the stored KRRCint [Ref TS 33.401] which is associated with the old NCC from the previous connection. Since RRC connection resume request is transmitted using SRB0 and is thus neither integrity protected nor ciphered, it can re-use the existing key KRRCint only for shortResumeMAC-I calculation. When UE receives the new NCC in the Msg4, it derives new AS keys using the KeNB* that is derived based on the new NCC and serving cell information (see Figure 1). Using the new keys, RRC verifies the integrity protection of the legacy RRC message contained in Msg4 and configures lower layers to resume integrity protection and ciphering (if configured) in the subsequent messages.

In EDT, resume procedure is different from legacy resume procedure. The user data needs to be protected in Msg3 and hence it also requires fresh UP AS key (KUPenc) before sending Msg3. Therefore, all SRBs and DRBs are resumed. The new fresh AS keys (KRRCint, KRRCenc and KUPenc) are derived from KeNB* that is either derived from the currently active KeNB of the source cell (referred as horizontal derivation assuming same old NCC) or derived from the NH associated with the new NCC (referred as vertical derivation). Whether it is horizontal or vertical, UE gets new KeNB* for the derivation of fresh keys as shown in figure 1. We think this will be in the scope of SA3 to define in SA3 specification for EDT. Then RRC configures lower layers to resume integrity protection and ciphering in the subsequent messages received and sent by UE and submits the RRCConnectionResumeRequest message to lower layers for transmission. 
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Figure 1 General principle of key handing (TS 33.401 Figure 7.2.8.1-1)

3 Questions and discussions

3.1 The need to transfer NCC to UE in other than Msg4

In legacy RRC connection procedure, NCC is provided in RRCConnectionResume message in Msg4 of the random access procedure. In EDT, it is agreed that the NCC is provided in extended legacy RRCConnectionRelease message in Msg4 when the network wants the UE to move to RRC_IDLE. The following FFS from RAN # 100 needs to be addressed,

- UE shall restore the UE context, reactivate security, and re-establish/resume all SRBs/DRBs. The UE shall derive new keys based on the NCC provided in the previous connection. It is FFS in which message NCC is provided in the previous connection. The FFS is pending SA3 feedback.
Question 1.a: When suspended by source eNB that does not support EDT, NCC is not transferred to UE for future use. What is UE or eNB behaviour when resumed in a target eNB that supports EDT?

When a UE is suspended by an eNB that supports EDT and resumes in eNB that does not support EDT, the UE performs the legacy resume procedure so there is no issue (i.e. in this case UE to use NCC provided by the old eNB during completion of RRC connection or EDT procedure to compute shortMAC-I). However, when the UE is suspended by the eNB that does not support EDT and resumes in the eNB that supports EDT to initiate EDT, the UE derives new keys based on the NCC provided in the previous connection (e.g., in previous RRC Connection Release message). The UE and eNB would be out-of-sync if the eNB (e.g., legacy eNB) has unused NCC but did not provide it to UE for future use in the previous connection (for legacy procedure see 33.401 subclause 7.2.11.3 “If the source eNB has a fresh {NH, NCC} pair from the MME then that pair shall be used and the fresh NH shall be used as in the new KeNB* derivation”, “The AS security context sent to the target eNB shall include the new derived KeNB*, the NCC associated to the KeNB*”).

Following could be solutions to the problem of this question.

Option # 1: Target eNB rejects the connection if the last serving eNB does not support EDT (e.g., legacy eNB). For example UE could use newly derived key KRRCint for calculation of shortResumeMAC-I for EDT and integrity verification fails as legacy eNB still uses the currently stored KRRCint.

Option # 2: UE does not use EDT in the resume procedure if it was suspended by the last serving eNB that did not support EDT (e.g., legacy eNB).

Option # 3: Clarify further that if UE does not receive a NCC during the previous connection release that is to be used only for the new connection, UE does not initiate EDT (e.g., If eNB does not want EDT, it does not provide NCC during suspend procedure).

Option # 4: Any other solution

	Company Name
	Which option # ?
	Reason

	Intel
	Option # 3
	The agreement “The UE shall have NCC prior ro indicating EDT” is not clear as NCC is always stored even in legacy procedure and it will have stored value of NCC that was provided in the Msg4 of the previous connection. In option # 3, this can be clarified. However, this requires eNB to provide the NCC even if UE is not using EDT and NCC is not new but the UE may use EDT in the next resume.

	Huawei, HiSilicon
	Option # 3
	It was agreed and captured in the running CR that having a stored NCC is a pre-condition to initiate EDT. We do not think that NCC is part of the ‘UE AS context’ as this is not part of the radio resource configuration.  In the running CR (section 5.3.12), text has been added to explicitly require the UE to store the NCC received in RRCConnectionRelease message.

	Qualcomm
	Option #3
	

	Ericsson
	Option # 4
	We think the question should be if the EDT capable UE was suspended without being provided NCC in RRCConnectionRelease, what is behavior of the UE and eNB in the subsequent resume procedure?

If a EDT capable UE was suspended without being provided NCC in RRCConnectionRelease, the UE shall not initiate EDT and shall perform the pre-Rel-15 resume procedure.

However, we think, in Rel-15, if the source eNB has a fresh {NH, NCC} pair, it shall provide the NCC to the UE in RRCConnectionRelease with suspend regardless of EDT activity in the subsequent resume or not. 

	Sharp 
	Option #3
	


Question 1.b: Other than in Msg4, in which RRC message NCC is provided?

Following could be answers to this question.

Option # 1: Network optionally provides value of NCC in the RRCConnectionRelease with suspend indication for UEs supporting EDT.

Option # 2: Network always provides value of NCC in the RRCConnectionRelease with suspend indication for UEs supporting EDT.

Option # 3: Network provides NCC only in Msg4 (e.g., legacy RRCConnectionResume or extended RRCConnectionRelease message for EDT).

Option # 4: Network provides new NCC in RRC reconfiguration message to be used in future Msg3 for UEs using EDT.

Option # 5: Any other option

	Company Name
	Which option #?
	Reason

	Intel
	Option # 1
	We prefer option # 1 as eNB may disable EDT then it does not need to provide NCC.

In option # 1, network has more flexibility to provide new values of NCC to be used in future Msg3 during next resume procedure when UE is currently not using EDT and is in legacy RRC_CONNECTED mode with a cell that supports EDT. If the value of NCC provided is same as the currently used NCC, then UE will perform horizontal derivation of keys in the future resume procedure. In this case, the option #1 and option # 3 would be similar for EDT. 

The option # 3 is not preferred over the option # 1 as UE always have chance to receive new NCC in option # 1 to use for EDT. 

	Huawei, HiSilicon
	Option #1
	Option #1 is the option captured in the running CR.

Option #2 does not work if the eNB does not support EDT (e.g. Rel-14 eNB).

Option # 3 does not work as this would mean the UE uses the same NCC for two consecutive connections, e.g. UE performs the legacy resume procedure and then UE performs EDT. 

We do not see the benefit of option #4 as in any case NCC needs to be defined in RRCConnectionRelease for the EDT procedure

	Qualcomm
	Option #1.
	

	Ericsson
	Option #5 (or Option #2 with clarification)
	EDT UEs should use the NCC provided in RRCConnectionRelease. This was also mentioned as the SA3 understanding in the reply LS. 

We prefer the eNB to provide NCC in the RRCConnectionRelease with suspend, if possible. This message can be sent in Msg4 during a EDT procedure or during the preceding normal suspend procedure (i.e., not Msg4). This is based on three following agreements from RAN2#100:

· The UE shall have NCC prior to indicating EDT.

· The UE shall derive new keys based on the NCC provided in the previous connection
· Legacy RRCConnectionRelease message with suspend is extended to include NCC in Msg4 when the network wants the UE to move to RRC_IDLE.
and the following input from SA3 in their LS during SA#89 (S3-173472):

It is SA WG3's understanding that the said NCC would be sent in the last RRC Connection Suspend/Release message used for suspension of the previous connection.
Thus, our view is similar to Option #2 with the clarification that legacy eNB may not be able to provide NCC in RRCConnec tionRelease. 

	Sharp
	Option #1
	We think the eNB will provide NCC in RRCConnectionrelease message only if it has unused NCC. In case eNB does not have unused NCC, it does not include NCC in RRCconnectionrelease message.


3.2 Calculation of ShortResumeMAC-I

Question 2.a: Currently stored or newly derived KRRCint is used in the calculation of ShortResumeMAC-I?

In legacy, currently stored KRRCint is used in the calculation of the shortResumeMAC-I. In EDT, UE would need to generate new keys before Msg3. This would mean that UE also has option to use the newly derived KRRCint based on the provided NCC in the calculation of the shortResumeMAC-I. However, this would require change in the authentication verification procedure in source cell. Currently, source cell stores the old KRRCint and the authentication token shortResumeMAC-I is verified by the source cell whether UE resumes in a source cell or a target cell. 
Following are options that can be considered for this question.
Option # 1: Currently stored KRRCint and integrity protection of Msg3 is verified by last serving eNB (as per legacy LTE)
Option # 2: Newly derived KRRCint and integrity protection of Msg3 is verified by last serving eNB

Option # 3: Newly derived KRRCint and integrity protection of Msg3 is verified by target eNB 

Option # 4: Any other option
	Company Name
	Which option # ?
	Reason

	Intel
	Option # 1

(Currently stored KRRCint)
	As legacy, we prefer the integrity protection check is done by the last serving eNB. 

	Huawei, HiSilicon
	Option #1 
	Same as Intel 

	Qualcomm
	Option#2
	Old eNB should check the integrity of the message using the integrity protection keys derived from the last NCC provided to UE.
Deciphering of the data is done by the serving eNB.

	Ericsson
	Option # 2 and 3
	We prefer to use newly derived integrity key for calculation of shortResumeMAC-I. In addition, the verification can be performed by target eNB in case it has UE context, e.g., via pre-population. If the target eNB does not have UE context, the verification is done by source eNB. New key is better, and we also have a working assumption that new key is used in the context of NR work (ref. R2-1804136).

	Sharp
	Option # 1
	Seem no issues if we reuse legacy


Question 2.b: In case it is agreed that RRCConnectionReject message with suspend indication is received in response to RRCConnectionResumeRequest message for EDT, does UE derive new key (KRRCint) or use currently stored key (KRRCint) for the calculation of shortResumeMAC-I in Msg3 in the next resume procedure?

It is possible that eNB may need to reject the UE’s EDT request in case MME is down or there is network congestion. If eNB rejects the RRCConnectionResumeRequest message due to network congestion, eNB would not be able to derive any keys. In this case, if UE goes back to IDLE mode with suspend indication, there is risk of replay attack as UE uses same resume ID and shortResumeMAC-I in Msg3 in the next resume procedure. 

Followings are possible answers for this question.

Option # 1: No, use currently stored key (KRRCint) in the calculation of shortResumeMAC-I in the next resume (as legacy)
Option # 2: Yes, derive new key (KRRCint) to use in the calculation of fresh shortResumeMAC-I to resolve replay attack in the next resume
Option # 3: RRCConnectionReject message is not supported for EDT in UP solution

Option # 4: Do not use EDT in the next resume procedure

Option # 5: Ask SA3  

	Company Name
	Which option # ?
	Reason

	Intel
	Option # 1
	There is risk of replay attack as UE will use same resume ID and shortResumeMAC-I in Msg3, as after receiving RRCConnectionReject message, UE cannot derive new keys as eNB was not able to derive new keys in its previous resume attempt which was not successful.

However, this is also possible today in legacy resume procedure for UEs not using EDT.

	Huawei, HiSilicon
	Option #1 and Option #4 and Option #5
	Option #1 we assume same as legacy and we assume that the currently stored key (KRRCint) refers to the key before the connection that was rejected, i.e. at the time RRCConnectionReject is received, the UE reverts all the actions it has done.
Option #4 We think that UE shall delete any stored NCC. It means that UE will not be able to use EDT in the following connection. 

W.r.t Option #3, we think that RRCConnectionReject is needed for the case the eNB cannot resume the S1 connection. If RRCConnectionReject is not supported, a new indication needs to be added in RRCConnectionRelease to inform the UE that the data have not been delivered. 

Option # 5. We think it is worth checking with SA3 whatever the chosen option.

	Qualcomm
	Option #1
	

	Ericsson
	Option #X
	Depending on whether UE resumes to the same cell or different cell, the UE uses currently stored key or the one newly derived key from the base key indicated by the source cell. We prefer option#2 but we note that deriving new key for calculation of shortResumeMAC-I does not help resolving replay attack in the next resume to the same cell.

	Sharp
	Option #1
	Agree with Intel that this is also possible in legacy resume.


Question 2.c Any additional parameters need to be included in the calculation of shortResumeMAC-I?
Currently, the shortResumeMAC-I is calculated considering the following as input parameters: source C-RNTI, source PCI, resume constant, target Cell-ID as defined by VarShortResumeMAC-Input in TS 36.331 and using the stored KRRCint used with the source eNB where the UE was suspended. In legacy resume procedure, it is possible that RRCConnectionResumeRequest is rejected and in the next resume procedure UE uses same resume ID and shortResumeMAC-I. In EDT, there is concern of replay and Man-in-Middle (MiM) attacks [2] as UL data is sent in Msg3 before eNB verifies legitimate UE. Temporary C-RNTI can be added as input parameter for the calculation of shortResumeMAC-I to minimize the replay attack and increase freshness of shortResumeMAC-I. For protection of UL data from MiM attack, hash code of UL data can be included in the calculation of shortResumeMAC-I. 

	Company Name
	Any additional parameters need to be included in the calculation of shortResumeMAC-I?
	Reason

	Intel
	Ask SA3 first
	This issue (replay attack and MiM attack) also exists today in legacy resume procedure.

For EDT, whether or not there is significant security risk from replay attack and MiM attack needs to be confirmed by SA3. If there is no significant issue identified as UL data is ciphered with new keys and attacker cannot read it, current calculation of shortResumeMAC-I could be sufficient.

	Huawei, HiSilicon 
	No
	We assume No as SA3 has not indicated any change in their reply LS. We are fine with double checking with SA3. 

	Qualcomm
	Ask SA3
	This issue is particularly relevant when null AS ciphering is configured.

	Ericsson
	TC-RNTI, hash of UL data / Ask SA3
	Adding temporary C-RNTI as freshness parameter to the calculation of shortResumeMAC-I would improve the authentication verification and minimize the risk for a replay attack. 

Adding e.g. a hash code derived from the UL data would improve the integrity protection of Msg3 and mitigate possibility for man-in-the-middle attacks. 

These added security aspects should be considered, otherwise it is possible eNB would forward fake data to S-GW, especially when there would be no Msg5 in EDT confirming the identity of UE.

	Sharp
	Ask SA3
	


Question 2.d Short (16 bit) or Full (32 bit) shortResumeMAC-I?
In legacy, UE generates full 32 bits of shortResumeMAC-I as authentication token for RRC message in Msg3. However, it only includes the 16 bit LSB in the Msg3 due to size constraint. In the LS sent by SA3 [5], it was recommended that full length Resume MAC-I be included in Msg3, if that is possible, for EDT to make it harder to guess by attacker. This recommendation is based on SA3's understanding that the current space restrictions in Msg3 would allow using a 32-bit shortResumeMAC-I. SA3 also stated that if PDCP security could be used already for Msg3 that would be fine as well from SA3's perspective.
	Company Name
	Short (16 bit) or 
full (32 bit) shortResumeMAC-I
	Reason

	Intel
	Existing 16 bit shortResumeMAC-I
	Using 32 bits of ResumeMAC-I is to make attacker a bit harder to guess but not impossible. SA3 also mentions that how big risk of using shortResumeMAC-I is not clear and also points that 32 bits be used only if possible.

We prefer to use existing 16 bit shortResumeMAC-I  for the following reasons:

1. We think risk is similar to what we have today for the legacy resume procedure for legacy UEs. 

2. shortResumeMAC-I is only for the authentication verification of RRC message. If verified successfully, then only the UL data which is secured by ciphering using the newly derived fresh keys is de-ciphered by eNB. 
3. Using 32 bit of shortResumeMAC-I would require new critical extension of RRCConnectionResume message or define new RRC resume message for EDT which is not in-line with the agreement we made “- Legacy RRCConnectionResumeRequest message is used in Msg3”.


	Huawei, HiSilicon
	Existing 16 bit shortMAC-I
	We have agreed that the full resumeID is used to identify the UE, so the (short)MAC-I is only used for authentication (i.e. not to help identify the UE context). We think the risk is similar to the legacy procedure and that if SA3 had seen a real threat, they will have told RAN2 ti use the full MAC-I rather than recommending if possible.

Using the full MAC-I requires to introduce a critical extension of RRCConnectionResumeRequest which is not preferred. 

	Qualcomm
	Either
	SA3 has discussed this and provided guidance hence RAN2 could follow their guidance.

	Ericsson
	32-bit shortResumeMAC-I
	As suggested by SA3 in their reply LS. Using 32bit- ResumeMAC-I gives the network an opportunity to make a more accurate early assessment of the authenticity of the resume request before processing the data. In addition, we think it is possible to have 32 bits ResumeMAC-I included in the RRCConnectionResumeRequest with non-critical extension for both eMTC and NB-IoT, i.e., no need for critical extension nor a new RRC message.

	Sharp
	16 bit shortResumeMAC-I
	We agree with Intel.


3.3 Ciphering of UL data in msg3

Question 3: Is UL data in Msg3 ciphered using newly derived key?
During suspension procedure, UE stores the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell. It also suspends the integrity protection and ciphering. Note that it is agreed in the endorsed running CR 36.331 [1], before RRC message for Msg3 is sent to lower layer for EDT, RRC re-establishes PDCP entities for SRBs and DRBs and derives the new AS keys based on stored value of NCC and resumes the integrity protection and ciphering. This would mean that the UL data in DTCH for Msg3 is ciphered by PDCP using the new keys. 

	Company Name
	Is UL data in Msg3 ciphered using newly derived key for EDT?
	Reason

	Intel
	Yes, newly derived key (KUPenc)
	We prefer to stick to what we endorsed in the running CR 36.331 for EDT.

	Huawei, HiSilicon
	Yes
	As captured in the running CR

	Qualcomm
	Yes
	

	Ericsson
	Yes
	Agree with Intel

	Sharp
	Yes 
	


3.4 Msg4 asks UE to go to IDLE

Question 4.a: Is RRCConnectionRelease message in Msg4 integrity protected and ciphered?
In legacy, RRC message in Msg4 is not ciphered. However, the RRCConnectionRelease message in legacy RRC connection release or suspend procedure is always integrity protected and ciphered. In EDT, it can also be ciphered using the AS key (KRRCenc) that was generated before Msg3 transmission.

	Company Name
	Is RRCConnectionRelease message in Msg4 integrity protected and ciphered?
	Reason

	Intel
	Yes
	Since AS keys (KRRCint, KRRCenc and KUPenc) are already derived and ready to use, it should also be ciphered as resume ID in the message should not be exposed.

	Huawei, HiSilicon
	Yes
	As security has been reactivated in the UE before sending MSG3, any further message received on SRB1shall be integrity protected and ciphered with the newly derived keys.

	Qualcomm
	Yes
	

	Ericsson
	Yes
	Agree with Intel. 

	Sharp
	Yes 
	


Question 4.b: Is RRCConnectionReject message in Msg4 ciphered?

As described in question 2.b, this question is valid if RAN2 agrees RRCConnectionReject message can be received in response to RRCConnetionResumeRequest message for EDT.

In legacy, once the AS security has been activated, the RRCConnectionReject message can never be sent as it uses SRB0 in TM mode as described in 36.331 Annex A.6. Followings are possible answers to the Question.

Option # 1: No, RRCConnectionReject message is still sent in CCCH (SRB0) after security activation only in Msg4 for EDT

Option # 2: Yes, a new DL DCCH message class (i.e., new message for example “RRCEarlyDataReject” message) is defined and integrity protected and ciphered.

Option # 3: Any other option

	Company Name
	Which option #?
	Reason

	Intel
	Option # 1
	The issue with the option # 2 is that if security context for the UE is lost, eNB cannot use the option and it has to move UE to RRC_CONNECTED and release the UE. Also eNB may reject the request because of network congestion in which case eNB won’t be able to derive keys.

Note that today, RRCConnectionReestablishementReject message and RRCConnectionReject message in response to RRCConnetionResumeRequest are also sent unprotected in SRB0.

Though there is risk in option # 1 that attacker can send the reject message to UE, we prefer option # 1 as legacy to minimize the specification impact.



	Huawei, HiSilicon
	Option #1
	RRCConnectionReject is sent on SRB0 same as legacy. Thus security does not apply.

There is no benefit in option #2 compared to adding a new IE ‘rejectIndication’ in RRCConnectionRelease message.

	Qualcomm
	Option #1
	

	Ericsson
	Option # 1
	Agree with Intel. 

	Sharp
	Option # 1
	eNB may not be able to cipher the RRCconnectionreject message in cases, e.g. failed UE context retrieval


Question 4.c: Is the new NCC provided in Msg4 used immediately for user DL data in Msg4?

In EDT, DL EDT data in DTCH can be multiplexed with RRC message in DCCH. When the Msg4 contains extended legacy RRC connection release message to move UE to IDLE mode, the message contains resume ID and optionally DL user data both of which need to be protected. To protect user DL data in DTCH in Msg4, there are following solutions to the question.
Option # 1: No, Existing key (KUPenc) generated before Msg3 transmission is used for ciphering of the DL data in Msg4. The provided NCC is stored for future resume procedure.

Option # 2: Yes, If new NCC is provided in RRC message in Msg4, new key (KUPenc) for ciphering is derived using vertical derivation of KeNB*. If no NCC or same NCC is provided in Msg4, the new key for ciphering is derived using horizontal derivation of KeNB*.

	Company Name
	Which option #?
	Reason

	Intel
	Option # 1 (No)
	With Option # 2, there is added complexity as UE would have to derive the keys twice in a single RRC connection. 

	Huawei, HiSilicon
	Option #1 (No)
	The keys derived prior MSG3 are used for the DL data. 

Note that deriving new keys on the fly is only possible at HO in the current specification.

	Qualcomm
	Option #1
	

	Ericsson
	Option # 1 
	RAN2#100 already agreed to use AS keys derived from NCC provided in previous connection for protection of Msg3 belonging to current RRC connection. It is natural to use this set of AS keys to protect Msg4 belonging to the current connection. Option#2 also means Msg4 and Msg3 may be protected using keys derived from different values of NCCs.

We understand that Msg4 in the question is meant to include RRCConnectionRelease with suspend cause in case of EDT.

	Sharp
	Option #1
	Agree with Ericsson


3.5 Msg4 asks UE to go to RRC_CONNECTED

Question 5.a: Is RRCConnectionResume in Msg4 ciphered?

In legacy, the RRCConnectionResume message in Msg4 is only integrity protected using the MAC-I and verified by PDCP (i.e., there is no MAC-I present in the RRC message). In EDT, AS security is activated before Msg3. Therefore, the RRCConnectionResume message in Msg4, if it asks UE to go to RRC_CONNECTED mode, can also be ciphered using the existing key (KRRCenc).

	Company Name
	Is RRCConnectionResume message in Msg4 ciphered?
	Reason

	Intel
	Yes
	Since AS keys (KRRCint, KRRCenc and KUPenc) are already derived and ready to use, there is no issue in ciphering. Anyway, the DL data, if any, in Msg4 has to be ciphered.

	Huawei, HiSilicon 
	Yes. 
	Same as for RRCConnectionRelease (UE cannot know which of the two messages is transmitted). 

	Qualcomm
	Yes
	

	Ericsson
	Yes
	Agree with Intel.

	Sharp
	Yes 
	It is reasonable to cipher RRCconnectionresume as the AS security has already been resumed both in UE and eNB.


Question 5.b: Can NCC that is provided as mandatory in RRCConnectionResume message be ignored if the RRCConnectionResume message was received in response to RRCConnectionResumeRequest message for EDT?
In legacy, RRCConnectionResume message has mandatory field for NCC, therefore, a UE has to derive new keys corresponding to the value of the NCC provided in RRCConnectionResume in Msg4. For EDT, if eNB does not provide NCC for future use in the previous connection, UE can use currently stored value of NCC or does not use EDT (see Question 1.a and 1.b). If it is former, eNB can provide the NCC in the RRCConnectionResume message.
There are following solutions to the question.

Option #1: Yes, ignore the NCC and continue using existing keys

Option #2: No, follow legacy procedure for key derivation

Option #3: Yes/No, if network provides same NCC use option # 1 but if network provides new NCC use option # 2

Option # 4: Any other option
	Company Name
	Which option #?
	Reason

	Intel
	Option # 1 or 3 
	Either option #1 or 3 works. In option # 3, we think in some cases (When eNB has unused NCC available) eNB would want to use it. Option # 2 is not preferred as UE has to derive keys twice.

	Huawei, HiSilicon
	Option #1
	Note that option#2 deriving new keys in the fly is not supported in the current specification (same as Q4.c). Therefore, both Option #2 and #3 should be excluded.  

	Qualcomm
	Option #2
	Since NCC is mandatory then why not just follow legacy procedure for this.

	Ericsson
	Option # 1
	We prefer to have NCC provided in RRCConnectionRelease with suspend (as in our reply to Q 1.b). Thus, the value of NCC in RRCConnectionResume received in response to a EDT Msg3 should be the same as that provided during suspend, i.e., the UE can just ignore this. We think Option#3 requires additional but unnecessary processing. 

	Sharp
	Option #1
	it is a simple way to go compared to option#3. In option2, UE has to derive keys again which we think is not needed. 


Question 5.c: Is RRCConnectionSetup in Msg4 ciphered?

Note that in RAN#100 meeting, it is agreed only for CP solution that Legacy RRCConnectionSetup is used when the network wants the UE to move to RRC_CONNECTED. We assume this Question is valid for UP solution if RAN2 agrees that UE may receive RRCConnectionSetup message in response to RRCConnectionResumeRequest message for EDT. Since messages is transmitted in CCCH (SRB0), it is not protected even though AS security has already been activated.
	Company Name
	Is RRCConnectionSetup message in Msg4 ciphered?
	Reason

	Intel
	No
	Since SRB0 is used, it cannot be protected.

	Huawei, HiSilicon
	No
	RRCConnectionSetup is sent on SRB0 same as legacy. Thus security does not apply.

UE should also release all SRB/DRB as per legacy. 

	Qualcomm
	No
	Reception of RRCConnectionSetup implies network is unable to resume and UE is to discard stored AS context, including security configuration hence EDT has failed. Therefore, RRCConnectionSetup cannot be security protected. This is same as for legacy procedure.
 

	Ericsson
	No
	We agree with Intel

	Sharp 
	No
	Follow legacy way is ok


3.6 UE fall back scenario
Question 6: Does UE derive AS keys twice in case of fall back to legacy RRC connection procedure if the UL grant in RAR is for legacy Msg3 after initiating EDT?
This question is valid only if RAN2 agrees in the RRC modeling that AS keys are derived (security is activated) during the construction of RRC message for Msg3 prior to receiving RAR and this needs to be handled separately.

When a UE initiates EDT by using PRACH resource corresponding to EDT and receives legacy UL grant in RAR for the legacy Msg3, UE cannot send UL data. UE would have to send the legacy RRCConnectionResumeRequest message. If UE follows the legacy procedure, then UE would have to derive new keys again second time when it receives legacy RRCConectionResume message in Msg4. However, deriving KeNB* second time could make UE and eNB out of sync if eNB derives once (as it received preamble and sent legacy UL grant in RAR) while UE derives twice using same value of NCC. 
Followings are possible answers to this Question.
Option #1: No, continue using existing keys
Option #2: Yes, derive new keys following legacy resume procedure
Option #3: Wait until RRC modeling issue is resolved.

	Company Name
	Which option #?
	Reason

	Intel
	Option # 1
	UE does not need to derive the keys twice. UE can start using the keys as in EDT from Msg3. The only difference would be there is no UL data in Msg3.

	Huawei. HiSilicon 
	Option # 2
	Before the UE falls back to the legacy procedure, the UE should revert its radio and security configuration to the initial state, including deleting the stored NCC then UE follows the legacy procedure.

In Option #1, how does the eNB distinguish between the two cases, e.g. if UE has reverted to legacy because there is no PRACH resource for EDT after a change of CEL.

	Qualcomm
	Option #2
	Reception of RRCConnectionResume implies eNB has successfully handled MSG3 hence security context is established. But as discussed earlier, RRConnectionResume will contain NCC and UE would need to compute security keys with new NCC and apply those to validate RRCConnectionResume message.

	Ericsson
	Option # 1
	Agree with Intel. Given that NCC has been provided in the previous connection release, it is possible and natural to continue with the security-related actions as in EDT even if there is no UL data in Msg3. We also see benefits of not deriving keys twice, e.g., new key for calculation of ResumeMAC-I in Msg3, ciphering of Msg4.

	Sharp
	Option #2
	We understand that legacy UL grant in RAR is used indicate the UE to fallback to legacy RRC resume, thus we prefer both UE and eNB follow legacy behavior from msg3.


3.7 Integrity protection of RRC message in Msg4

Question 7: Does PDCP check integrity protection of RRC message in Msg4 for EDT?

In legacy, when UE receives RRCConnectionResume message in Msg4, AS security is still in suspend state. As described in TS 36.323 subclause 5.7, RRC message in msg4 that actually activates the AS security is itself integrity protected. The RRC first has to decode the RRC message before the integrity protection verification could be performed for the PDU in which the message was received. If the integrity protection check fails, procedure ends and UE performs the actions upon leaving the RRC_CONNECTED. Otherwise, RRC activates the AS security and enter RRC_CONNECTED.
In EDT, however, the AS security is already activated and PDCP is re-established for SRBs and DRBs prior to Msg3 transmission. In this case, PDCP can check integrity protection of the RRC message received in Msg4 in SRB1. The difference is that if the integrity protection check fails, PDCP discards the PDU in which case RRC does not receive the RRC message in Msg4. The PDCP indicates integrity verification failure to upper layer. 
Note: RRC messages in Msg4 in the question include RRCConnectionResume message and RRCConnectionRelease message. 
	Company Name
	Does PDCP check integrity protection of RRC message in Msg4 for EDT?
	Reason

	Intel
	Yes
	Since AS security is already active, PDCP can check the integrity protection and indicate to RRC if integrity verification fails. Otherwise, it can forward the PDU to RRC.

	Huawei, HiSilicon 
	Yes
	Same as Intel. 

	Qualcomm
	Depends on RRC message in MSG4.
	If MSG4 contains Reject then no security is applied.
If MSG4 contains RRCConnectionRelease then integrity checked using established security context.

If MSG4 contains RRCConnectonResume then follow legacy procedure using NCC received in RRCConnectionResume message

	Ericsson 
	Yes
	

	Sharp
	Yes
	For both the 2 types of msg4(RRCconnectionrelease and RRCconnectionresume) transmitted via SRB1, we think it is easier to be integrity checked for both by PDCP, otherwise, PDCP has to handle different types of msg4 in different ways. 


4 Any other issue related to security
	Company Name
	Security issue
	Description

	
	
	

	
	
	


5 Summary
5.1 The need to transfer NCC to UE in other than Msg4

Question 1.a: When suspended by source eNB that does not support EDT, NCC is not transferred to UE for future use. What is UE or eNB behaviour when resumed in a target eNB that supports EDT?
All companies agree that current agreement (NCC is provided in the previous connection) can further clarified that if the eNB does not provide NCC that is to be used only for new connection, UE does not initiate EDT in the next resume procedure.

Proposal 1. If a UE is suspended without providing NCC that is to be used only for next resume procedure for EDT, UE shall not initiate EDT.

Question 1.b: Other than in Msg4, in which RRC message NCC is provided?

4 companies think NCC is optionally provided in RRCConnectionRelease message during suspend procedure from EDT or RRC_CONNECTED.

1 company thinks that NCC is mandatorily provided in RRCConnectionRelease message during suspend procedure of EDT or RRC_CONNECTED for UEs supporting EDT.

Based on the majority view, following is proposed.

Proposal 2. NCC is optionally provided in RRCConnectionRelease message during suspend procedure from EDT or RRC_CONNECTED.

5.2 Calculation of ShortResumeMAC-I

Question 2.a: Currently stored or newly derived KRRCint is used in the calculation of ShortResumeMAC-I?

3 companies think that there is no issue in reusing the legacy calculations of shortResumeMAC-I. 2 companies think last provided NCC in the previous connection should be used for the integrity protection check so prefer newly derived KRRCint for the calculation of shortResumeMAC-I. Since there is no clear majority, following is proposed.

Proposal 3. RAN2 decide whether to use currently stored KRRCint or new KRRCint that is derived based on the NCC provided in previous suspend procedure in the calculation of ShortResumeMAC-I.

4 companies think that integrity protection check shall be done by last serving eNB and 1 company think that target eNB can also perform integrity protection check vie pre-population. Based on majority view, following is proposed.

Proposal 4. Integrity protection check for Msg3 is done by last serving eNB.

One company raised the discussion that deciphering of UL EDT data is done by the serving eNB. Rapporteur thinks this can also be discussed and clarified. In one option, if deciphering is done by the last serving eNB, then target eNB has to forward the user data to source eNB which could consume significant backhaul resource. In another option, target eNB can decipher the UL data where as in legacy behaviour, after integrity verification check is successful, source eNB can provide newly derived keys and associated NCC to the target eNB. Therefore, following is proposed.
Proposal 5. RAN2 decide whether the deciphering of UL EDT data is done by last serving eNB or target eNB.

Question 2.b: In case it is agreed that RRCConnectionReject message with suspend indication is received in response to RRCConnectionResumeRequest message for EDT, does UE derive new key (KRRCint) or use currently stored key (KRRCint) for the calculation of shortResumeMAC-I in Msg3 in the next resume procedure?

All companies agree that same key (currently stored KRRCint) shall be used in the calculation of shortResumeMAC-I in Msg3 in the next resume procedure. However, two companies also think that EDT should not be used in the next resume procedure.

One company has slight preference to use newly derived key in the calculation of shortResumeMAC-I in Msg3 in the next resume procedure. One company also think that UE should always go to RRC_IDLE. One company thinks that it is worth asking SA3.

Based on the different views, followings are proposed.
Proposal 6. If RRCConnectionReject message with suspend indication is received in response to RRCConnectionResumeRequest message for EDT, currently stored value of KRRCint is used for the calculation of shortResumeMAC-I in the next resume procedure.
Proposal 7. RAN2 decide whether to use EDT or not in the next resume procedure if If RRCConnectionReject message with suspend indication is received in response to RRCConnectionResumeRequest message for EDT.

Question 2.c Any additional parameters need to be included in the calculation of shortResumeMAC-I?
All companies agree to ask SA3 on whether or not there is significant security risk from replay attack and MiM attack for EDT and if any additional parameters need to be included in the calculation of shortResumeMAC-I. 

Proposal 8. Send LS to SA3 asking them if any additional parameters need to be included in the calculation of shortResumeMAC-I for Msg3 in EDT knowing that the issue (replay attack and MiM attack) exists today in legacy resume procedure.
Question 2.d Short (16 bit) or Full (32 bit) shortResumeMAC-I?
4 companies think that short (16 bit) shortResumeMAC-I can be used. One company also think that SA3 guideline can be followed and the other thinks that if SA3 had seen a real threat, they will have told RAN2 to use the full shortResumeMAC-I rather than recommending if possible. One company thinks that full (32 bit) shortResumeMAC-I can be used with non-critical extension of RRCConnectionResumeRequest message for both eMTC and NB-IoT. Based on Majority views, following is proposed.
Proposal 9. Existing 16 bit shortResumeMAC-I is used in Msg3 for EDT.

5.3 Ciphering of UL data in msg3

Question 3: Is UL data in Msg3 ciphered using newly derived key?
All companies agree that UL data in Msg3 is ciphered using newly derived key.

Proposal 10. UL data in Msg3 is ciphered using newly derived key.

5.4 Msg4 asks UE to go to IDLE

Question 4.a: Is RRCConnectionRelease message in Msg4 integrity protected and ciphered?
All companies agree that RRCConnectionRelease message in Msg4 is integrity protected and ciphered.

Proposal 11. RRCConnectionRelease message in Msg4 is integrity protected and ciphered.

Question 4.b: Is RRCConnectionReject message in Msg4 ciphered?

All companies agree that RRCConnectionReject message cannot be protected.

Proposal 12. RRCConnectionReject message is sent unprotected in CCCH (SRB0) after security activation only for UE initiating EDT.
Question 4.c: Is the new NCC provided in Msg4 used immediately for user DL data in Msg4?

All companies agree that the NCC, if provided, in RRCConnectionRelease message in Msg4 is not used for deciphering the user DL data, if any, in this Msg4.
Proposal 13. The user DL data, if any, in Msg4 is de-ciphered using the existing keys that were used for ciphering the UL data in the Msg3 of this RA procedure.

5.5 Msg4 asks UE to go to RRC_CONNECTED

Question 5.a: Is RRCConnectionResume in Msg4 ciphered?

All companies agree that the RRCConnectionResume in Msg4 is ciphered as AS security is already activated.

Proposal 14. RRCConnectionResume in Msg4 is integrity protected and ciphered.

Question 5.b: Can NCC that is provided as mandatory in RRCConnectionResume message be ignored if the RRCConnectionResume message was received in response to RRCConnectionResumeRequest message for EDT?

4 companies think that NCC can be ignored. There is no need to derive keys twice as the keys will be derived before sending Msg3 and fresh keys are available. One company think that it is simple to follow the legacy behaviour as NCC is mandatory in RRCConnectionResume message. Based on the majority views, following is proposed.

Proposal 15. NCC in RRCConnectionResume message is ignored if the RRCConnectionResume message was received in response to RRCConnectionResumeRequest message for EDT
Question 5.c: Is RRCConnectionSetup in Msg4 ciphered?

All companies agree that RRCConnectionSetup message in Msg4 cannot be ciphered.

Proposal 16. RRCConnectionSetup message is sent unprotected in CCCH (SRB0).

5.6 UE fall back scenario

Question 6: Does UE derive AS keys twice in case of fall back to legacy RRC connection procedure if the UL grant in RAR is for legacy Msg3 after initiating EDT?
The fallback to legacy RRC connection procedure could be triggered due to legacy Msg3 grant received in RAR or CE level change during random access procedure after initiating EDT. In this issue, 3 companies think that legacy behaviour should follow. This would mean that UE needs to revert back its configuration to initial state and activates the security only after receiving NCC in RRCConnectionResume message in Msg4. 2 companies think that UE can continue with the AS security that was activated while initiating EDT and as proposed in Proposal 15 UE can ignore the NCC provided in RRCConnectionResume message. Since there is no clear majority, following is proposed.
Proposal 17. RAN2 decide whether to follow legacy procedure and derive keys after Msg4 reception or continue using activated AS security and ignore NCC in Msg4 in case of fall back to legacy RRC connection resume procedure.

5.7 Integrity protection of RRC message in Msg4

Question 7: Does PDCP check integrity protection of RRC message in Msg4 for EDT?

In this question, RRC messages in Msg4 include RRCConnectionResume message and RRCConnectionRelease message. As for RRCConnectionReject and RRCConnectionSetup messages are covered in proposal 12 and 16.

For RRCConnectionRelease message in Msg4 for EDT, all companies agree that PDCP checks the integrity protection. For RRCConnectionResume message in Msg4 for EDT, 4 companies agree that PDCH checks the integrity protection and one company thinks legacy procedure should follow.

Based on the majority view, following is proposed.

Proposal 18. PDCP checks integrity protection of RRCConnectionResume message and RRCConnectionRelease message in Msg4 for EDT.

6 Conclusion

Based on the summary, followings are proposed.

Proposal 1.
If a UE is suspended without providing NCC that is to be used only for next resume procedure for EDT, UE shall not initiate EDT.
Proposal 2.
NCC is optionally provided in RRCConnectionRelease message during suspend procedure from EDT or RRC_CONNECTED.
Proposal 3.
RAN2 decide whether to use currently stored KRRCint or new KRRCint that is derived based on the NCC provided in previous suspend procedure in the calculation of ShortResumeMAC-I.
Proposal 4.
Integrity protection check for Msg3 is done by last serving eNB.
Proposal 5.
RAN2 decide whether the deciphering of UL EDT data is done by last serving eNB or target eNB.
Proposal 6.
If RRCConnectionReject message with suspend indication is received in response to RRCConnectionResumeRequest message for EDT, currently stored value of KRRCint is used for the calculation of shortResumeMAC-I in the next resume procedure.
Proposal 7.
RAN2 decide whether to use EDT or not in the next resume procedure if If RRCConnectionReject message with suspend indication is received in response to RRCConnectionResumeRequest message for EDT.
Proposal 8.
Send LS to SA3 asking them if any additional parameters need to be included in the calculation of shortResumeMAC-I for Msg3 in EDT knowing that the issue (replay attack and MiM attack) exists today in legacy resume procedure.
Proposal 9.
Existing 16 bit shortResumeMAC-I is used in Msg3 for EDT.
Proposal 10.
UL data in Msg3 is ciphered using newly derived key.
Proposal 11.
RRCConnectionRelease message in Msg4 is integrity protected and ciphered.
Proposal 12.
RRCConnectionReject message is sent unprotected in CCCH (SRB0) after security activation only for UE initiating EDT.
Proposal 13.
The user DL data, if any, in Msg4 is de-ciphered using the existing keys that were used for ciphering the UL data in the Msg3 of this RA procedure.
Proposal 14.
RRCConnectionResume in Msg4 is integrity protected and ciphered.
Proposal 15.
NCC in RRCConnectionResume message is ignored if the RRCConnectionResume message was received in response to RRCConnectionResumeRequest message for EDT
Proposal 16.
RRCConnectionSetup message is sent unprotected in CCCH (SRB0).
Proposal 17.
RAN2 decide whether to follow legacy procedure and derive keys after Msg4 reception or continue using activated AS security and ignore NCC in Msg4 in case of fall back to legacy RRC connection resume procedure.
Proposal 18.
PDCP checks integrity protection of RRCConnectionResume message and RRCConnectionRelease message in Msg4 for EDT.
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