3GPP TSG-RAN WG2 Meeting#101
R2-1804136
Athens, Greece, 26 February – 2 March 2018
Title:
LS on security for inactive state
Response to:
-
Release:
Rel-15
Study Item:
NR_newRAT-Core
Source:
RAN2
To:
SA3
Contact Person:

Name:
David Lecompte
E-mail Address:
david.lecompte@huawei.com
1. Overall Description:

RAN2 has discussed RRC Inactive state and made the following agreements regarding when the UE performs resume or RNA update:

1
Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.
FFS Whether it may also be possible that the target gNB can verify the Msg3 in some cases.
2
A MAC-I is included in the RRC message (MSG3) as in LTE

FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.

RAN2 also made the following working assumptions:

1
A NCC is provided to the UE when the connection is suspended

2 
New KgNB key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.
Based on the working assumptions, it is RAN2 understanding that the new KgNB key is derived by UE via either horizontal or vertical key derivation based on the value of the NCC received in the suspend message sent by the last serving gNB. 
In addition, RAN2#98 agreed to the following for MSG4 security:
In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1

RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1

FFS Whether there may be cases where message where the MSG4 cannot be ciphered.

2. Actions:

To SA3:
ACTION: RAN2 kindly asks SA3 to indicate whether there is any security issue with the above agreements and working assumptions
3. Date of Next RAN2 Meetings:
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