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1. Overall Description:

RAN2 discussed inactive state and made the following agreements:

1
Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.
2
A MAC-I is included in MSG3 as in LTE

FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.
RAN2 also made the following working assumption:

1
A NCC is provided to the UE when the connection is suspended
2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.
Based on the working assumption, it is RAN2 understanding that the new key is derived based on either horizontal key derivation or vertical derivation based on the value of the NCC received in suspend message.
In the above agreements and working assumptions, "resume" also includes the case when the UE only resumes to perform RNA update and will be suspended on SRB1 again. 
2. Actions:

To SA3:
ACTION: RAN2 kindly asks SA3 to consider the above agreements and working assumptions and indicate:


- whether there is any security issue with the above agreements or working assumptions, including whether it acceptable that MAC-I included in msg3 is protected using the new key and verified by the last serving gNB, while the new gNB will cipher and protect msg4 at least using the same key which the last serving gNB derives and forwards to the new gNB. 

- whether it is acceptable that the gNB suspends the UE (e.g. in msg4) without waiting for the path switch that may be triggered by the resume procedure? (In this case, the UE would perform horizontal key derivation at the next resume, regardless of whether CN provided new NH and NCC during the path switch after suspend). Notice that RAN2 has not agreed or analysed that optimization.
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