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1. Overall Description:
RAN2 thanks SA3 for their response LS on encrypting broadcasted positioning data. RAN2 has discussed the two solutions provided in this LS. 
Solution 1: Re-use the security solution from OMA LPP-e as described in S3-173296

Solution 2: Create a new solution based on the ideas presented in S3-173373
RAN2 believes Solution 1 intends to define separate keys for each octet string, that is a flexible solution, but increases the number of keys and the complexity at both network and devices. While Solution 2 intends to create a new solution based on subscription levels. This alternative may bound the encryption of some set of data in one subscription level but in return it is more efficient in terms of number of keys and how the keys would be handled at the E-SMLC and UEs. A key hierarchy seems to be necessary to optimize key distribution and that RAN2 sees no difference in the solutions if this can be achieved in both. Here is the list of RAN2 observations:   
· RAN2 prefers SA3 Solution 2. 
· The meta data for encryption and decryption is preferred to be per segment and not per SIB level.
· RAN2 assumes that the meta data contains the key index (identifier) which the octet string is being encrypted with. 

· It is very probable that a set of octet strings for multiple assistance data type would be sent in one broadcast System Information message.
· There should be no dependency between two separate octet strings in terms of reception and decryption.
· The number of subscription levels can be limited to three: High, Medium and Low. The understanding is that high level subscribers also have access to all data of Medium & Low, and that Medium have access to all that of Low too.
2. Actions:
To SA3 group.
ACTION: 
RAN2 kindly asks SA3 to consider RAN2 feedback and preference in terms of two proposed solutions and consider the above RAN2 agreements in their decisions.
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