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1. 
Introduction
SA2 discussed two options for ciphering key distribution to suitably subscribed UEs [1]: 

-
Option 1: Ciphering key data are transferred from an E-SMLC to MMEs (e.g. using a new LCS-AP message) and then included as a new IE in an ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT message for delivery to suitably subscribed UEs. 

-
Option 2: Ciphering keys are distributed using the EPC-MO-LR procedure. The MME verifies that the subscription data allows MO-LR for key request for the UE and sends a Location Request message to a suitable E-SMLC including an LPP message that includes a request for ciphering keys for the UE requested assistance data SIBs. The E-SMLC delivers the ciphering keys to the UE in LPP messages. 

SA2 asks RAN2 (as well as CT1, CT4, SA3) to provide feedback to help SA2 to make the decision on the two options for ciphering keys distribution [1].
In this contribution, we compare the two options and propose to adopt Option 1.

2. 
Procedures
2.1

Option 1 

In Option 1, the ciphering key data are distributed using a mobility management procedure (e.g., ATTACH ACCEPT or TRACKING AREA UPDATE ACCEPT). 
Figure 1 below shows an example procedure for delivering the ciphering key data during a Tracking Area Update. 
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Figure 1: Ciphering Key Data Distribution (Option 1).
1.
The E-SMLC provides the ciphering keys being used for broadcast of assistance data to MMEs using a new LCS-AP [2] Ciphering Key Data message. Information for each key might include an identification of applicable SIBs, a key value, a key value identifier, an area of applicability (e.g. a set of TAs), and a time of applicability [3]. 

2.
The UE triggers a Tracking Area Update. For example, if the UE starts in RRC idle mode, the Tracking Area Update Request message is sent within the RRC Connection Setup Complete message. Optionally (e.g. to reduce unnecessary signalling), the UE may indicate whether ciphering keys are needed using a flag or a more detailed IE if ciphering keys are needed for specific SIBs.
3.
The eNodeB derives the MME from the RRC parameters and forwards the Tracking Area Update Request message together with the TAI+ECGI of the cell from where it received the message to the (old or new) MME.

4.
The MME verifies the subscription data for the UE (e.g., if it is a new MME the MME may send an Update Location Request message to the HSS) and (e.g. if requested in step 2) includes the Ciphering Key Data for those SIBs for which the UE has a subscription and which are applicable to the current TA in the Downlink NAS Transport/Tracking Area Update Accept message send to the eNB.   

5.
The eNB forwards the Tracking Area Update Accept message together with the Ciphering Key Data to the UE in a Downlink Information Transfer container.

LCS exception procedures in 3GPP 29.171 [2] may need to be updated. For example, a recovery procedure may be needed for the case where an MME loses previously received E-SMLC cipher key data. This could be supported as an extension to the current LCS-AP RESET procedure [2] – e.g. a new RESET cause could be added to indicate use of RESET only to recover cipher key data with other existing cause values indicating both loss of synchronization for location transactions and loss of cipher key data. 

The Ciphering Key Data could be included as a new IE in an Attach Accept and in an Tracking Area Update Accept message [4]. 

Option 1 Specification Impacts:

1. 3GPP TS 29.171:
a. A new LCS Application Protocol (LSC-AP) message between MME and E-SMLC is needed to provide the ciphering keys being used from the E-SMLC to the MME. This could be a Class 2 procedure, which is triggered by the E-SMLC whenever a ciphering key changes. 
b. A new RESET cause may be needed in the LCS-AP RESET procedure (e.g., to indicate loss of data or other failure reasons).
2. 3GPP TS 24.301:
a. A new IE in a NAS Attach Accept and Tracking Area Update Accept message is needed for the ciphering key data.

b. As an option to reduce unnecessary signaling, a new IE in a NAS Attach Request and Tracking Area Update Requst message is needed to indicate that a UE wishes to receive ciphering key data.
2.2

Option 2

For Option 2, the EPC-MO-LR procedure specified in [5] sub-clause 9.2.6  would be used. Figure 2 below shows an example procedure.
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Figure 2: Ciphering Key Data Distribution (Option 2).
1.
If the network indicates support for LCS MO-LR (in EPS network feature support IE defined in 3GPP TS 24.301[4]), the UE sends a NAS PDU containing an MO-LR Request inside an RRC UL Information Transfer message to the eNB. The eNB forwards the MO-LR Request to the MME inside an S1AP Uplink NAS Transport message.   The MOLR-Type is set to deCipheringKeys [6], and the MultiplePositioningProtocolPDUs [6] includes a LPP message that requests ciphering keys (e.g., a new LPP Request Ciphering Keys message). 
2.
The MME verifies the subscription data for the UE and sends a Location Request message to a suitable E-SMLC to request the ciphering keys for the UE requested assistance data SIBs. The Location Request message conveys the embedded LPP message in the MO-LR Request (in Multiple APDUs IE in LCS-AP Location Request message [2]). The Location Request message indicates that ciphering keys are requested (IE Location Type). The LPP message may indicate that ciphering keys are requested and may optionally indicate specific SIBs for which ciphering keys are requested as in Option 1.
NOTE 1:
If the LPP message can indicate specific SIBs for which ciphering keys are requested, the MME may need to interpret the embedded LPP message in order to check the UE subscription for the requested ciphering keys, and then modify the LPP request to match the subscription. Alternatively, the MME could transfer the LPP message without interpretation and include as a separate IE in the LCS-AP Location Request the UE subscription to ciphering keys, in which case the E-SMLC becomes responsible for comparing the request to the subscription.
NOTE 2:
This assumes that the MME knows which E-SMLC to query for the requested ciphering keys. It must be the same E-SMLC which also provides the (ciphered) assistance data to the respective eNBs for broadcast.
3.
The E-SMLC transfers the requested ciphering keys to the UE.
a.
The E-SMLC invokes the LCS-AP Connection Oriented Information Transfer which includes an LPP message with the requested ciphering keys (e.g., a new LPP Provide Ciphering Keys message). 
b.
If the S1 connection was previously released (e.g., due to data and signalling inactivity), the MME performs a network triggered service request as defined in TS 23.401 [7] in order to establish a signalling connection with the UE.

c.
The MME forwards the LPP Resp PDU to the serving eNodeB in a NAS Transport message conveyed by the S1-AP Transport Message. The eNodeB forwards the LPP Resp PDU to the UE in a RRC Downlink Information Transfer message.

4.
If the E-SMLC was able to successfully transfer the requested ciphering keys to the UE, the E-SMLC returns a LCS-AP Location Response to the MME. This message contains no parameters. The absence of a LCS Cause parameter in this case implies that the transfer was successful [2].
5.
The MME returns a NAS MO-LR Result message to the UE. This message contains no parameter.
Option 2 Specification Impacts:

1. 3GPP TS 29.171:
a. A new Location Type (e.g., ciphering keys) in the LCS-AP Location Request message seems needed together with an update of the description for the Location Service Request procedure (currently only defined for location estimate and assistance data). 
b. If the MME does not interpret and modify the LPP Request in step 2 (see Note 1 above), a new IE is needed in the LCS-AP Location Request message to convey the UE subscription to receiving ciphering keys.
2. 3GPP TS 36.355:
a. New IEs are added in an LPP Request Assistance Data and LPP Provide Assistance Data message to convey the request for ciphering keys and the ciphering keys.
b. As an alternative to (a), new LPP Ciphering Keys Request/Response messages could be added, though this seems to create more impact.
3. 
Comparison of Options

Stage 3 Specification Impacts
Both options would add new IEs to existing messages for the request and conveyance of ciphering keys – NAS (24.301) in the case of Option 1 and LPP (36.355) in the case of Option 2: these impacts seem to be approximately equal. Option 1 would further add a new message to LCS-AP (29.171) to convey ciphering key data and would add a new IE value in an LCS-AP Reset. Conversely, Option 2 would add a new IE value to LCS-AP indicating a request for ciphering keys and a new IE indicating a UE subscription to ciphering keys (assuming that an MME will not interpret and modify an LPP request message for ciphering keys). Option 2 therefore seems slightly simpler than Option 1 in terms of overall specification impact. 
UE Impacts
For Option 1, no new procedure needs to be supported, since ciphering keys are delivered via existing mobility management procedures. 
For Option 2, the UE has to support Supplementary Services messages and procedures [6,8]. EPC-MO-LR procedures seem not to have been deployed by any operator. In addition, the UE has to support the new LPP procedures for ciphering key request and delivery.
Therefore, UE impacts for Option 2 would be bigger than for Option 1.

MME Impacts
For Option 1, the MME would need to collect/store the ciphering keys received from E-SMLCs using a new LCS-AP procedure, and include the ciphering key data for those SIBs for which a UE has a subscription in the mobility management messages when requested by a UE. In the case of loss of MME data, an MME would need to send a Reset message to E-SMLCs to resupply ciphering key data – though this impact may already be supported in some implementations as part of normal MME recovery.
For Option 2, the MME has to support Supplementary Services messages and procedures [6,8]. EPC-MO-LR procedures seem not to have been deployed by any operator. The MME also has to forward a UE request for ciphering keys (received in an EPC-MO-LR request) to a suitable E-SMLC using an LCS-AP message and include the UE subscription for receiving ciphering keys in the LCS-AP message. The MME may further have to select a suitable E-SMLC. For example, unless an E-SMLC serves an entire network, assistance data provision to eNBs may be partitioned among separate E-SMLCs. In that case, the MME would need a mapping table (e.g. mapping the current TA for a UE to an E-SMLC). In addition, with one variant of Option 2 (see Note 1 above in section 2.2), an MME would need to interpret and modify an LPP message.
Based on the above, the different in impact is not absolutely clear, though the support of an entirely new EPC-MO-LR procedure for Option 2 and need to select a specific E-SMLC suggests that Option 2 would be more complex.
E-SMLC Impacts

For Option 1, the E-SMLC must support a new LCS-AP procedure to push newly assigned ciphering keys to MMEs. This would be a new independent procedure not impacting existing E-SMLC functionality. In addition, an E-SMLC needs to be able to resupply an MME with currently applicable ciphering keys in the event of receiving an LCS-AP Reset message from an MME. Option 1 impacts are thus limited to one protocol and two messages.
For Option 2, the E-SMLC must support the new Location Type (e.g., ciphering keys) in the LCS-AP Location Request and provision of ciphering keys using LPP (e.g. using the existing LPP Request Assistance Data and LPP Provide Assistance Data messages). In addition, and assuming that an MME will not interpret and modify LPP messages (or that LPP includes only a request for all ciphering keys), an E-SMLC would need to match the ciphering keys delivered to a UE (using LPP) to the UE subscription for ciphering keys received from an MME in the LCS-AP Location Request message. In addition, if the E-SMLC does not support the MO-LR functionality (e.g., for assistance data delivery), this would need to be implemented. As mentioned above, EPC-MO-LR procedures seem not to have been deployed by any operator. Option 2 impacts thus affect two protocols (LPP and LCS-AP) and at least three messages.
Overall, Option 2 has more E-SMLC impact.

Signalling Traffic

For Option 1, the ciphering keys would be distributed using messages/procedures the UE and network would anyhow perform, and therefore, no additional signalling traffic is normally generated.  For example, if ciphering keys have a defined time of applicability, a UE can indicate a request in a Tracking Area Update Request sent for other reasons (e.g. periodic TAU) some time (e.g. a few hours) before the time of applicability for any ciphering key will expire. At other times, a TAU Request need not indicate a request for ciphering keys.
For Option 2, (potentially many) UEs in the network would have to perform an additional MO-LR procedure to obtain ciphering keys. This additional procedure might need to be triggered carefully to avoid all participating UEs sending an MO-LR request at about the same time.
For Option 1, the network provides the ciphering keys to suitably subscribed UEs only, whereas for Option 2, a UE may send a request for ciphering keys even when it does not have a subscription, generating additional signalling traffic. If ciphering keys are tracking area specific, an additional EPC-MO-LR procedure may be needed for Option 2 after a Tracking Area Update to obtain the (new) ciphering keys, which could be avoided if the (new) ciphering keys are distributed using Option 1 as part of normal TAU.
Based on this, Option 1 can be seen to generate less signalling.

Forward Compatibility with NR
Option 1 would be applicable to NR as well, whereas Option 2 would require the specification of a 5GC MO-LR procedure, with all the associated specification and implementation impacts (e.g., Supplementary Services for NR, etc. [6,7,8]).
The above is summarized in the Table below. Better criteria are indicated in green and worse in red, though the difference may not be big in some cases.
	
	Option 1
	Option 2

	Specification Impacts
	- New procedure to deliver ciphering keys from E-SMLCs to MMEs (29.171).
- Extension of ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT messages to include the ciphering key data (24.301) and a request for ciphering key data.
	- New IEs in LPP Request/Provide Assistance Data messages (36.355).

- New Location Type (e.g., ciphering keys) and new IE for UE subscription to ciphering keys in the LCS-AP Location Request message, together with procedure description of LCS‑AP for ciphering keys (29.171). 

	UE Impacts
	- No new procedure need to be supported; ciphering keys are delivered via existing mobility management procedures. 
	- UE has to support Supplementary Services messages and procedures. 
- UE has to support new LPP message IEs.

	MME Impacts
	- New LCS-AP procedure.

- Include the ciphering key data in mobility management messages.
- Match provided ciphering keys to UE subscription
	- Support Supplementary Services messages.
- Select the correct E-SMLC

- New LCS-AP Location Type.
- Provide an E-SMLC with UE subscription to ciphering keys

	E-SMLC Impacts
	- New LCS-AP procedure to send new ciphering keys to MMEs;
- Resupply ciphering keys for an MME Reset.
	- Support new LCS-AP Location Type.
- Support MO-LR functionality.

- Support new LPP message IEs

- Match provided ciphering keys to UE subscription

	Signaling Traffic
	- Minimal additional signaling traffic
	- Potentially significant new signaling.

	Compatibility with NR
	- Yes
	- Requires a 5GC MO-LR procedure.


4. 
Summary and Proposal

In this contribution, we compared the two SA2 Options for ciphering key distribution [1]. This leads to the following proposal:
Proposal:
Support Option 1. Ciphering Key Data should be delivered to suitably subscribed UEs using mobility management procedures. The Ciphering Key Data should be included as a new IE in an Attach Accept and in an Tracking Area Update Accept message. A UE should be able to indicate whether cipherng key data is requested from an MME.
It is thus suggested that RAN2 decide whether the above proposal is acceptable and if so, reply as such to the LS from SA2. SA2 may then have to consult CT1 and CT4 for any detailed changes (e.g., once the ciphering details have been decided and completed).
A draft response LS according to the proposal above is provided in R2‑183393 [9].
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