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Introduction
RAN2 has been discussing Integrity protection for DRBs for EN-DC and Standalone and agreed not to support integrity protection for DRBs for Dec EN-DC specifications.  It was still FFS for June version of EN-DC.  
Further, there were still some open issues to discuss for Integrity protection for DRB for Standalone.
This document discussed support of Integrity protection for DRB for EN-DC in June spec and also the open issues for Standalone.
Discussion
Support of Integrity protection for DRB in EN-DC
SA3 in their LS [1] said:
SA3 assumes that EN-DC5 (Option 3) does not provide integrity protection of the user plane. Integrity protection of user plane is only related to scenarios with 5GC, such as option 7 (LTE assisted DC to 5GC). 
SA3 further reinforced in their latest LS [2]:
SA3 is not planning to update the LTE protocols to support negotiation and use of integrity protection for user plane. However, if RAN2 adopts corresponding NR protocols to LTE eNB, the feature can be optionally activated based on the UE capabilities in the same way as NR.

It is thus clear that that from security point of view, they do not see a need for Integrity protection of the user plane for EN-DC.  
Observation #1: SA3 does not require Integrity protection of DRB for EN-DC.
Introducing security for EN-DC requires additional discussion in RAN2 and other groups on how to handle DRB-IP failure, enforcement of the integrity protection for UE max supported data rate etc.  All these could be different for EN-DC with EPC compared to Standalone NR or other MR-DC with 5GC (and 5G QoS model).
Proposal #1: Integrity protection of DRB is not supported for EN-DC for Rel-15.  
DRB-IP Max bit rate UE capability signalling in LTE RRC
It was agreed not to include the max supported data rate (dataRateDRB-IP) in LTE PDCP capability for Dec version.  If proposal #1 is agreed, it is proposed not to include dataRateDRB-IP   capability in June version of the LTE specs.
Proposal #2:  If proposal #1 is agreed, dataRateDRB-IP is not included in June version of the LTE RRC spec for EN-DC. 

Handling IP check failure for DRBs
SA3 in their LS [1] mentioned:
The correct behaviour in this scenario is to discard the packets failing integrity check. 
Proposal #3: Any data packet failing integrity check is discarded by PDCP.
In terms of recovery mechanism, SA3 indicated:
If there is an attacker present between the UE and the gNB, it is possible on rare occasions when HFN rolls over, that the PDCP counts gets unsynchronized. A recovery mechanism from the desynchronization of the counters is possible. But the attacker may not go away and the threat may persist, hence the type of recovery mechanism (to do RLF failure or SCG failure) need to be decided judiciously by RAN2.
So it is up to RAN2 to define the recovery mechanism.  Further, SA3 said:
SA3 assumption is that the behaviour is relevant only to DRB with detected integrity protection failure. 
Thus from SA3 point of view, for integrity check failure on a DRB, it is sufficient to have a recovery mechanism that is applicable only for the DRB and not for the cell or cell group.  
IP failure could be caused for many reasons such as CRC check failure, fraud basestation, man in the middle, HFN desync and it is not possible to differentiate between them and hence a common solution is needed.
	Type of failure
	Nature of failure
	Best recovery action
	Comments

	Failure of L1 CRC check  to detect errors
	Occasional
	Ignore
	Since it is rare, no recovery mechanism should be used for an occasional IP failure

	HFN mismatch due to normal error
	All packets after HFN desync
	Release/add DRB 
	If UE indicate failure for a single DRB, network can release/add the DRB.

	HFN mismatch due to intruder injecting packets on the DRB but UE is still connected to normal gNB for SRB
	All injected packets in the DRB
	Release/add DRB or cell selection
	It is quite difficult kind of attack.  If UE indicates failure for a single DRB, network can release/add the DRB. 

	Fraud Basestation
	All packets during the attack
	Cell selection with call re-establishment
	UE can report DRB failure.  If network does not take action, UE has to do cell selection.



It should be noted that, it is not sufficient to report DRB-IP failure to network as a recovery mechanism.  If there is a fraud Basestation attack, it simply needs to ignore this indication from the UE.  Given that the kind of attack where packets are injected into a single DRB is quite difficult, the most likely attack is false basestation, which requires UE selecting another cell to recover.  
Observation #2: UE reporting DRB-IP failure to network is not sufficient for all cases and cell selection is needed to recover from some attacks.  

While doing cell selection for an IP check failure due to failure of CRC check to detect error can be overkill, these should be quite rare  Hence it is proposed:
Proposal #4: UE selects another cell on detection of IP failure on a DRB and performs re-establishment. 

To recover from HFN desync, a release and add of the DRB is needed to reset the HFN for RLC-AM bearers.
Observation #3: To recover from HFN desync for the RLC-AM bearers, network has to perform a release/add of the DRB.
Proposal #5: Indicate to the network the DRB subject to DRB-IP failure to allow network to release/add DRB to handle potential HFN desync.  How it is indicated (cause in re-establishment or in msg 5) is FFS.

Max IP data rate supported by the UE
As agreed by RAN2, UE can indicate max rate at which UE can support integrity protection.  RAN2 has not discussed how it is to be implemented.  
There are many mechanisms to implement it.  For example network can only turn on IP for DRB if the max data rate for the UE provided by AMBR is less than the supported rate.  Alternatively, network can limit the data rate for the DRB with IP should it exceed the supported rate.  
Specifying additional mechanisms to control data subject to integrity protection will be unnecessarily complex when network mechanisms can be used.
Proposal #6:  It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.
DRB-IP Max bit rate UE capability signalling in NR RRC
It was agreed in R2-100:
Agreements
1	UE capability to be added for the maximum aggregate data rate per UE of user plane integrity protected data for DRBs.  
2	Lowest possible value for the data rate is XX kbps
Following discussion of SA3 response LS:
=>	XX = 64 kbit/s. UE capability signalling will also support values above 64 kbit/s up to the maximum supported bit rate of the UE.
=>	Agreement  to be captured in TS 38.306. 
 
 However, the current capability signalling is:
	dataRateDRB-IP		ENUMERATED {64kbps, spare7, spare6, spare5, spare4, spare3, spare2, spare1}		OPTIONAL, -- Not supported for EN-DC. 

It does not include the agreed “UE capability to be added for the maximum aggregate data rate”.  It is hence proposed to correct it as follows:
Proposal #7: Correct NR UE capability signalling to include max supported data rate of the UE.
Since this signalling is related to UE security capability, and could potentially be subject to man in the middle attack to bring down the capability, it has to be integrity protected as with the rest of the security capability.   
Observation #4: Signalling of the UE capability for supported max data rate for DRB IP should be integrity protected to prevent against man in the middle attack.  
SA3 in their specs also capture that activation of integrity protection is decided by the CN.  So it is useful for the CN to have the supported DRB IP data rate.  On the other hand, it is likely to be up to RAN to ensure that the data rate is not exceeded for the UL and DL.  Hence gNB also needs this information.  This can be left to RAN3 to discuss.
Proposal #8: It is proposed to signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.
 
Summary and proposals
This document discussed various topics related to Integrity protection of DRBs for EN-DC and standalone NR.  The following observations and proposals were made.
Observation #1: SA3 does not require Integrity protection of DRB for EN-DC.
Proposal #1: Integrity protection of DRB is not supported for EN-DC for Rel-15.  
Proposal #2:  If proposal #1 is agreed, dataRateDRB-IP is not included in June version of the LTE RRC spec for EN-DC. 
Proposal #3: Any data packet failing integrity check is discarded by PDCP.
Observation #2: UE reporting DRB-IP failure to network is not sufficient for all cases and cell selection is needed to recover from some attacks.  
Proposal #4: UE selects another cell on detection of IP failure on a DRB and performs re-establishment. 
Observation #3: To recover from HFN desync for the RLC-AM bearers, network has to perform a release/add of the DRB.
Proposal #5: Indicate to the network the DRB subject to DRB-IP failure to allow network to release/add DRB to handle potential HFN desync.  How it is indicated (cause in re-establishment or in msg 5) is FFS.
Proposal #6:  It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.
Proposal #7: Correct NR UE capability signalling to include max supported data rate of the UE.
Observation #4: Signalling of the UE capability for supported max data rate for DRB IP should be integrity protected to prevent against man in the middle attack.  
Proposal #8: It is proposed to signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.
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