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1 Introduction
This document addresses [98#30][NR] RRC Connection Control email discussion point #17 "It is FFS the desirable NR security scheme for INACTIVE UEs".

2 Discussion

In [1], it was agreed that RAN provides the following support for the RRC_INACTIVE state:

· Broadcast of system information;

· Cell re-selection mobility;

· Paging is initiated by NG-RAN (RAN paging);

· RAN-based notification area (RNA) is managed by NG- RAN;

· DRX for RAN paging configured by NG-RAN;

· 5GC - NG-RAN connection (both C/U-planes) is established for UE;

· The UE AS context is stored in NG-RAN and the UE;

· NG-RAN knows the RNA which the UE belongs to.

and

In RRC_INACTIVE, the last serving gNB node keeps the UE context and the UE-associated NG connection with the serving AMF and UPF.
The AS context stored in the UE and in RAN includes configuration for established radio bearers and the associated PDCP security context to allow the UE to quickly resume communications over the previously-established radio bearers.
Observation 1
While a UE is in RRC_INACTIVE state, the RAN PDCP entities associated with established radio bearers are maintained at the last serving gNB.

As indicated by SA3 in [2], new security keys do not need to be generated if the PDCP entity is not changed:
	Scenario 1:  same cell
(as it was previously connected).
	Data integrity protection using stored PDCP security context recommended, UE and network verification needed using stored PDCP security context ...
[regarding encryption] New key is not needed.

	Scenario 2:  same PDCP entity
(e.g. PDCP entity does not need to be relocated).
	Data integrity protection using stored PDCP security context recommended, UE and network verification needed using stored or new PDCP security context ...
[regarding encryption] New key is not needed.


There are two situations relevant to RRC_INACTIVE where the PDCP entity may not be changed and where new security keys may not be needed:

S1.
when a UE initiates a transition to RRC_CONNECTED at the last serving gNB, and

S2.
when a UE sends a periodic RNA update that does not result in moving the UE context to a new serving gNB.

In scenario S1, when a UE transitions from RRC_INACTIVE to RRC_CONNECTED state at the last serving gNB, the same PDCP entity can be used to resume use of radio bearers using the PDCP context stored at the last serving gNB. Resuming a connection at the last serving gNB is expected to be a normal occurrence in a large number of cases, in particular for UEs that are not (currently) located in vehicles. This will include consumer UEs being used at home, in offices and in stores as well as large numbers of MTC devices that are in fixed locations. The probability of resuming a connection at the last serving gNB will also increase for mobile UEs in CU/DU gNB deployments where the PDCP entity is located in a CU that manages multiple DUs. Resuming a connection using the stored UE context can reduce UE battery consumption and can reduce latency, both of which are desirable goals, especially for services such as URLLC and MTC.

Observation 2
When a UE transitions from RRC_INACTIVE to RRC_CONNECTED state at the last serving gNB, the PDCP entity has not been changed therefore the UE should be able to resume use of radio bearers using the stored radio bearer and PDCP security context.

In scenario S2, RAN3 has indicated in [3] that when a UE sends a periodic RNA update through another gNB that is not the last serving gNB but is within the UE's configured RNA, it is not necessary to relocate the UE AS context to the other gNB – i.e. the last serving gNB can retain its role as the "anchor" gNB and maintain the RAN PDCP entities and stored PDCP security context.
Observation 3
When a UE sends a periodic RNA update, it is not necessary to relocate the RAN PDCP entities and stored PDCP security context.

Therefore the general principles of [2] can be applied to RRC_INACTIVE procedures:
Proposal 1
When the PDCP entity does not need to be relocated, the UE should be able to resume use of radio bearers using the stored radio bearer and PDCP security context at the anchor gNB.



There are two situations relevant to RRC_INACTIVE where a change in security keys will be required:

S3.
when a UE transitions to RRC_CONNECTED state at a new serving gNB, the RAN PDCP entities must be re-established at the new serving gNB, and 
S4.
when a UE transitions to RRC_CONNECTED state at the last serving gNB, a policy decision may be made by RAN to generate a new set of security keys. 
In order to derive new security keys, the UE must be provided with two pieces of information:

· the cryptographic algorithms to be used based on a compatible set of capabilities in the UE and in the serving gNB, and

· the current value of NCC which the UE can use to derive the corresponding NH key.


RAN may be composed of network elements from a number of different vendors and there may be different generations of equipment deployed by a particular vendor within a given RAN. In addition, SA3 has noted that some algorithms are optional for both UE and gNB and that new algorithms may be introduced over time to take advantage of advances in cryptographic technology.

Observation 4
There are some cryptographic algorithms that may not be implemented by all gNBs in RAN.

Attempting to solve this problem in an implementation-dependent manner will be difficult and may result in additional latencies. Previously proposed solutions include the following alternatives:

A1.
restricting the RAN notification area to gNBs that support the cryptographic algorithms of the last serving gNB. This may result in coverage gaps where a UE will be prevented from selecting a cell associated with a gNB that does not implement a compatible algorithm. This in turn may prevent a UE from transitioning to RRC_CONNECTED state in a timely manner. 

A2.
ensuring that the UE is only using algorithms from the set of mandatory cryptographic algorithms when it transitions to RRC_INACTIVE state. This implies one of the following:

a.
if the UE is using one of the optional (advanced) cryptographic algorithms before a transition to RRC_INACTIVE state, the last serving gNB may have to perform an intra-cell handover before allowing the UE to transition to RRC_INACTIVE in order to downgrade a connection so that it uses only algorithms from the mandatory set. This will obviously consume additional battery power and network resources and will prevent a UE from transitioning to RRC_INACTIVE state in a timely manner.

b.
RAN would never allow a UE to use one of the optional (advanced) cryptographic algorithms.

Both of these solutions impose a particular network configuration on operators and/or force the operators to follow a particular OAM regimen, neither of which is desirable. Without such restrictions, it is possible that a UE will initiate a transition to RRC_CONNECTED state at a new serving gNB that does not support the same set of cryptographic algorithms as the last serving gNB. Therefore it should be possible to change the cryptographic algorithm to match the capabilities of both the UE and the new serving gNB, similar to the procedure employed during a handover to a new serving gNB.

Observation 5
To avoid unnecessary restrictions on RNA selection and/or RAN configuration, it should be possible to change the cryptographic algorithm to match the capabilities of both the UE and the new serving gNB.

This will also ensure that the UE and RAN are able to use the most advanced cryptographic algorithms available on both the UE and the serving gNB, possibly resulting in the choice of a more advanced algorithm than used by the last serving gNB.

The set of cryptographic algorithms that is compatible to both the UE and the new serving gNB can only be determined after the UE has selected a new serving cell and has initiated a transition to RRC_CONNECTED state at the new serving gNB. Therefore:

Proposal 2
The cryptographic algorithms to be used may be changed to accommodate the new serving gNB and should be provided to the UE during the transition to RRC_CONNECTED state.



A valid (NCC,NH) pair is provided to RAN by CN according to policies and procedures that are under the control of CN. For example, a new (NCC,NH) pair may be provided to RAN as a result of a Path Switch transaction initiated by RAN or as a result of a UE Context Modification transaction initiated by CN:
B1.
If a UE transitions to RRC_CONNECTED state at a new serving gNB, RAN may decide to immediately return the UE to RRC_INACTIVE state in order to conserve UE battery power. This may occur, for example, if the transition to RRC_CONNECTED state resulted from the UE roaming outside of its assigned RNA and there is currently no uplink or downlink data buffered. The new serving gNB will initiate a Path Switch transaction and may receive a new (NCC,NH) pair from CN. If the UE must be kept in RRC_CONNECTED state to receive the new value of NCC, this will delay the transition to RRC_INACTIVE state and subsequently increase UE battery consumption.
Observation 6
Waiting for a Path Switch response to receive a new (NCC,NH) pair may delay a transition to RRC_INACTIVE state and increase UE battery consumption.

B2.
A UE Context Modification transaction initiated by CN may follow a change in the NAS security context or may follow a change in one of the CPFs currently serving the UE (e.g. the AMF or one of the SMFs) due, for example, to load balancing or to fault recovery procedures. In other situations, the AMF may use a UE Context Modification to initiate a periodic key change for a stationary UE. CN may not be aware of UE transitions between RRC_INACTIVE and RRC_CONNECTED states therefore NAS procedures conducted by CN may not be coordinated with AS procedures conducted by RAN. As a result, the (NCC,NH) pair available to the last serving gNB when the UE transitioned into RRC_INACTIVE state may not be the latest (NCC,NH) pair when the UE begins a transition back to RRC_CONNECTED state.
Observation 7
Since CN may not be aware of UE transitions between RRC_INACTIVE and RRC_CONNECTED states, CN may provide RAN with a new (NCC,NH) pair after the UE has transitioned to RRC_INACTIVE state.

For B1, UE battery power can be conserved if the current value of NCC is provided to the UE during the transition to RRC_CONNECTED state rather than during the transition to RRC_INACTIVE state. For B2, the current value of NCC can only be provided to the UE during a transition from RRC_INACTIVE to RRC_CONNECTED state. Therefore:
Proposal 3
When new security keys need to be derived, the current value of NCC should be provided to the UE during the transition to RRC_CONNECTED state, not during the transition to RRC_INACTIVE state.


If the security keys are to be changed, we note in Proposal 2 and Proposal 3 that the current value of NCC and the cryptographic algorithms to be used should be provided to the UE during the transition to RRC_CONNECTED state. There are three ways in which the current value of NCC and the selected cryptographic algorithms can be relayed to the UE:

C1.
encapsulated in an RRC message (Msg4) that is not ciphered. This would be similar to the mechanism used for an RRC_IDLE to RRC_CONNECTED transition. It allows the RRC message (Msg4) to be integrity protected but any information requiring privacy protection (e.g. radio reconfiguration information) must be transmitted in a later RRC message (i.e. after Msg5) that can be ciphered.

C2.
encapsulated in an RRC message (Msg4) that is ciphered using the keys associated with the last serving gNB. This would potentially allow information requiring privacy protection (e.g. radio reconfiguration information) to be transmitted along with NCC and the selected algorithm in Msg4 but, since the last serving gNB will not send its keys to the new serving gNB, some mechanism must be provided to send the required information from the new serving gNB to the last serving gNB and then back again. 

C3.
provided as plaintext outside of a ciphered RRC message. The current value of NCC and the selected cryptographic algorithms is not information that requires privacy protection, therefore it is reasonable to provide this information as plaintext that is outside of a ciphered RRC message conveying privacy-protected information (e.g. radio reconfiguration information). The plaintext information could be transmitted in one of the following ways:

a.
as a separate transmission from the ciphered RRC message. This is essentially the same as option C1.

b.
as layer 2 information in the MAC PDU that carries the ciphered RRC message. The plaintext information could be provided in either:

(i)
a MAC control element, or

(ii)
an information element in the PDCP header.

Option C3b is the recommended solution since it allows ciphered information to be included in Msg4 which eliminates the need for a separate RRC transaction following Msg5 to convey privacy-protected information to the UE. Option C3b also provides RAN with the flexibility to change cryptographic algorithms as required and to change security keys according to the latest (NCC,NH) pair received from the CN.

Proposal 4
The current value of NCC and the cryptographic algorithms selected by the new serving gNB should be conveyed to the UE in Msg4 as plaintext outside of the ciphered RRC message. The plaintext can be conveyed as layer 2 information in the MAC PDU that carries the ciphered RRC message.

The UE only changes its security keys when instructed by RAN. If the plaintext information containing NCC and the selected cryptographic algorithm is not included in Msg4, then the UE should continue to use the keys established with the last serving gNB (i.e. before the UE entered RRC_INACTIVE state).

Proposal 5
If the plaintext information containing NCC and the selected cryptographic algorithm is not included in Msg4, then the UE should continue to use the keys established with the last serving gNB.

An overview of the procedures is illustrated in Figure 1a for a transition with no key change (i.e. at the last serving gNB) and in Figure 1b for a transition with a key change (at a new serving gNB or at the last serving gNB).

(a) no key change (at last serving gNB)
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(b) with key change
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Figure 1 : RRC_INACTIVE to RRC_CONNECTED Transition
The overall procedure for a transition from RRC_INACTIVE to RRC_CONNECTED at a new serving gNB is illustrated in the annex.
3 Conclusion
Based on the previous observations:

Observation 1
While a UE is in RRC_INACTIVE state, the RAN PDCP entities associated with established radio bearers are maintained at the last serving gNB.
Observation 2
When a UE transitions from RRC_INACTIVE to RRC_CONNECTED state at the last serving gNB, the PDCP entity has not been changed therefore the UE should be able to resume use of radio bearers using the stored radio bearer and PDCP security context.
Observation 3
When a UE sends a periodic RNA update, it is not necessary to relocate the RAN PDCP entities and stored PDCP security context.
Observation 4
There are some cryptographic algorithms that may not be implemented by all gNBs in RAN.
Observation 5
To avoid unnecessary restrictions on RNA selection and/or RAN configuration, it should be possible to change the cryptographic algorithm to match the capabilities of both the UE and the new serving gNB.
Observation 6
Waiting for a Path Switch response to receive a new (NCC,NH) pair may delay a transition to RRC_INACTIVE state and increase UE battery consumption.
Observation 7
Since CN may not be aware of UE transitions between RRC_INACTIVE and RRC_CONNECTED states, CN may provide RAN with a new (NCC,NH) pair after the UE has transitioned to RRC_INACTIVE state.


we propose the following:
Proposal 1
When the PDCP entity does not need to be relocated, the UE should be able to resume use of radio bearers using the stored radio bearer and PDCP security context at the anchor gNB.
Proposal 2
The cryptographic algorithms to be used may be changed to accommodate the new serving gNB and should be provided to the UE during the transition to RRC_CONNECTED state.
Proposal 3
When new security keys need to be derived, the current value of NCC should be provided to the UE during the transition to RRC_CONNECTED state, not during the transition to RRC_INACTIVE state.
Proposal 4
The current value of NCC and the cryptographic algorithms selected by the new serving gNB should be conveyed to the UE in Msg4 as plaintext outside of the ciphered RRC message. The plaintext can be conveyed as layer 2 information in the MAC PDU that carries the ciphered RRC message.
Proposal 5
If the plaintext information containing NCC and the selected cryptographic algorithm is not included in Msg4, then the UE should continue to use the keys established with the last serving gNB.
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Annex – INACTIVE to CONNECTED Procedure Overview

The overall procedure for a transition from RRC_INACTIVE to RRC_CONNECTED at a new serving gNB is illustrated in Figure 2:
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Figure 2 : RRC_INACTIVE to RRC_CONNECTED procedure at new serving gNB
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