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Introduction
Significant progress has been achieved in previous RAN2 meetings after the following email discussion [98#30][NR] RRC Connection Control email discussion. In a companion contribution to this meeting, we have listed open issues that remain to be resolved, e.g., related to message naming, content, harmonization and security.
This contribution is a revision of R2-1800430 and addresses one of the key open issues in the [98#30][NR] RRC Connection Control email discussion. Namely the following:
Proposal 17.	[FFS] It is FFS the desirable NR security scheme for INACTIVE UEs:
Proposal 17.1.	[FFS] It is FFS if all gNBs within a given area (e.g. UE registered area) can support the same encryption algorithms.
Proposal 17.2.	[FFS] How to handle the update of NCC (e.g. option (a) providing the new NCC during previous RRC connection (i.e. before moving the UE into INACTIVE) or option (b) as part of the resume procedure).
Proposal 17.3.	[FFS] It is FFS dependent to previous proposals 17 and 17.1 whether for INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, the RRC Connection Resume kind of message (MSG4) always can be ciphered (in addition to integrity protected). To confirm with SA3.

Progress on these issues is essential for progress on NR RRC connection control .


[bookmark: _Ref473901911]Discussion:
Currently in LTE a new key (KeNB) is always derived at during the IDLE to CONNECTED state transition. Similar solution was adopted during the Light Connected work item. There are several strong arguments why this should be done also in NR both at transition from IDLE and from RRC_INACTIVE:
· Deriving a new key is always good from a security perspective.
· With the agreement in NR to not derive the key at every handover, the derivation of new key at state transition becomes even more important from a security point of view than in LTE, since otherwise the UE could go a too long time without changing key
· Deriving a new key at state transition does not affect the performance since there is no packets in the RLC/MAC buffer, meaning no packets to flush.
· Not deriving a new key (e.g. because the UE tries to resume in the old node) is a false optimization. It does not give any performance benefits, and it just adds extra complexity to the standard / implementation / testing to handle the different cases. Also it may require that network internal architecture aspects are unnecessary exposed over the radio interface.
· Deriving a new key is anyway required in case UE enters a different RAN node compared to the old RAN node.
· Deriving a new key avoids the need to maintain PDCP CP sequence numbers, since with a new key these sequence numbers can always be reset to zero. This reduces the overhead of the first message (PDCP SN field can be omitted).
· Deriving a new key is the solution adopted in LTE which has been approved by SA3 (and is clearly preferred from a security perspective). Not deriving a new key would require additional SA3 scrutiny. 
· Deriving a new key during the state transition does not prevent future enhancements for early data transmission from RRC_INACTIVE. 

[bookmark: _Toc485287875][bookmark: _Toc485287905][bookmark: _Toc485385652][bookmark: _Toc490206422][bookmark: _Toc498630343][bookmark: _Toc503476675][bookmark: _Toc505948737][bookmark: _Toc506411739]A new key (e.g. KgNB) should be derived at every state transition from RRC_IDLE to RRC_CONNECTED and from RRC_INACTIVE to RRC_CONNECTED.

With the assumption that a new key is derived at every state transition from RRC_INACTIVE it is essential that the NCC is provided to the UE. The reason for this is that if there is a NH key available in the source gNB this key should be used when the UE arrive in a new cell since it has the highest security level (NCC is incremented). If the UE is not provided with NCC the UE can only derive the key based on the old KgNB which potentially could have been derived from a key known not only in the source gNB but also in the source-source gNB. 
[bookmark: _Toc505948731][bookmark: _Toc506411733]If an unused NH key (and NCC) is available in source gNB it should preferably be used to derive new KgNB to be used in the new gNB.
If there is no new NH key in the source gNB this is most likely due to that NH key has already been used to derive a new KgNB in the source gNB. In this case it is acceptable to derive further keys based on the KgNB (NCC is not incremented).
[bookmark: _Toc505948732][bookmark: _Toc506411734]If no unused NH key (and NCC) is available in source gNB it is acceptable to derive the new KgNB from the old KgNB.
In earlier contribution there has been several different proposals for handling the NCC:
· We have been proposing to send the provide the UE with the NCC in the suspend message
· In R2-1800912 and earlier contributions from same company a solution is proposed where the UE is provided with the NCC in Connected state.
· In R2-1800912 a new solution is proposed where the UE always do horizontal key derivation (based on old KgNB) at Resume and then later change key (performs a vertical key derivation based on NH key) if the network provides a new NCC in the MSG4 or trigger an intra-cell handover with new NCC. 
· In R2-1800506 it is proposed to send the NCC in the PDCP header of MSG4 (or in a MAC CE) in case a new key is needed. In case the NCC is not provided it is proposed to continue to use the old key.

All of the solutions above aims at supporting the possibility to provide the UE with a new NCC value either before, during or after the state transition. 

[bookmark: _Toc485287876][bookmark: _Toc485287906][bookmark: _Toc485385653][bookmark: _Toc490206423][bookmark: _Toc498630344][bookmark: _Toc503476676][bookmark: _Toc505948738][bookmark: _Toc506411740]There needs to be a solution for providing the UE with an NCC value before, during or after every state transition from RRC_INACTIVE. Which solution to adopt should be agreed in RAN2.

Some analyses of pros/cons with the different options are provided in R2-1800912 and R2-1800506. In our view the following pros and cons are the most relevant for each solution.
Providing the NCC in the Source gNB in the message ordering the UE to RRC_INACTIVE:
Providing the NCC in the Suspend message works in any scenario and has no extra complexities. It is also analogue to the current solution of providing the NCC in the handover command which is the last message the UE gets in the old cell. Additionally at last meeting it was agreed to support immediate suspend to RRC_INACTIVE e.g. for UEs performing RNA update and also in this case the UE can be provided with a new NCC allowing vertical key derivation. This is illustrated in the figure below.




Providing the NCC in this way it ensures that the UE will use the most fresh key in the target cell. The only limitation one could maybe argue with this solution is that it does not support harmonization with the RRC Re-establishment. In our view harmonizing Re-establishment and Resume procedure is anyway not beneficial due to many differences in conditions and purposes for these procedure, and we see no reason to support a more complex security solution for resume, just for the sake of RRC harmonization. In R2-1802591 we also show that the NR Re-establishment can be optimized independently. 
[bookmark: _Toc505948733][bookmark: _Toc506411735]Providing the NCC in the suspend message is a very simple and robust solution. The only limitation is that it does not support harmonization of Resume and Re-establishment procedures but it our view this is anyway not preferred due to the different conditions and purposes for these procedure.

Providing the NCC in the Source gNB when UE is connected:
This solution is similar on a high level to the previous solution, but introduces extra complexity with managing the NCC as also identified by the proponents of this solution.
The problem with providing the NCC to the UE before the UE is suspended is that the serving gNB can receive a new NH key from the CN at any time, e.g. after performing a Path Switch procedure, or after UE has been re-authenticated on NAS level. In these cases a new NCC value is needed to be provided to the UE which adds extra complexity and signaling. This is illustrated in the figure below (using LTE terminology).

 
[bookmark: _Toc505948734][bookmark: _Toc506411736]Providing the NCC in connected state to be used at next RRC Resume introduces unnecessary complexity with limited benefits. 
Always perform horizontal key derivation and only provide the NCC in the target cell either in MSG4 or using intra-Cell handover triggering vertical key derivation when needed:
This solution tries to address the concerns in the previous solution by not providing the NCC in source cell but instead rely on horizontal key derivation. Although this solution from this point of view is fairly simple it does introduce two new issues:
· The solution relies on always deriving the new KgNB* from the old KgNB regardless if there is some newer security context (NH, NCC) in the source cell. This means that the old KgNB branch would be used in yet another gNB. If that solution is preferred by companies in RAN2, SA3 would have to be involved to confirm whether that is even acceptable or less secure mechanism compared to LTE. 
· The solution assumes a key change on the fly will be performed in the target cell in case a new security context is available. In our view this is quite complex and the solution will not support Early Data Transmission in a nice way since any UL/DL packets which has been encrypted using the horizontally derived KgNB need to be flushed and re-transmitted.

[bookmark: _Toc505948735][bookmark: _Toc506411737]Always performing horizontal key derivation has limited benefits and  goes away from the principle to always use the most fresh security context. It also introduces complexities and make it more difficult to support Early Data transmission in the case of key change on the fly in the target cell. 

Providing the NCC in the PDCP or MAC header of MSG4:
This solution is quite complex since it introduces mechanisms to send RRC related data in MAC or PDCP header. Furthermore the solution does not work well for Early Data Transmission since the UE does not know until MSG4 which encryption should be used. The main advantage claimed by this solution is that it allows the target node to signal the algorithm to the UE in case the target node does not support the same algorithm. Overall when this topic has been discussed before this has not been seen as a serious issue. Typically the network configuration could ensure that new algorithms are only used when supported in a larger area. During the lifetime of LTE only 1 new algorithm has been added. Furthermore it is not verified if the proposed solution really support an algorithm change on the fly given for instance that that the algorithm indication is not encrypted which is currently done for algorithm change at handover. 
[bookmark: _Toc505948736][bookmark: _Toc506411738]Providing the new NCC in MAC or PDCP header introduces unnecessary complexities with limited benefits and does not support Early Data Transmissions. 


[bookmark: _Toc485287877][bookmark: _Toc485287907][bookmark: _Toc485385654][bookmark: _Toc490206424][bookmark: _Toc498630345][bookmark: _Toc503476677][bookmark: _Toc505948739][bookmark: _Toc506411741]The NCC should only be provided to the UE in the suspend message ordering UE to RRC_INACTIVE.

Finally regarding the open issue on how to handle the case where the target node does not support the same security algorithms that was used in the old node we would just like to re-iterate our input to the email discussion (which also was supported by many other companies):
· This will be a very rare scenario, and network configuration can ensure it does not happen in practice
· If it still would happen, it should be possible to handle the UE in the same way as the case the RAN context was not verified (e.g. rely on NAS recovery).
· To our understanding it is today only possible to change the security algorithms during connected mode handover, i.e. it is not supported to change the algorithms at RRC Re-establishment and RRC Resume.

[bookmark: _Toc485287878][bookmark: _Toc485287908][bookmark: _Toc485385655][bookmark: _Toc490206425][bookmark: _Toc498630346][bookmark: _Toc503476678][bookmark: _Toc505948740][bookmark: _Toc506411742]No special solution is needed to handle the case when the target RAN node does not support security algorithm that the UE used in the source cell. It is possible to use the NAS recovery procedure to handle this scenarios since this is anyway needed for other scenarios.

Conclusion

Observation 1	If an unused NH key (and NCC) is available in source gNB it should preferably be used to derive new KgNB to be used in the new gNB.
Observation 2	If no unused NH key (and NCC) is available in source gNB it is acceptable to derive the new KgNB from the old KgNB.
Observation 3	Providing the NCC in the suspend message is a very simple and robust solution. The only limitation is that it does not support harmonization of Resume and Re-establishment procedures but it our view this is anyway not preferred due to the different conditions and purposes for these procedure.
Observation 4	Providing the NCC in connected state to be used at next RRC Resume introduces unnecessary complexity with limited benefits.
Observation 5	Always performing horizontal key derivation has limited benefits and  goes away from the principle to always use the most fresh security context. It also introduces complexities and make it more difficult to support Early Data transmission in the case of key change on the fly in the target cell.
Observation 6	Providing the new NCC in MAC or PDCP header introduces unnecessary complexities with limited benefits and does not support Early Data Transmissions.


Proposal 1	A new key (e.g. KgNB) should be derived at every state transition from RRC_IDLE to RRC_CONNECTED and from RRC_INACTIVE to RRC_CONNECTED.
Proposal 2	There needs to be a solution for providing the UE with an NCC value before, during or after every state transition from RRC_INACTIVE. Which solution to adopt should be agreed in RAN2.
Proposal 3	The NCC should only be provided to the UE in the suspend message ordering UE to RRC_INACTIVE.
Proposal 4	No special solution is needed to handle the case when the target RAN node does not support security algorithm that the UE used in the source cell. It is possible to use the NAS recovery procedure to handle this scenarios since this is anyway needed for other scenarios.
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