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1 Introduction
A new WID on further NB-IoT enhancements and a new WID on ever further enhanced MTC were approved at RAN#75 and revised at RAN#76 and RAN#77[1][2]. 
One of the objective is for further latency and power consumption reduction as follows for NB-IoT and efeMTC:

A-1. Further latency and power consumption reduction

· (NB-IoT) Evaluate power consumption/latency gain and specify necessary support for DL/UL data transmission on a dedicated resource during the Random Access procedure after NPRACH transmission and before the RRC connection setup is completed. [RAN2, RAN1, RAN3] 
· (efeMTC) Evaluate power consumption/latency gain and specify necessary support for DL/UL data transmission on a dedicated resource during the Random Access procedure (after PRACH transmission and before the RRC connection setup is completed) at least in the RRC Suspend/Resume case. [RAN2, RAN1, RAN3]

Early data transmission was discussed at last three meetings and significant progress was achieved with agreements below for UP solution. 

	Agreements for UP solution

- For UP solution it is FFS if the EDT grant can be used for UL data if the grant is smaller than the UL data size.

- Msg4 decides whether the UE goes to RRC connected mode or RRC idle mode. The content of Msg4 for EDT is FFS.

- RAN2 assumes that resumeID and shortResumeMAC-I for UP solutions are sufficient to identify UE at the eNB. We will provide this assumption in an LS.to RAN3, SA2, SA3, CT1.
- For UP solution SRB0 is used to transmit the RRC message in Msg3.

- For UP solution, CCCH (RRC message) and DTCH (UP data) are multiplexed in MAC in Msg3.

- For UP, AS security is re sumed before transmitting Msg3, and data transmitted in Msg3 is protected by AS security.

- For UP solution, DL data can be optionally multiplexed in MAC, i.e. DCCH (RRC message(s)) and DTCH (UP data) in Msg4.
- FFS: For UP solution: case for pinned connection, i.e. CCCH (RRCConnectionResumeReq) + DCCH (NAS PDU via pinned connection)

- The UE shall have NCC prior to indicating EDT.

- resumeID, shortResumeMAC-I, and resumeCause are included in Msg3 for EDT.

- None of the parameters currently provided in MSG5 are included in Msg3 for EDT.

- UE is in RRC_IDLE when transmitting Msg3 for EDT, same as legacy.

- UE shall perform access barring check before initiating EDT.

- UE shall restore the UE context, reactivate security, and re-establish/resume all SRBs/DRBs. The UE shall derive new keys based on the NCC provided in the previous connection. It is FFS in which message NCC is provided in the previous connection. The FFS is pending SA3 feedback.

- Legacy RRCConnectionResumeRequest message is used in Msg3.

- Legacy RRCConnectionRelease message with suspend is extended to include NCC in Msg4 when the network wants the UE to move to RRC_IDLE.




However, there are still many aspects that have not been discussed yet. In this document, we address security issues related to the UP solution. 
2 Discussion 
2.1 AS Security for EDT
As agreed for UP solution, 
-
AS security is resumed before transmitting MSG3, and data transmitted in MSG3 are protected by AS security. 
-
The UE shall have NCC prior to indicating EDT.

-
UE shall restore the UE context, reactivate security, and re-establish/resume all SRBs/DRBs. The UE shall derive new keys based on the NCC provided in the previous connection. It is FFS in which message NCC is provided in the previous connection. The FFS is pending SA3 feedback.

-
Legacy RRCConnectionRelease message with suspend is extended to include NCC in Msg4 when the network wants the UE to move to RRC_IDLE.

Issue 1: shortResumeMAC-I
Before MSG3 transmission, the UE updates the KeNB key based on the KASME key to which the current KeNB is associated, using the stored NCC value indicated in previous RRCConnectionRelease message. Then the UE derives KRRCint, KRRCenc, KUPenc to resume integrity protection and ciphering. There is no doubt that the UL data in MSG3 is ciphered with the derived new key i.e. the KUPenc key. For integrity protection, in the legacy resume procedure, shortResumeMAC-I is calculated with the previous KRRCint. For early data transmission, following options can be considered:

-
Option1: Reuse the legacy scheme, i.e. shortResumeMAC-I is calculated with the previous KRRCint. In this way, the UE will store two KRRCint, one is the previous one, and the other is the updated one. Alternatively, the UE can update the KRRCint after the shortResumeMAC-I calculation.
-
Option2: shortResumeMAC-I is calculated with the updated KRRCint. There will be impact on the NW, since source eNB has to derive the new key to verify the shortResumeMAC-I. 
Therefore, we prefer to use the legacy calculation of shortResumeMAC-I.
Proposal 1: shortResumeMAC-I for early data transmission is calculated using the previous KRRCint as in the legacy procedure.

Another issue related to shortResumeMAC-I is whether to use 32-bit full MAC-I as recommended in SA3 reply LS [3] as shown below. 
	6) RAN2 assumes that there are no security related concerns in transmitting UL data in Msg3 for user plane CIoT EPS optimisation. Please confirm this assumption.

Answer to 6): If UL data from the UE to the eNB is further sent to S-GW before Msg5 is received, the UE is essentially authenticated with only 16-bit shortResumeMAC-I. There is a slight risk that an attacker is able to guess the 16-bit shortResumeMAC-I, construct fake Msg3, and be able to inject data even before the real UE would send Msg3. It is not clear how big risk this would be in practice, but in general, SA3 recommends to use 32-bit shortResumeMAC-I, if that is possible. This recommendation is based on SA3's understanding that the current space restrictions in Msg3 would allow using a 32-bit shortResumeMAC-I. If PDCP security could be used already for Msg3 that would be fine as well from SA3's perspective. 


The first problem is the space in legacy RRCConnectionResumeRequest messages as there is only 1 spare bit in eMTC and 9 spare bits in NB-IoT. In both cases, in order to include the 32-bit full MAC-I, a critical extension of the message is needed.

Proposal 2: In order to include the 32-bit full MAC-I, it is necessary to critically extend the RRCConnectionResumeRequest message.
Issue2: RRCConnectionRelease in response to RRCConnectionResumeRequest for EDT
After the transmission of MSG3 carrying ciphered UL data, if the NW wants the UE to stay in RRC_IDLE, the NW sends RRCConnectionRelease message on SRB1 as in legacy, which is integrity protected and ciphered by PDCP as security has been activated.
Proposal 3: RRCConnectionRelease in response to RRCConnectionResumeRequest for EDT is integrity protected and ciphered by PDCP.
As the security is activated and new keys have been derived, we propose that:
Proposal 4: RRCConnectionRelease in response to RRCConnectionResumeRequest for EDT is ciphered and integrity protected with the new keys.
Issue3: RRCConnectionReject in response to RRCConnectionResumeRequest for EDT
As discussed in a separate paper [4], the UE may receive the RRCConnectionReject message in response to the RRCConnectionResumeRequest for EDT. As the target eNB may not fetch the UE context, it is reasonable to use the legacy scheme for RRCConnectionReject, i.e. send on SRB0 without ciphering and integrity protection.

Proposal 5: RRCConnectionReject in response to the RRCConnectionResumeRequest for EDT is sent on SRB0 as in legacy without ciphering and without integrity protection. 

When receiving RRCConnectionReject, there may be the following issue. In the UE side, before receiving RRCConnectionReject message, the UE has derived the new key KeNB* based on the stored NCC. In the eNB side, if the eNB is the node that has suspended the UE, the eNB may or may not have derived the new key based on the stored NCC, then there will be security state mismatch problem between eNB and UE. If the eNB is not the node that has suspended the UE, the eNB may not fetch the UE context from the source eNB when sending RRCConnectionReject message, then the security state mismatch problem occurs.

The simplest way to address the issue is to clear the stored NCC. Then UE reverts to the legacy suspended state, i.e. without a stored NCC for EDT.
Proposal 6: When receiving RRCConnectionReject message after RRCConnectionResumeRequest transmission for EDT, the UE clears the stored NCC in addition to the current actions upon reception of the RRCConnectionReject.

2.2 AS Security for fall back

Case1: Fall back with RRCConnectionResume after RRCConnectionResumeRequest for EDT
As discussed in a separate paper [4], there are two cases of fall back in terms of RRC. In case of fall back to legacy RRC connection resume procedure when receiving RRCConnectionResume message after the transmission of MSG3 carrying UL data, as the UE has used a new AS security for early data transmission and the source eNB has derive the corresponding new AS security keys, the UE should ignore the NCC included in RRCConnectionResume message. 

Proposal 7: In case of fall back to legacy RRC connection resume procedure after MSG3 carrying UL data, the UE should ignore the NCC included in RRCConnectionResume message and continue with the security keys derived prior to sending MSG3.

Additionally, in the legacy RRC connection resume procedure, RRCConnectionResume message is only integrity protected and not ciphered as AS security is not activated. However, for early data transmission, AS security is activated before MSG3 transmission. Therefore, when transmitting RRCConnectionResume, ciphering shall be used. 
Proposal 8: RRCConnectionResume is ciphered in case of fall back from early data transmission.

Besides, as discussed above, when the UE receives RRCConnectionResume message after MSG3 carrying data, there is no need to update the related keys. Then, integrity protection can be verified by PDCP before delivering MSG4 to RRC and there is no need for post-verification as in legacy.

Proposal 9: When receiving RRCConnectionResume message after MSG3 carrying data, integrity protection is verified by PDCP before delivering MSG4 to RRC and there is no need for post-verification as in legacy.

Case2: Fall back with RRCConnectionSetup after RRCConnectionResumeRequest with UL data
The other case is that the UE may receive RRCConnectionSetup message after MSG3 carrying UL data, the UE should release the old configuration and apply the configuration according to RRCConnectionSetup message, this implies clearing the old security context.
Proposal 10: The UE clears the security context when receiving RRCConnectionSetup after MSG3 carrying UL data.

Case3: legacy RRCConnectionResumeRequest 
Additionally to the above two fall back cases, there is also the case that the UE does not use EDT and transmits the legacy RRCConnectionResumeRequest message without UL data e.g. when there is more UL data. Then the UE should ignore and clear the stored NCC and perform the legacy resumption procedure.

Proposal 11: In case the UE does not use EDT with RRCConnectionResumeRequest, the UE should ignore and clear the stored NCC and perform the legacy resumption procedure.

3 Conclusion
In this document, we have addressed the security issues related to the UP solution. We have made the following proposals: 
Proposal 1: shortResumeMAC-I for early data transmission is calculated using the previous KRRCint as in the legacy procedure.

Proposal 2: In order to include the 32-bit full MAC-I, it is necessary to critically extend the RRCConnectionResumeRequest message.
Proposal 3: RRCConnectionRelease in response to RRCConnectionResumeRequest for EDT is integrity protected and ciphered by PDCP.
Proposal 4: RRCConnectionRelease in response to RRCConnectionResumeRequest for EDT is ciphered and integrity protected with the new keys.
Proposal 5: RRCConnectionReject in response to the RRCConnectionResumeRequest for EDT is sent on SRB0 as in legacy without ciphering and without integrity protection. 

Proposal 6: When receiving RRCConnectionReject message after RRCConnectionResumeRequest transmission for EDT, the UE clears the stored NCC in addition to the current actions upon reception of the RRCConnectionReject.

Proposal 7: In case of fall back to legacy RRC connection resume procedure after MSG3 carrying UL data, the UE should ignore the NCC included in RRCConnectionResume message and continue with the security keys derived prior to sending MSG3.

Proposal 8: RRCConnectionResume is ciphered in case of fall back from early data transmission.

Proposal 9: When receiving RRCConnectionResume message after MSG3 carrying data, integrity protection is verified by PDCP before delivering MSG4 to RRC and there is no need for post-verification as in legacy.

Proposal 10: The UE clears the security context when receiving RRCConnectionSetup after MSG3 carrying UL data.

Proposal 11: In case the UE does not use EDT with RRCConnectionResumeRequest, the UE should ignore and clear the stored NCC and perform the legacy resumption procedure.
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