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1. Introduction
Based on the discussion at RAN2#99-bis meeting, it has been agreed that the Msg4 (sent over SRB1) will be integrity protected – case when the target gNB is able to retrieve the UE context successfully. This message may be either used to Release the UE to IDLE state or it may be used to Resume the connection (e.g. include the new bearer configuration). The corresponding agreements are shown below. 
Agreements
3	A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)
4	The MSG4 (i.e. not rejected) of agreement 3 can configure at least the same parameters as can be configured by the message that moves the UE to inactive (e.g. I-RNTI, RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information). (security framework are to be discussed independently)
5	A UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE.
5.1	This MSG4 (i.e. SRB1 release to IDLE) can carry same information as RRC Connection release kind of message (e.g. priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information).

One open issue is with regards to the general security frame work for the above and whether the Msg4 is also ciphered (in addition to being integrity protected). In this contribution we discuss the general security frame work and the motivation for enabling ciphering and propose a way forward on these open aspects.  
2. Discussion
In case of LTE, the suspend/resume procedure does not allow ciphering of Msg4. This is revisited in Figure 1 below. Since NCC value is provided in Msg 4, this message cannot be ciphered. The UE receives Msg 4, obtains the NCC, derives the new KeNB (either using vertical or horizontal key derivation depending on whether NCC has incremented or not) and then verifies the integrity of the contents of Msg 4 and subsequently initializes encryption and integrity protection from Msg 5 onwards. 



[bookmark: _Ref502939401]Figure 1: Resume procedure in LTE
Observation 1: In LTE Msg4 is not ciphered and this enables delivering NCC from the target eNB to the UE

For the INACTIVE state to CONNECTED mode transition, one option is to adopt the same principle. i.e. to use Msg4 without encryption as baseline. However, one drawback of the LTE approach is that UP data transmission cannot happen in or prior to Msg4 (at least not with encryption over the air interface). If encrypted UP data transfer is to be allowed prior to Msg4, then the UE shall know the NCC value prior to Msg4 and one option to achieve this is to convey the NCC value to the UE prior to being sent to INACTIVE state. This solution has been discussed in the past and is shown below for reference. 


Figure 2: Resume procedure allowing ciphering of Msg4
The main advantage of encrypting Msg4 is that it allows early UP data transfer (potentially both in UL and DL). However, one issue with this approach is that the source gNB has to determine the NCC value prior to knowing which cell the UE will resume the connection in. The decision to use horizontal or vertical key derivation during cell change is made based on (among other things), whether or not the UE changes the cell and in which cell it eventually resumes the connection. Hence, the LTE approach of providing NCC value after the UE initiates resume allows to determine the new NCC value after knowing the target cell. This is no longer feasible if the source cell has to send the NCC value apriori. In fact, it is likely that a vertical key derivation is always necessary (i.e. NCC value is incremented) if the source cell sends the NCC value (of course, SA3 input is necessary in deciding this aspect). 

However, it is clear that early data transfer is something that is seen as an important application and this may be applicable to UEs in INACTIVE state in future. Since, the main benefit of ciphering Msg4 is early data transfer in UL and DL, we propose that for Rel-15 we stick with the LTE baseline and specify the necessary enhancements for encryption of Msg4 along with features enabling early data transfer. 

Proposal 1: For Rel-15, for INACTIVE to CONNECTED mode transition, the LTE baseline of providing NCC value in Msg4 (without encryption of Msg4) is adopted. 

Proposal 2: When early data transfer is enabled in UL and DL (e.g. UL data over Msg1/3 and DL data over Msg2/4), then RAN2 shall specify solutions to encrypt Msg4 
3. Conclusion and proposals
In this contribution, we discussed the options to encrypt Msg4 over SRB1 for INACTIVE to CONNECTED mode transition and make the following proposals:

Proposal 1: For Rel-15, for INACTIVE to CONNECTED mode transition, the LTE baseline of providing NCC value in Msg4 (without encryption of Msg4) is adopted. 

Proposal 2: When early data transfer is enabled in UL and DL (e.g. UL data over Msg1/3 and DL data over Msg2/4), then RAN2 shall specify solutions to encrypt Msg4 
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